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Foreword: Who Rules the Net?
Vinton G. Cerf

The title of the book poses an interesting question, but makes the
assumption that the Internet is ‘‘ruled’’ in the classical sense of the
word. Contributors to this volume provide a range of viewpoints
in response, some of which I find compelling and others with which
I might disagree. Thus my writing reflects not necessarily endorse-
ment or disagreement with anyone in particular but rather an abid-
ing interest in and commitment to the health and continued growth
of the Internet.

There are rules. Some of them are mechanical in the sense that
the architecture of the Internet and the protocols that define its
function determine the way in which it operates and the way in
which applications like e-mail are or can be supported. Others are
a consequence of policies set in a variety of venues and jurisdictions
and informed or motivated by a variety of constituencies. Some
rules may even be said to be set by the personal preferences and
behaviors of Internet users, almost independent of outside forces.
The ensemble of rule sets does not form a consistent or even coherent
whole and there are notable conflicts, especially as local jurisdictions
seek to enforce local rules on a system that is patently global (and
soon, interplanetary!) in scope.

There are several aspects of Internet technology that strongly influ-
ence the kinds of policy issues that the system seems to engender. For
example, the Internet Protocol (IP) essentially decouples applications
from underlying transmission support. This has a profound impact
on the nature of telecommunication regulation and bears further
exploration here. The IP is largely insensitive to the underlying
transport mechanisms and is agnostic with regard to an alphabet
soup of transmission and switching services over which it is capable
of operating: ATM, Frame Relay, SONET, DWDM, DSL, T1, OC3-
OC192, X.25, Ethernet, 802.11a/b/g, 3G/4G, GPRS, satellite links,
HF, VHF, UHF, EHF, and so on. This decoupling effect extends to
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WHO RULES THE NET?

the applications that run above the IP layer. IP is relatively insensitive
to the payload it carries (e.g., e-mail, digital files, documents, stream-
ing audio and video, interactive games, voice telephony, instant
messages, Web pages).

A consequence of this separation of transport from application is
that conventional regulatory regimes may no longer be suited to an
environment in which most or all applications are transported as
undifferentiated IP packets. Traditional regulatory policies have
been bound to service and transport media. We regulate television
over the air differently from television over cable. Telephony over
copper twisted pair is regulated differently from over-the-air radio.
Once all applications are carried over all media through the magical
mediation of the Internet, there does not appear to be as much
rationale for regulating the operation of these applications.

In the history of the commercial Internet, individual residential
users typically gained access to the net by modems through the
public switched telephone network (PSTN). Any Internet service
provider (ISP) could be reached essentially by any subscriber, pro-
vided that the ISP had modem banks that would accept incoming
calls vectored to the ISP’s routers. In the broadband business and
residential world this is less true, either because a choice of dedicated
services may not be readily available to the residential or business
subscribers or because the providers of broadband service offer little
or no choice of ISP.

The Internet is designed to be layered in its implementation so
that different groups can create software at different layers, take
responsibility for operating different parts of the network, and build
and operate a variety of applications more or less autonomously,
while following the technical standards that permit widespread
interworking of independently implemented software.

With regard to standardizing the technology of the Internet, the
clearest constituency comprises the Internet Engineering Task Force.
The work of this group is guided by the Internet Engineering Steering
Group and the Internet Architecture Board. All of these entities
function under the auspices of the Internet Society (ISOC) that pro-
vides an institutional home for them. ISOC also sponsors the Internet
Research Task Force, which pursues topics deemed not yet ripe for
standardization.

There are many other groups, formal and informal, that have
technical interest in the Internet, and as the system continues to
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expand in physical scope and functional capability, it seems likely
that such interest will also expand. The International Telecommuni-
cations Union (ITU) has interest in technologies that support the
transport of IP packets and also in the interface between the Internet
and the PSTN. This interest is largely expressed through the ITU
technical standards organization, ITU-T. In Europe, the European
Telecommunications Standards Institute has similar interests. The
Institute of Electrical and Electronic Engineers is particularly inter-
ested in standards for wired and wireless local area networking.
There are innumerable industry forums with interest in Internet
technologies such as the World Wide Web Consortium, the ENUM
Forum, the ATM (Asynchronous Transfer Mode) Forum, and the
merged Frame Relay Forum and MPLS (Multi-protocol Label
Switching) Forum. Even the space research agencies have a forum
that is interested in this area. The Consultative Committee on Space
Data Systems is made up of most of the world’s national space
research agencies. The military has interest by way of its research
agencies such as the U.S. Defense Advanced Research Projects
Agency, the Canadian Ministry of Defense, the North Atlantic Treaty
Organization’s Advanced Studies Institute, and operational agencies
such as the U.S. Defense Information Systems Agency. The list is
almost endless. (Apologies if your favorite organization was not
mentioned.)

What is perhaps of more immediate interest is the range of organi-
zations with policy interests in the Internet. These range from the
Australian Parliament and the newly formed Ministry of Communi-
cation in Afghanistan, to private sector civil and industry advocacy
groups, and everything beyond and in between. One of the more
visible organizations is the Internet Corporation for Assigned Names
and Numbers (ICANN). Created in September 1998 after a lengthy
and fractious international debate that ultimately drew in the White
House, the European Commission, and countless interested organi-
zations and individuals, ICANN has a limited but critical mandate to
manage policy development for the Internet’s domain name system
(DNS), the allocation and assignment of IP addresses, and the record-
ation of protocol parameters critical to the operation of the scores
of protocols associated with the Internet’s technical standards.

ICANN’s constituencies constitute a microcosm of global interest
in the Internet, including its Government Advisory Committee,
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Generic Names Supporting Organization, Country Code Names
Supporting Organization, Address Supporting Organization, Tech-
nical Liaison Group, At Large Advisory Committee, DNS Root
Server Advisory Committee, Security and Stability Advisory Com-
mittee, and Internationalized Domain Names and Internationalized
Domain Names Implementation Committees, among others.

Two things about the Internet should be abundantly clear. First,
that it is a vast collaboration of many components and, second,
that it cannot and will not function without the cooperation and
collaboration of the entire range of entities with interest in its opera-
tion. There are literally hundreds of thousands of networks that
make up the global Internet. They range from modest, local networks
in residences and small businesses to campus facilities and globe-
girdling backbones operated by for-profit and sometimes nonprofit
or governmental organizations. The root server system, a critical
component of the DNS, is operated by a collection of volunteer organi-
zations that have assumed the responsibility for operation of the
root servers for many years. The root server operators cooperate with
each other and ICANN to assure stability of the root server system.

ICANN’s Internet Assigned Numbers Authority (IANA) has the
responsibility for managing the contents of the so-called root zone
of the DNS. Changes to the root zone file are recommended by IANA
to the National Telecommunications and Information Agency of the
U.S. Department of Commerce, where updates are authorized. Close
coordination of root zone file updates and continuous surveillance
of the servers by the root server operators contribute to the stable
operation of the Internet.

ICANN establishes new generic top-level domains and through a
contractual process authorizes organizations to operate the registries
and associated registration services (registrars). There are hundreds
of top-level domain operators, most of them the so-called country
code registries (such as .fr, .de, .uk, .za, .cn, etc.) and the generic
top-level domain registries (such as .com, .org, .aero, .coop, .gov,
etc.). The country code registries are operated either through agree-
ments with ICANN and sometimes the associated government or
on the basis of historical assignment by IANA to volunteers. As the
Internet continues to evolve, it is common for governments to
become more interested than heretofore in the operation of their
associated country code top-level domains. Within the ICANN pur-
view, this interest is commonly expressed through the Governmental
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Advisory Committee although direct interactions with IANA may
occur when operation of a country code TLD registry is redelegated
to a new party.

In addition, the management of the Internet address space and
autonomous system numbers among ISPs and users falls to the
Regional Internet Registries, who work together and with ICANN
to develop and execute address space management policies.

It should be evident from these observations that the coordination,
collaboration, and cooperation of many distinct entities are vital to
the Internet’s successful operation and that this characteristic has
been a part of the Internet’s history from its earliest conception.

Beyond the DNS there are many other elements that must work
cooperatively to ensure the Internet’s functioning. For example, the
thousands of ISPs, worldwide, must interconnect, exchange routing
information, and seek to achieve stable operation of each component
network. Even in the presence of vigorous competition among ser-
vice providers, there must be ground-level cooperation and collabo-
ration to ensure that an Internet packet emitted from any source on
the Internet can reach its intended destination.

As one moves from the basic operation of the Internet transport
systems to applications such as electronic mail, instant messaging,
Web services, interactive games, voice over Internet and so on, new
players with an interest in policy enter into the picture. For example,
with regard to content with intellectual property aspects such as
music, films, books, and imagery, the holders of these properties
may wish to be compensated for providing access to or instances
of these works. The Internet is a vast storehouse of electronic infor-
mation and much of it is provided without compensation. In the
academic tradition, for example, the creators of this information
share it freely in exchange for similar information from colleagues.
The Internet’s technical structure permits it to support free and for-
pay models, but the latter suffer from the ease with which electronic
copying and distribution can be accomplished.

Organizations concerned with such matters include the Recording
Industry Association of America, the American Society of Compos-
ers, Authors and Publishers, the Software and Information Industries
Association, the Entertainment and Leisure Software Publishers
Association, the Motion Pictures Association of America, the World
Intellectual Property Organization (WIPO), and many more. Many
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of these organizations have introduced efforts to detect illegal copy-
ing and to pursue offenders in the courts. Among the more famous
cases was a service called Napster in which a central index was
maintained of popular music that could be downloaded from con-
tributors whose computers were online and whose file systems con-
tained the copies of interest. While the ensuing court cases effectively
shut Napster down, other alternatives were developed, including
Kazaa, that have apparently achieved sustainability owing to the
absence of a centralized directory of network-accessible content.

Disputes over property rights extend to disputes over registration
of domain names, and ICANN has worked through the WIPO to
develop a Uniform Dispute Resolution Policy. While the debate
continues over the question of rights inhering in domain names, it
is fair to say that they are being treated as if they are inherently
valuable while still registered to a particular entity. Bankruptcy court
laws, so often exercised in the United States in the wake of the
bursting ‘‘dot.com’’ bubble (‘‘dot.bomb’’?), have occasionally treated
both domain name registrations and IP address allocations as if they
are transferable and valuable properties.

It should be obvious that the enforcement of national laws is made
difficult by the global nature of the Internet and the difficulty of
binding transactions conducted on the Internet to any specific loca-
tions. Recent court cases in France, Germany, Australia, and the
United States have sought to control access to content on the network
deemed inappropriate in each national or provincial jurisdiction.
The side effect of these various court cases is to establish a kind of
extraterritoriality for the jurisdiction attempting to apply its laws to
entities outside its putative territory.

Individual users exercise their own rules when they choose to
use the Internet for one application or another. Downloading and
copying of Internet content is a popular, controversial, and some-
times illegal pastime on the Internet. On the other hand, in the best
academic tradition, many people share information freely on the
Internet and do so in a kind of information barter system.

Taxation of transactions on the Internet has been something of a
cause célèbre in policy circles. Many legislators believe that transac-
tions undertaken on the Internet should bear no tax. Others see these
transactions as the analog of their counterparts in the real world and
that they should be taxed in a similar fashion. One of the problems, of
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course, is localizing the transaction in such a way that one can
determine in which tax jurisdiction the transaction has taken place.
What is needed is an unambiguous answer to the question: ‘‘In
which jurisdiction should this transaction be taxed?’’ The answer
may prove to be somewhat arbitrary. For example, the billling
address of the credit card used to pay for the transaction might
be used arbitrarily, but unambiguously, to define the locus of the
transaction.

One finds any number of law enforcement agencies with an inter-
est in the Internet, either because of fradulent or illegal transactions
that are conducted using the Internet or because there is content
that is considered to be in violation of the law. Courts, legislatures,
free speech advocates, industry leaders, politicians, scam artists,
spammers, students, parents, and just about every one of the more
than 600 million users of the Internet seem to have abiding interests
in the Internet and the policy framework in which it operates. While
no one ‘‘rules’’ the Internet, the aggregate interest of millions seeks
to influence what these rules are or will be. Out of a seething cauldron
of conflicting interests and opinions, the Internet is emerging as a
key element of our 21st century information and communications
environment.

Who rules the Net? You and I and 600 million others, in some
measure.
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Introduction: Who Rules the Net?
Clyde Wayne Crews Jr. and Adam Thierer

No one knows where you are. How near or how far.
—Pink Floyd, ‘‘Shine on You Crazy Diamond’’

It may seem strange to kick off a serious collection of essays with
a quote from a psychedelic 1970s rock band, but at times the debate
over Internet jurisdiction and governance can seem as bizarre and
complicated as some of Pink Floyd’s music. Moreover, that quote
nicely sums up why Internet and cyberspace activities pose such a
quandary for traditional understandings of jurisdiction and
governance.

The Internet’s challenge to traditional concepts of jurisdiction and
governance is multifaceted, but really boils down to two factors.
First, when you’re online, you’re both everywhere and nowhere at
once. Ubiquity is perhaps the defining characteristic of this remark-
able new ‘‘borderless’’ medium. There are no passports on the
Internet; you travel freely from one destination to another at the click
of a button. And geography is a remarkably meaningless concept for
Internet denizens. Two people could be communicating from the
opposite poles of the Earth or from two blocks away and not know
the difference. Typically, no one really does know where you are,
how near or how far. Indeed, no one really knows ‘‘where’’ the
Internet itself is, in the sense of how near or how far it is from
traditional notions of property and contract; thus, the governing of
cyberspace has jurisdictional and legal problems.

Second, no single entity or country owns or controls the Internet.
Portions of this so-called ‘‘network of networks’’ are owned by
private companies, organizations, or even governments, but it is
impossible to point to any specific ‘‘owner’’ of the Net writ large.
Most assuredly, this scattered control has been one of the Net’s
greatest blessings, but it also has proven to be a curse of sorts.
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WHO RULES THE NET?

On the positive side, diffuse sources of ownership and control
have resulted in a stunning explosion of human creativity in terms
of new global communication channels, new business opportunities,
and new consumer options and opportunities. But, on the downside,
the diffusion of ownership and control has made it more difficult
to assign responsibility or blame when things go wrong or when
disagreements arise.

This situation in which a culpable party is unidentified manifests
itself in many everyday ways, some sinister, some routine: Net con-
gestion, system crashes, network viruses, e-mail ‘‘spam,’’ online
identify theft, and so on. Complicating matters is the fact that some
jurisdictions and countries also look for someone to blame when
their societal norms or legal standards are challenged. Gambling,
pornography, intellectual property, libel law, and tax policy are good
examples in which tolerances and approaches vary, creating conflict.
In each of those areas, policymakers have for years enacted myriad
laws and regulations for ‘‘real space’’ that are now being directly
challenged by the rise of this parallel electronic universe known as
cyberspace.

Who is responsible? What standards should govern such cyber-
disputes? Are different standards needed for cyberspace and real
space? These nagging questions are being posed with increasing
frequency in the emerging field of cyberlaw and constitute the guid-
ing theme of this book’s collection of essays.

A Conflict of Visions

When it comes to matters of Internet governance, clashes of values
exist just as in any other area of politics and law. At root are the
following questions: Is it most appropriate to think of the Internet
as a public resource and vast information commons, collectively
owned or at least controlled by collective decisionmaking? Or, to
look at the opposite choice, is it best to remain open to proprietary
avenues, private ownership and control models, and self-selection?
We face a choice about which is the best way to treat the Internet.
It is not a given that the ‘‘public resource’’ model is the best alterna-
tive. As might be expected, governments are moving toward hybrids
of the two in dealing with the range of policy issues confronting
the online world.
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The tilt toward government intervention can be excessive. In an
earlier time the unruly Internet was thought to be a virtual Wild
West, an unregulated province of libertarians and cyber-anarchists.
However, it appears now to be well on the way to becoming a
heavily regulated network increasingly encumbered by conflicting
demands from federal, state, and international governments, along
with assorted special interests.

Not so long ago, that desire to keep the Internet free of regulatory
meddling yielded important prominent victories against govern-
ment activism and calls for ‘‘hands off’’ of cyberspace. The Commu-
nications Decency Act to regulate online pornography was widely
denounced and declared unconstitutional by the Supreme Court in
June 1997, for example. Perhaps most memorable was the widely
circulated 1996 ‘‘Declaration of the Independence of Cyberspace,’’
penned by John Perry Barlow, former lyricist for the Grateful Dead
and cofounder of the Electronic Frontier Foundation. In the preface
to his manifesto of cyber-freedom, Barlow questioned and ridiculed
the feasibility and legitimacy of the aims of those who would rule
and regulate the Internet and famously declared of such individuals,
‘‘Well, f**k them.’’1 He went on to elaborate, somewhat more
elegantly:

Governments derive their just powers from the consent of
the governed. You have neither solicited nor received ours.
We did not invite you. You do not know us, nor do you know
our world. Cyberspace does not lie within your borders. Do
not think that you can build it, as though it were a public
construction project. You cannot. It is an act of nature and
it grows itself through our collective actions.

But as yet another rock-’n’-roller, Bob Dylan, once famously sang,
‘‘The Times They Are A’Changin’.’’ In contrast to the early Wild
West reputation and Barlow-esque calls for cyber-independence, the
Internet and its still-growing infrastructure is today already subject
to substantial regulation, or attempts at regulation, on numerous
fronts from even more numerous governmental units.2 As Michael
Totty of the Wall Street Journal noted, ‘‘If the early cyberspace was
a separate frontier, outside the reach of governments and laws, it’s
now beginning to look more like a later version of the Old West—
the one where settlers, marshals, and lawyers come in and impose
law and order.’’3
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Characteristic of this new view that the Internet must be brought
into the fold is the opinion of Zoe Baird of the Markle Foundation,
who noted: ‘‘The rapid growth of the Internet has led to a worldwide
crisis of governance. In the early years of Internet development, the
prevailing view was that government should stay out of Internet
governance; market forces and self-regulation would suffice to create
order and enforce standards of behavior. But this view has proven
inadequate as the Internet has become mainstream.’’4

Hundreds of bills have been introduced in recent sessions of the
U.S. Congress and at the state level addressing privacy, spam, cyber-
security, the alleged ‘‘digital divide,’’ Internet taxation, business
method patents, various digital copyright issues, children’s privacy,
a safe children’s domain, domain names, broadband subsidies, man-
datory telephone and cable network access, and online gambling,
just to name some of the more prominent policy battles.5

The Internet and the policy issues it raises present a formidable
challenge for traditional conceptions of jurisdiction nationally and
internationally. In this emerging cyber-policy environment, every-
body seems to have ‘‘a plan’’ for the Internet, some more expansive
than others. The Progressive Policy Institute talks up the ‘‘failure of
cyber-libertarianism’’ and calls for a ‘‘national e-commerce strategy’’
to correct perceived market failures.6 The New America Foundation
calls for ‘‘saving the information commons’’ via ‘‘a new public inter-
est agenda in digital media.’’7 The Computer and Communications
Industry Association of America has its guide to ‘‘The Role of Gov-
ernment in the Digital Age.’’8 Ralph Nader has called for the creation
of a ‘‘World Consumer Protection Organization’’ modeled after the
United Nations World Intellectual Property Organization.9 And
open source advocate and computer technology book publisher Tim
O’Reilly has proposed a ‘‘Sierra Club for the Net’’ as a way of
keeping it under ‘‘Netizen’’ rather than corporate control.10

Interests ranging from the American Bar Association, to French
courts, to the International Telecommunications Union, and to the
United Nations are contemplating new Internet governance models.
European officials and organizations seem particularly keen on
crafting new governance models. The European Union’s Electronic
Commerce Directive and the Hague Convention on International
Jurisdiction and Foreign Judgments in Civil and Commercial Matters
have laid out frameworks to resolve cyber-disputes, for example.
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Of course, there is a reasonable question of why the Internet
should be treated any differently than the offline world. When you’re
online in cyberspace, your physical body is still sitting somewhere
in real space typing away. Some say that matters a lot, and we ought
not make bright-line distinctions between cyberspace and real space.
Why treat cyberspace differently from the way we treat ‘‘meat-
space,’’ goes the refrain. ‘‘The Internet creates a veil of separation
between you and other people,’’ said Gregory Alan Rutchik, manag-
ing partner at the Arts and Technology Group, a San Francisco firm
specializing in copyright and publishing law. He warns, ‘‘Don’t be
misled by the fact that you’re sitting in a room, behind a locked
door, at your computer. There’s ways to find out who you are.’’11

As CNET News described the dilemma, ‘‘[S]ome remain puzzled at
what they see as artificial distinctions between cyberspace and the
physical world. Like other Internet academics and professionals,
University of Miami law professor Michael Froomkin dismisses the
notion of an unregulated medium as ‘cyberpunk dreams that rules
are bad. . . . Just because you’re using a computer doesn’t mean you
don’t have to follow the law.’ ’’ 12

Perhaps. But ill-conceived regulations are often applied to meat-
space too, and a unique opportunity exists to avoid making similar
costly errors in cyberspace, or transferring them there, even if that
means occasionally treating cyberspace ‘‘differently’’ in practice.
Should we regulate cyberspace merely because real space is regu-
lated—or is rethinking of real space regulation itself in order? The
question should at least be asked. In any event, conflicting legislative
visions that are applied to the Internet commons make for an increas-
ingly unstable mix. In a cyberspace populated by exhibitionists at
one extreme and would-be inhabitants of gated communities on the
other, what is sound policy for some is reprehensible to others.
Moreover, the Internet sports a widening rift between those who
see dollar signs and those who long for the days of the Internet
as a noncommercial information-sharing tool for researchers and
techno-geeks.

Thinking About Borders, Public and Private

That the ‘‘libertarian’’ vision, so to speak, of Internet uniqueness
has subsided is not altogether surprising. The Internet, taken as a
whole as distinct from the privately owned networks that make it
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up, is anything but ‘‘private.’’ Many regulatory and legislative
disputes arise because of the common property status of the Internet,
largely owing to its legacy as a government-sponsored network.
Despite private involvement at the outset and an explosion in pri-
vately owned infrastructure and hardware over the past years, the
Internet gained its footing as a public network. While ownership of
hardware like routers, servers, and fiber is almost totally private,
the setting of network policy is subject to highly politicized, public
battles; governance of the public Net emerges from the Internet
Corporation for Assigned Names and Numbers (ICANN), the U.S.
Commerce Department, Congress, and numerous other govern-
ments and treaties rather than those individual system owners and
operators. Unlike typical private or proprietary management of
assets, a common property model can lead to a ‘‘tragedy of the
commons,’’ in which conflicting interests seek to impose mutually
exclusive regulatory preferences. Visions of what an Internet experi-
ence should entail are increasingly in conflict.

That conflict inevitably spawns calls by many for more effective
Internet ‘‘democracy.’’13 Paradoxically, ‘‘democracy’’ applied to pri-
vate property or infrastructure can harm cyber-freedom and can
limit future options that could be more satisfactory than government
dictates. Democracy isn’t applicable with regard to normal, non-
harmful uses of one’s private property; rather, property owners set
the terms and rules for access to and behavior on their property.
The dilemma in the case of cyberlaw lies in the Internet’s status as
a public/private hybrid. Currently, governance approaches can tilt
in either direction, toward public or private management, each with
considerable implications for the Internet’s future. We ought not
shut the door on private approaches to governance for cyberspace.
Unfortunately, universally applying the ‘‘commons’’ mindset
toward all things Internet would seem enough of an impetus to do
precisely that—indeed, to almost guarantee movement away from
private resolution.

Plainly, the ‘‘common property,’’ nonowned status of the Internet
as it exists today has implications for governance of the still-new
medium. As is becoming clearer, with common property, there are
only two options: regulate it or privatize it. That choice, effectively,
is the fundamental one facing the Internet. And how it is decided
will have weighty ramifications for governance and jurisdictional
issues such as those raised in this book.
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In governing the Internet, or whatever communications networks
may emerge in the future, the issue isn’t really one of whether
‘‘borders’’ will be erected on a heretofore borderless medium: bor-
ders—of a sort—will emerge regardless. Indeed, they already have.
Rather, the question is which kind of border—public or private—is
advantageous to commerce, connectivity, and information flows,
and which kind increases options rather than hampers them. Even
an Internet ‘‘commons’’ will surely have government-created ‘‘bor-
ders,’’ such as a ‘‘dot-kids’’ domain, ‘‘Communications Decency
Act’’–style speech restraints, mandatory library filters, tax jurisdic-
tions, and perhaps unanticipated liability rules. Private approaches,
however, would also develop ‘‘borders’’ in order to help tailor ser-
vices to consumers. Although government borders would represent
unavoidable mandates on users or providers, private ‘‘borders’’ will
emerge naturally as a matter of self-regulation or for purely business
reasons, out of competitive necessity. Thus, like voluntary agree-
ments, private borders and self-selection can help enhance and foster
political liberty or bolster rights and opportunities online.

With the recognition that private actors can deliver tailored bor-
ders (such as privacy standards) while governments will impose
one-size-fits-all solutions, it becomes increasingly worthwhile to
allow those private alternatives to flourish. (EKids Internet,14 for
example, is an alternative to the government-mandated and regu-
lated ‘‘dot-kids’’ domain.) Although private decisions, like overin-
clusive porn filters or e-mail spam blacklists, can affect the online
multitudes, these decisions emerge from voluntary actions of market
players trying to solve problems, and mistakes are likely to be easier
to correct than repealing ill-considered, one-size-fits-all legislation.
As networks and business models adapt to serve customers better,
there can be less call for national or transnational authorities to
step in.

Private ‘‘borders’’ facilitate personal customization as well, which
has itself proven to be controversial among those who decry ‘‘balkan-
ization,’’ prefer ‘‘openness,’’ and worry over the undermining of
‘‘shared experiences’’ online.15 Private ‘‘filtering,’’ which in some
sense can substitute for top-down regulation, will likely grow more
pronounced; but that guardedness is itself an exercise of democratic
choice. Let’s be clear: universal connectivity has been a magnificent
breakthrough and isn’t going away. But sometimes we don’t want

xxi



WHO RULES THE NET?

to be in touch with the entire planet and prefer more isolated commu-
nities. As CNET.com editorial director Steve Fox put it, ‘‘On the
Internet, the urge to unmerge isn’t borne out of hostility; rather, it
comes from a basic human need to find small, defined spaces where
everybody knows your URL.’’16 And of course, as the Net grows,
the portion of the whole accessed by the typical user grows smaller;
private filtering is a natural and inevitable response to ensure that
one gets the information one wants.

For example, peer-to-peer (P2P) file-sharing technologies ‘‘shrink’’
the universe, so to speak, while at the same time adding to the
options on the Internet. Invoking proprietary or alternative architec-
tures like Web TV, Gnutella, and America Online, Fox further noted:

Instead of one vast network, we’re starting to see a collection
of interconnected, often closed, networks: communities
whose membership will be determined by the kinds of
devices people use, the service providers they choose, and
the content they find most compelling. . . .These Net city-
states aren’t always out of the mainstream. Take America
Online, the biggest Balkan state of all. Though AOL offers
full Web access to its users, millions of them never leave
the confines of AOL. In fact, plenty of users think AOL is
the Internet.17

Effectively, AOL users have formed their own community
built around AOL’s exclusive content and features. Outsiders
can’t peer in, can’t access AOL’s content, can’t even share
AOL users’ tools. . . .These strategies of content-based com-
munities coexisting within and alongside the Web proper
will thrive because they recognize basic human needs. People
like to be among their own, to feel like they’re part of a
neighborhood where they’re comfortable.18

Balkanization? Sure. But also private self-governance. If an online
superhighway is to remain most advantageous for both the exhibi-
tionists and the would-be gated community inhabitants, or for both
the Amazon.coms and the commerce-free Internet advocates, then
fences, or ‘‘borders,’’ very well may multiply. In one sense, there
are, or could be, many ‘‘cyberspaces,’’ from the early bulletin boards
of the 1980s to the peer-to-peer networks of today (Napster, Internet
phones, AOL Instant Messenger, and any of numerous peer-to-peer
networks with their own rules of participation are examples). It may
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be increasingly unproductive to insist that all the uses to which
the Internet is put—gaming, streaming video, secure commerce,
nonprofit reference services, porn, children’s content—should neces-
sarily coexist under one set of top-down rules. The point, again, is
that borders needn’t necessarily be legislative ones. To the extent
sorting occurs among vendors and customers on privately adminis-
tered networks, ‘‘democracy’’ is an inappropriate method of govern-
ing them. But to the extent that borders are legislative, competition
among jurisdictions, as advocated by Larry Ribstein and Bruce
Kobayashi in this volume, is preferable.

Indeed, the best outcome for online governance might be to ensure
that the common Internet retains private borders beyond which
users can escape damaging political resolutions of regulatory dis-
putes, such as those over privacy, free speech, filtering, and cyber-
security. At the very least, that means we ought not extend regula-
tions imposed on today’s capital ‘‘I’’ Internet to whatever other
hypothetical networks might emerge in the future. For example,
privacy legislation imposed on the existing Internet should not be
written to encompass any future, private, non-Internet (or post-
Internet) online network that might emerge. Recent privacy legisla-
tion would appear to violate this principle by applying to all future
online networks, not just the capital ‘‘I’’ Internet. There should
remain an escape valve, in other words, such that potentially supe-
rior private governance of some future online ‘‘cyberspace’’ has an
opportunity to emerge if market participants of the future choose
to create and sustain it. Ironically, a hodgepodge of laws applied to
tame the Net and make it ‘‘good enough’’ could prevent better
networks from replacing it. A future network not burdened with
ineffective, constraining political privacy legislation could offer
superior privacy as a selling feature; but if legislation rules out the
advantages of ‘‘secession,’’ a superior, better adapted network can’t
get created. Whether or not a private solution is the answer in any
particular case, such as privacy standards, rules of the game that
eliminate opportunities for a superior private solution to emerge
ought not be the path chosen.

New Technology, Old Borders

Debates will continue to rage over whether the Net should be
viewed as a collection of private resources or as a public commons.
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Adherents to both camps of thinking have often shared concerns
about how old world borders, legal policies, and social norms are
applied to this new universe of cyber-technologies. As governments
increasingly intervene and look to apply their standards to the global
World Wide Web, the specter of overregulation on a massive scale
becomes clear. And this threat comes at a time when the vast majority
of the world is still not connected; recent data show that 655 million
are online worldwide.19 But even though we’ve yet to break a billion
online Netizens, as more humans join the online realm, efforts by
myriad jurisdictions to control Net activity and intervene in ways
that spill across borders will pose troubling governance and sover-
eignty issues.

American politicians have made a point of critiquing regulatory
overreach by foreign nations, especially in the case of France’s
attempt to censor offensive material on the Yahoo! Web portal.20

Pointing fingers is often appropriate; however, the United States
also can be ambitious in seeking to extend the reach of its laws
beyond the borders. For example, the U.S. Congress has sought to
enact measures that would restrict pornography on the Internet, and
it hopes to regulate offshore gambling indirectly by prohibiting the
processing of gambling transactions by credit card companies. On
one front in the raging digital copyright wars, the United States
forced the Canadian company iCraveTV to halt the retransmitting
of previously broadcast television shows over the Internet,21 and in
another prominent case prosecuted a foreign programmer under
the 1998 Digital Millennium Copyright Act for supposed ‘‘anti-
circumvention’’ copyright violations.22

Numerous cases of such mischief abound overseas. For example,
it’s not just the French engaged in extraterritorial Web censorship.
A Wall Street Journal editorial last summer noted that the government
of Zimbabwe had threatened to deport journalists for publishing
unflattering stories on the Net even though they were not printed
in any paper in that country.23 Also, the Journal’s parent company,
Dow Jones, has been involved in an important Australian court case
regarding libel and the Net that raised the question: does libel take
place where the potentially libelous information was uploaded (in
New Jersey in this case) or downloaded (in Melbourne, Australia)?
In December 2002, Australia’s highest court unanimously ruled that
the latter should be the rule: libel occurs where the content is down-
loaded.24 Given the radically different libel laws on the books in the
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United States versus the rest of the world, some fear this precedent
could have a chilling effect on speech and expression. A final exam-
ple: the Vatican last year called for a crackdown on the Internet’s
‘‘radical libertarianism’’25 and the Rome police force responded in
kind by recently shutting down five Web sites that contained blas-
phemous material about Catholicism and the Madonna.26

And the list goes on. These examples mostly focus on speech or
expression-related regulation. Many other forms of jurisdictional
meddling exist, as was comprehensively documented in the report
by the law firm Covington & Burling in February 2003 on Significant
Developments in Global Internet Law in 2002. The report highlighted
35 pages worth of key cases and laws from countries around the
globe but noted, ‘‘There are . . . thousands of cases, laws and regula-
tions that touch on aspects of the Internet that we could not mention
[in the report].’’27

What concerns many Net watchers about these laws and cases is
that (a) they are growing in number, and (b) they raise the threat of
‘‘lowest common denominator’’ regulation being imposed on the
Internet. That is, companies and individuals may be forced to con-
form their Internet conduct to the standards of those countries with
the most repressive regulatory regime for commerce and speech in
order to remain compliant globally.

In turn, as the sheer number of cases grows and the specter of
such legal and regulatory activism grows more substantial, it raises
a host of thorny legal issues. For example, in gauging how to deter-
mine appropriate jurisdictional authority in a cyber-setting, how
will we decide what ‘‘purposeful availment’’ by a company and
‘‘minimum contacts’’ by sellers or buyers means in the context of
electronic speech and communication? These are the traditional stan-
dards or legal tests that American courts have used to determine
whether a given jurisdiction has the right to exert authority over an
individual or entity. Simply stated, U.S. courts have asked: Did
the individual or entities in question purposefully interact in some
capacity with the citizens of the jurisdiction in question? Did they
attain a sufficient threshold of contact with the jurisdiction to make
themselves liable to those authorities? What constitutes a sufficient
‘‘nexus’’ of contact between parties to trigger jurisdiction? Variations
on this purposeful availment/minimum contacts/nexus framework
have been used by other countries when looking at jurisdictional
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matters. But in the Internet context, everyone is arguably ‘‘purpose-
fully availing’’ themselves to the whole world all the time! Compa-
nies, consumers, and citizens all place materials online with the hope
of communicating with the entire planet. So some skeptics question
whether such a standard can have any real meaning in the context
of the fluid, borderless world of cyberspace.

More important, while any country can claim jurisdiction over a
company or a given issue, how they go about enforcing that claim
is a different matter entirely. Enforcement is a tall order for a ubiqui-
tous medium like the Net that exists everywhere and nowhere at the
same time. Do we really want dozens of countries and jurisdictions
policing the Net for violations of their parochial laws or standards?
The costs could be enormous in both economic and human terms.

Although dozens or hundreds of cyber-cops patrolling the Net
would be bad, it might be equally misguided to invite a single,
centralized Super Cyber-Cop to start patrolling cyberspace. Who
would be in charge? The United Nations? The World Trade Organi-
zation? The International Telecommunications Union (ITU)? And
what body of law would they apply? In January of 2003, ITU General
Secretary Yoshio Utsumi called on fellow delegates to the upcoming
World Summit on the Information Society to devise a global regula-
tory framework for cyberspace issues such as taxation, intellectual
property protection, privacy policy, and others.28 U.S. officials were
quick to denounce Utsumi’s call for global Net rule by the ITU but
failed to provide a coherent alternative vision.

Such inaction or resistance by U.S. officials may be the best out-
come for many issues. Some matters of principle should remain
‘‘above the fray,’’ and the United States should remain steadfast and
buck international trends to conform to repressive policies. Free
speech may be the best example, in which we politely refuse to
assist other nations with regulation of what our history and heritage
regard as an inalienable right for all humans. Libel law may be
another area in which more lax defamation standards globally
should not be allowed to trump speech rights in this or other coun-
tries. As Rep. Chris Cox (R-Calif.) points out in the first chapter
of this collection, the United States should be unashamed about
promoting free-speech values worldwide and should stress the
importance of the Web as a liberating tool of social interaction and
individual empowerment. Governments that oppose First Amend-
ment–style free-speech protections are violating basic human rights
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and do not have legitimate gripes that we necessarily need to
acknowledge. Long live civil disobedience online in this regard.

Perhaps the most important role American policymakers can play
in this debate is to maintain emphasis on the importance of human
liberty, individual rights, basic due process/legal protections, the
rule of law, and property rights. What is perhaps most troubling
about the current debate over Internet jurisdiction and governance
is that little discussion has occurred about the principles of legitimacy
and universality. That is, there remain the questions of (a) the legiti-
macy of governments who seek to act on behalf of a group of people,
and, (b) whether the laws in question are being equally and fairly
applied to the people.

This lack of a discussion recalls John Perry Barlow’s concern about
governments deriving their just powers from the ‘‘consent of the
governed,’’ yet having received no such consent from the ‘‘Net-
izenry.’’ Of course, those Netizens have physical bodies that reside
within the confines of some government somewhere and can be
assumed (in democratic regimes) to have consented to being a part
of that polity and being governed by its laws. Nonetheless, if one
subscribes to the theory that cyberspace is a unique ‘‘place’’—or at
least should be considered a unique new legal sphere or territory—
then the question of legitimacy and universality becomes more
important. There is commonality of purpose within constitutional
republics such as the United States that may not be present when
transnational disputes develop. That is, a universal set of values and
standards exists that citizens have agreed to be governed by within
a constitutional republic and that Third World dictatorships might
scoff at. At a minimum, policymakers both here and abroad who
profess to believe in the importance of a classical liberal tradition
of individual rights must ensure that certain rights are acknowl-
edged and protected as the growth of the Internet continues to blur
the jurisdictional boundaries between meatspace and cyberspace.

Breakdown of the Book

This collection of essays on Internet jurisdiction and governance
is divided into two major sections. Part I of the book discusses
general frameworks for dealing with these conflicts. Part II explores
case studies in Internet governance that are already playing out
worldwide.
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General Governance Frameworks
The most sweeping revolution brought about by the Internet has

been its ability to unite individuals in the cause of freedom and to
expose and reject despotic governments. Starting off the volume,
Rep. Cox, in ‘‘Tear Down This Firewall,’’ describes one vision for
global Internet freedom by taking on the efforts of despotic govern-
ments to erect ‘‘firewalls’’ between their often oppressed citizens
and their connections to the outside world via the Internet.

Jonathan Zittrain, an assistant professor at the Harvard Law
School, next provides an excellent overview of the many contentious
legal concepts and principles at play in this debate. He warns govern-
ments seeking to impose their will on the global Internet to ‘‘be
careful what you ask for’’ before rushing headlong into regulating
the World Wide Web. ‘‘What we might gain in easing jurisdictional
tensions we could stand to lose in revolutionary capacity,’’ notes
Zittrain. ‘‘The point of inflection at which the World Wide Web sits
asks us to choose which we value more—international harmony
and diversity that includes censorship smacking of repression, or an
unavoidable baseline of freedom of expression that permits harmful
speech along with constructive speech.’’

But in a dissent to the general thrust of many of the other essays
in this collection, Jack Goldsmith, associate professor of law at the
University of Chicago, argues that ‘‘Cyberspace transactions are no
different from real-space transnational transactions’’ and that there
is ‘‘no general normative argument that supports the immunization
of cyberspace activities from territorial regulation.’’ Although resolu-
tions of jurisdictional problems will prove a challenge, he sees them
as no more remarkable than problems confronted in other transna-
tional venues.

While Goldsmith takes on the regulation skeptics and rejects the
idea of cyberspace being particularly ‘‘special,’’ David Post, profes-
sor of law at Temple University, remains an ‘‘unrepentant Exception-
alist.’’ To Post, it ‘‘does matter that Digitalbook.com is ‘in cyber-
space,’ ’’ and he believes that ‘‘the questions raised by its conduct
are indeed different, and more difficult, than the analogous questions
raised by its real-space counterpart. To Post, ‘‘traditional legal tools’’
developed for similar problems in real space can’t resolve jurisdic-
tional problems.’’

Taking a more nuanced and legalistic approach to the issue of
assessing jurisdictional responsibility, Michael Geist, professor of

xxviii



Introduction: Who Rules the Net?

law at the University of Ottawa, points out the shortcomings of early
attempts to base jurisdiction on a crude assessment of whether a
website is ‘‘passive’’ or ‘‘active.’’ He develops a more rigorous legal
approach that involves a three-factor targeting test that includes
analysis of contracts, technology, and vendor knowledge. Geist
hopes that by employing such a targeting test, ‘‘it will provide all
parties with greater legal certainty and a more effective means of
conducting legal risk assessments. The move toward using contract
and technology to erect virtual borders may not solve all Internet
jurisdiction issues, but it will provide an upgrade to [previous doc-
trines] by creating greater clarity and certainty on the issue,’’
Geist concludes.

Pointing out that ‘‘Internet users cannot ‘vote with their feet’ if
their feet are in essence planted everywhere,’’ University of Minne-
sota law professor Dan Burk notes that, ‘‘the prospect of states
applying haphazard and uncoordinated multijurisdictional regula-
tion to the Internet’s seamless electronic web raises profound ques-
tions regarding the relationship between the several states and the
future of federalism in cyberspace.’’ Burk goes on to conclude that,
‘‘In the face of . . . new technology, rote application of established
doctrines may produce anomalous or undesirable results, and in
such cases, adaptation of those doctrines to the new technological
situation may be required. But in accommodating past doctrine to
present reality, the role of the relevant constitutional provisions as
buffers for competitive federalism must be kept firmly in mind
if they are to continue serving their proper function in an online
environment.’’

In a different vein, University of Illinois law professor Larry
Ribstein and coauthor Bruce Kobayashi of George Mason University
School of Law argue for the efficiency and advantages of decentral-
ized ‘‘choice of law’’ solutions where circumstances permit. If regula-
tion is to occur, competition among jurisdictions for setting ground
rules can be superior to relying upon centralized regulation. Ribstein
and Kobayashi also note how governments can unintentionally inter-
fere with private solutions, to the detriment of all: ‘‘The problem
with these private solutions is that whether they are allowed to work
depends ultimately on the level of government regulation. Thus,
permitting private regulation should be viewed as a regulatory
option.’’ But at least with state as opposed to federal regulation,
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‘‘the social costs of legislation are constrained by individuals’ oppor-
tunities to exit undesirable regimes.’’ At the very least, ‘‘To the extent
that a variety of regulatory approaches is desirable, relying on state
law may provide significant advantages over a federal regime that
broadly preempts state law.’’

Case Studies

Robert Corn-Revere, a partner at the law firm Davis Wright Tre-
maine, kicks off the case study section of the book with a discussion
of perhaps the most notable Internet jurisdiction case to date: the
effort by a French court to block French citizens from accessing Nazi
memorabilia on the Yahoo.com Web portal. Yahoo! is an American
company that is hosted on servers located within the United States,
but its Web page remains accessible worldwide. The effort by the
French court to censor this global site raised serious First Amend-
ment concerns in the United States and raised the specter of ‘‘lowest
common denominator’’ speech controls online in general. For these
reasons, Corn-Revere concludes that ‘‘While nothing requires the
French to embrace the First Amendment’s philosophy that society
is better protected by more speech rather than by enforced silence,
our constitutional traditions should prevent France from exporting
its parochial restrictions here.’’

On issues of defamation and libel online, similar fears of lowest
common denominator regulation led Kurt Wimmer, a managing
partner of the London office of international law firm Covington &
Burling, to conclude that the ‘‘strongest argument favoring U.S.
court nonenforcement of foreign Internet libel judgments is that such
enforcement would contravene the public policy embodied in the
First Amendment.’’ To Wimmer, a key policy priority in the future
is to refrain from embracing international treaties that would under-
mine this core principle and eliminate nonenforcement as a policy
option available to U.S. authorities. ‘‘The ‘lowest common denomina-
tor’ approach naturally flowing from expansive findings of jurisdic-
tion will result in a clear chilling of such companies’ Internet speech,
and it will deprive U.S. audiences of the level of discourse meant
to be guaranteed by the First Amendment,’’ argues Wimmer.

Switching gears to commercial issues, the tax treatment of elec-
tronic commerce has increasingly become a heated topic of debate
both domestically and internationally. Michael Greve, resident
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scholar and director of the Federalism Project at the American Enter-
prise Institute, points out that the destination-based sourcing meth-
odology that underlies most current tax systems, which imposes
tax collection responsibilities on the basis of the destination of a
transaction, poses particularly serious practical problems in an
e-commerce context. ‘‘Instead of extending an already unworkable
destination principle to e-commerce, we should move to origin-
based taxation for all sales, through all channels, here and abroad,’’
argues Greve. ‘‘An origin-based regime is simple, neutral among
industries, and easily administered: each sale would be taxed once,
at the same rate, by the single authority—the seller’s home state
or country.’’

Online privacy is another significant point of contention surround-
ing online commerce. Fred Cate, professor of law at the Indiana
University School of Law, compares ‘‘command’’- and ‘‘choice’’-
based privacy standards in an online environment. While European
governments tend to impose comprehensive legal requirements on
websites for privacy protection, that command approach doesn’t
necessarily improve upon alternative, private approaches to infor-
mation security. For example, Cate explains, ‘‘Under more recent
control-based models that condition information flows on opt-in
consent, in the absence of a consumer response, the information
cannot be collected or used. As a result, recent privacy mandates
that forbid the collection and use of the information without express
consumer consent frequently act as an effective ban on using infor-
mation at all.’’ He continues, ‘‘Assuming the information was neces-
sary to provide the service or that the website chose to condition
service on the consumer opting in, then the failure to opt in would
mean no service. Privacy would be protected, to be sure, but at the
price of not using the Internet. Consumers can obtain this type of
privacy protection today—just by walking away from websites with
whose privacy policies they disagree—without the intervention of
the government.’’ Possible unintended consequences of ill-consid-
ered command-and-control approaches to privacy abound and range
from constrained services to high-enforcement and compliance costs.

Harold Feld, associate director of the Media Access Project, exam-
ines ongoing domain name disputes and the controversy over the
role of ICANN in Internet oversight. Although privatization and
stability were the justifications for the creation of ICANN, Feld
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argues it has instead led to increased government regulation of the
domain name system and become an intrusive bureaucracy and
regulator of root server operators, country code top-level domains,
and regional Internet registries. The ‘‘road not taken’’—that of genu-
ine privatization—would eliminate ICANN and protect a dynamic
yet stable Internet. Feld proposes a new governance model that
reduces ICANN to a ministerial role and affords private domain
name asset managers the autonomy to manage the domain name
system under the cooperative system that worked before ICANN.

Finally, George Mason University economists Eric P. Crampton
and Donald J. Boudreaux address whether antitrust law and its
attendant bureaucracies and impacts are appropriate and needed in
cyberspace. They argue that ‘‘Given antitrust’s long history of abuse,
along with an even longer history of markets proving to be remark-
ably adept and creative at protecting consumers from private
monopolies, any proposed antitrust treatment of cyberspace should
be examined skeptically.’’ In particular, they point out the folly in
harmonization of antitrust policy, which ‘‘by its nature, eliminates
jurisdictional competition—which would be especially ironic for
antitrust.’’

Conclusion

Whether or not one regards the Internet as fundamentally ‘‘spe-
cial’’ or ‘‘exceptional,’’ or merely a variant of ordinary jurisdictional
disputes, the collection of thoughtful essays contained herein reflects
a variety of reasoned approaches to generally keeping bureaucracy
and overgrown government out of cyberspace. The authors explain
the pros and cons of the application of traditional legal norms and
processes to this new realm of cyberspace.

Nonetheless, each acknowledges—some more reluctantly than
others—that some degree of jurisdictional responsibility will proba-
bly need to be worked out as the Net grows, especially in a commer-
cial way. For better or for worse, traditional meatspace legal concepts
and standards will likely be applied to cyberspace; the challenge
is minimizing the negative externalities associated with applying
parochial standards to a global medium. The approaches suggested
by the contributors for accomplishing this task are varied.

More refined targeting tests provide one possible model. But fights
still will occur over who will adjudicate disputes even if those more
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refined targeting principles do become more commonly accepted
jurisprudential guidelines. Multinational treaties and accords may
be another model, possibly using the existing General Agreement
on Tariffs and Trade (GATT)/World Trade Organization (WTO)
mechanisms to help resolve thorny jurisdictional squabbles. But the
use of such mechanisms assumes the WTO has the authority or
‘‘consent of the governed’’ to adjudicate disputes under a set of
commonly held values or principles. Not only is it unclear what
those commonly held values or principles should be in this case,
but also such an expansion of GATT/WTO authority would raise
serious sovereignty issues.

‘‘Country of origin’’ standards may provide the best default meth-
odology when jurisdiction in doubt. A great deal of logic is in the
notion that a given unit of government may only exert authority
over those actors who physically reside within the confines of their
traditional geographic borders. In this sense, an origin-based meth-
odology protects the sovereignty of traditional governments while
simultaneously giving meaning to the notion of ‘‘consent of the
governed’’ in an online setting. Moreover, origin-based standards
can foster healthy jurisdictional regulatory and tax competition—
perhaps too much competition in the minds of some legislators and
regulators—by allowing companies and consumers to have a
‘‘release valve’’ or escape mechanism to avoid oppressive jurisdic-
tions who seek to stifle online commerce or expression. To the extent
multinational treaties and accords embrace such origin-based rules,
it may prove to be the most convenient and consistent principle for
resolving current and emerging jurisdictional disputes.29 As Michael
Greve concludes in his entry in this volume: ‘‘Origin-based regula-
tion, in other words, is a kind of contractual default rule—an emi-
nently plausible option, and the only plausible alternative, to an
international information economy designed by political diktat. The
case for the origin principle is strong in the tax area; it is still more
powerful in regulatory contexts. Principled insistence on the origin
rule in every applicable context would help to advance it in each,
or at least some.’’

But perhaps there will also be times when the issue in play is
simply too important to allow the risk of ‘‘lowest common denomi-
nator’’ jurisdictional regulation to enter into the picture at all. Free
speech is the most prominent example of this so far; many endorse
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a ‘‘thumb-our-nose-at-the-rest-of-the-world’’ approach to the ques-
tion of speech standards, and given America’s strong and noble
tradition of protecting freedom of expression, perhaps that is the
sensible approach in this particular case.

The question of ‘‘Who Rules the Net?’’ will only grow in impor-
tance in coming years as more and more governments attempt to
stake a claim to cyberspace. ‘‘It was naive to imagine that the global
reach of the Internet would make geography irrelevant,’’ noted a
recent report in The Economist. ‘‘Geography is far from dead.’’30 This
collection of essays will offer policymakers and the general public
a better understanding of the complications and controversies that
await us as battles over Internet jurisdiction and governance unfold.
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1. Establishing Global Internet Freedom:
Tear Down This Firewall

Christopher Cox

Introduction
With nearly 10 percent of the world’s population online, and more

gaining access each day, the Internet stands to become the most
powerful engine for democratization and the free exchange of ideas
ever invented. But this great advance in individual liberty is itself
the target of authoritarian governments that are aggressively block-
ing and censoring the Internet. Those who resist these government
controls face torture and imprisonment for accessing such ‘‘subver-
sive’’ material as news from the Washington Post, the BBC, CNN,
and the Voice of America.

The success of U.S. policy in support of the universal human rights
of freedom of speech, press, and association requires new initiatives
to defeat totalitarian controls over the Internet. If the benefits of the
Internet can reach more and more people around the globe, then
repressive governments will reform or fall as the citizenry gain the
means to exchange views, to obtain information, and to let their
voices be heard. To defend and promote freedom, the United States
must speak forcefully in support of its expression on the Internet,
work internationally to protect people’s Internet access, and direct
international broadcasting resources to combat Internet jamming
technologies.

Patterns of Global Abuse
Increasingly, nondemocratic regimes around the world are deny-

ing their peoples unrestricted access to the Internet. Cuba, Laos,
North Korea, the People’s Republic of China, Saudi Arabia, Syria,
Tunisia, and Vietnam are the most notorious violators of Internet
freedom. These governments, according to the U.S. State Department
and such organizations as Human Rights Watch and Reporters with-
out Borders, are using methods of control that include denying their
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citizens access to the Internet, censoring content, banning private
ownership of computers, and even making e-mail accounts so expen-
sive that ordinary people cannot use them. These countries use
firewalls, filters, and other devices to block and censor the Internet.

Monitoring of individual activity on the Internet is common.
Repressive governments screen and read e-mail messages and mes-
sage boards, searching for the use of particular words. Often, govern-
ment censors simply block individuals from visiting unapproved
Web sites. The development of blacklists of users who visit Web sites
for political, economic, financial, and religious news and information
serves as a first step toward arrest and prosecution.

These are the most common ways in which authoritarian govern-
ments interfere with their citizens’ access to the Internet:

Denying ISP Access
Many governments in the Middle East and Asia retain monopoly

control of Internet service providers (ISPs). This regulation occurs
most often in nations that maintain state control of telecommunica-
tions systems. This monopoly power enables governments to enforce
restrictive policies over the people’s access to the Internet.

The Syrian government, for example, attempts to block access to
servers that provide free e-mail services. According to the U.S. State
Department, even foreign diplomats have had their telephone ser-
vice disrupted because the lines were being used to access Internet
providers outside the country.

In Cuba, the Castro government controls all access to the Internet,
and all e-mail messages are censored. Because access to computers
is limited, the Internet can only be accessed through government-
approved institutions.

In Burma, the Ministry of Defense operates the country’s only
Internet server. Not surprisingly, according to the State Department,
Internet services are being offered ‘‘selectively’’ to a ‘‘small number
of customers.’’

Censoring Internet Content
Among the strictest enforcers of Internet censorship are Bahrain,

China, Iran, Kuwait, Saudi Arabia, Vietnam, and Yemen, each of
which actively blocks Web sites for government purposes. Although
these governments often claim that their censorship is necessary
for reasons such as protecting public morality, in each case the
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government controls clearly extend to stifling political dissent and
opposition.

Censorship is typically conducted by using proxy servers. By
interposing the proxy server between the end user and the Internet—
a task easily accomplished when the ISP is the government—the
government can filter and block content. In countries where indi-
vidual access to the Internet is rare, government agents are assigned
to monitor activity at Internet cafes, literally watching which sites
customers visit. When unapproved Internet use becomes frequent,
cafes can be closed, ostensibly for allowing Internet users to access
‘‘immoral’’ materials. In Saudi Arabia, where the government has
closed a number of Internet cafes, those established for women have
been specifically targeted as being used for ‘‘immoral purposes.’’

Cost Prohibitive Pricing of E-Mail Accounts
In Cuba, where only 60,000 of the country’s 11 million people

have Internet access, the low number of users is directly related to
the Castro government’s prohibitively high taxes on e-mail accounts.
The e-mail registration tax is $240—in a country with a per capita
income of $1,700. In Cuba and elsewhere, such prohibitively high
taxes and fees are an effective means of ensuring that only a small
minority will have the opportunity to use the Internet.

Banning Personal Computer Ownership
The most dramatic Internet censorship is accomplished by outright

government bans on personal computer ownership. In North Korea,
dictator Kim Jong Il has forbidden all servers or Internet connections
to the outside world, thus making it the only country on earth where
the Internet does not exist. The few government Web sites that exist
to distribute propaganda in foreign countries are hosted externally.

In March 2002, Castro’s government banned the sale of personal
computers to the general public. Government decree 383/2001 bans
the sale of ‘‘computers, offset printer equipment, mimeographs, pho-
tocopiers, and any other mass printing medium’’ to ‘‘associations,
foundations, civic and nonprofit organizations, and Cuban private
individuals.’’

The Violators

Burma
Reporters without Borders reports that Internet use in Burma is

available only to a select few. This limited Internet access is available
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only through the country’s one ISP, which is owned and operated
by the Ministry of Defense. Internet use is constantly monitored by
the Burmese defense ministry and intelligence services. Dissidents
who are active on the Web receive virus-infected messages from
these government organizations. In December 1999, Burmese mili-
tary personnel were arrested for ‘‘violating state secrets’’ by logging
onto Burmanet, a Burmese opposition site.

All e-mails are screened by Myanmar Post and Telecommunica-
tions (MPT), Burma’s national telecom operator. In January 2000,
MPT banned all political texts and shared Internet accounts. Later
in 2000, the Ministry of Communications barred all foreigners from
using private e-mails and required authorization before Web pages
could be created or modems and fax machines brought into Burma.
Violation of these laws regarding Internet usage can result in up to
15 years in prison.

Cuba
All of Cuba’s Internet traffic is processed by one computer, where

it is censored and access to most sites is blocked. Cuban citizens
believe that the Cuban intelligence services monitor their e-mail,
because messages from outside of the country are received hours
after being sent or not at all. Although there is now a black market for
e-mail addresses, they are only useful if the person has a computer—
which must be reported to the government—thus rendering these
illegal e-mail addresses useless.

Laos
According to the 2001 Reporters without Borders ‘‘Enemies of the

Internet’’ report, Internet use in Laos is extremely restricted: the
government prohibits its citizens from publishing any information
that could ‘‘damage the country’s unity and integrity.’’ Citizens and
residents are denied access to sites in other countries that may
include sources of ‘‘subversive information.’’ All Laotians who send
and receive e-mails must first provide the government with their
password, giving it the ability to intercept and read all e-mails.

The People’s Republic of China

In sheer volume, the People’s Republic of China (PRC) commits
the most Internet abuses. The government seeks to retain control
over the large and growing number of Internet users (33.7 million),
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mainland Web sites (250,000), and Internet cafes (200,000). PRC
authorities legally restrict and penalize access to any information
on the Internet considered ‘‘subversive’’ or ‘‘critical’’ of the state.
China’s Ministry of Information Industry regulates access to the
Internet, while the Ministries of Public and State Security monitor
its use.

On June 17, 2002, 20 Internet users burned to death in an Internet
cafe. The owner reportedly locked the doors so that police could
not arrest them for illegally using the Internet. The locked doors
also trapped the people inside. After the fire, PRC authorities ordered
all illegal Internet cafes closed. All nongovernment approved
Internet cafes remain banned.

In recent years, the PRC government has stepped up its efforts to
restrict Internet access. According to State Department’s Human
Rights Report:

Despite the continued expansion of the Internet in the coun-
try, the Chinese government maintained its efforts to monitor
and control content on the Internet. . . . The authorities block
access to Web sites they find offensive. Authorities have at
times blocked politically sensitive Web sites, including those
of dissident groups and some major foreign news organiza-
tions, such as the Voice of America, the Washington Post, the
New York Times, and the BBC.

Dozens of Chinese citizens have been jailed for using the Internet
for politics. The State Department reported that one such individual,
Huang Qi, was ‘‘bound hand and foot and beaten by police while
they tried to force him to confess to subversion.’’ Huang, the operator
of an Internet site, posted information about missing persons, includ-
ing students who disappeared in June 1989 in Tiananmen Square.

The Ministry for Information and Technology requires private
ISPs to monitor information on the Internet. These new rules include
recording information about users (such as their Internet access
IDs, their postal addresses, and their telephone numbers) who visit
‘‘strategic and sensitive’’ Web sites including the Washington Post,
the New York Times, CNN, the BBC, Human Rights Watch, and
Amnesty International.

The Ministry also requires that ISPs install software to monitor
and copy the contents of ‘‘sensitive’’ e-mail messages. Under this
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directive, ISPs must interrupt the transfer of e-mails containing ‘‘sub-
versive’’ content that pose a threat to ‘‘national security and unity.’’
Authors of such e-mail messages must be reported to the Ministry
of Information and Technology, the Ministry of Law and Order, and
the State Secrets Bureau. The State Department notes that ‘‘Internet
entrepreneurs have complained that Government regulations con-
trolling the Internet were so broadly written that MSS (Ministry of
State Security) officials could find any Web page operator or
e-commerce merchant guilty of violating regulations.’’

The State Department found that, although e-mail is difficult to
block, the PRC ‘‘attempts to do so by, at times, blocking all e-mail
from overseas Internet service providers used by dissident groups,
and by filtering and tracking individual e-mail accounts.’’ It also
found that Chinese citizens who supply large numbers of e-mail
addresses to organizations abroad have been prosecuted. Forward-
ing dissident e-mail messages to others is illegal.

Reporters without Borders has reported that ‘‘about 20 provinces
now have special police brigades trained in pursuing ‘subversive’
Internet users.’’ Currently, 22 cyber-dissidents are in prison for trying
to break through this Internet repression and censorship. According
to the State Department, in April 2001, Guo Qinghai was given a
four-year sentence for posting pro-democracy material on the
Internet. That same month, Wang Sen was detained in Dachuan,
Sichuan Province, for posting articles alleging the resale of Red
Cross–donated tuberculosis medicine. And, in June 2001, police
detained Li Hongmin in Hunan province for distributing copies of
the Tiananmen Papers over the Internet.

On May 16, 2002, the PRC Arts Ministry announced that students
and other persons under the age of 16 will only be allowed into
Internet cafes during school holidays, for a maximum of three
hours—and only if they are accompanied by a teacher. On the same
day, the PRC announced that it had ‘‘unblocked’’ access to a select
number of international sites, but access to other sites including
VOA, the BBC, and Time magazine was still blocked.

Syria

The sole ISP in Syria is the Syrian Telecommunications Establish-
ment, a government-run source that blocks access to ‘‘offensive’’
content and all pro-Israeli sites. The government is able to copy and
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monitor e-mails because of its control of the service provider. In
December 2000, for example, the Syrian government detained an
individual without charge for forwarding a political cartoon via
e-mail. In order for Syrians to connect to the Internet, a government
technician must come to their home, install the software, and assign
the user’s password—information that the government retains.

Tunisia

Every one of the five Internet service providers in Tunisia is under
government control. The Tunisian Internet Agency, created in 1996,
regularly provides the names of subscribers to the government. Web
sites and online publications in Tunisia that contain information
critical of the government are frequently blocked, according to the
State Department. Among the Web sites blacklisted by the Tunisian
government is, not surprisingly, a report on Internet use in Tunisia
by Human Rights Watch.

Vietnam

The one Internet access provider in Vietnam is owned and oper-
ated by the Communist government. In August 2001, the Prime
Minister of Vietnam issued a decree prohibiting use of the Internet
‘‘for the purpose of hostile actions against the country or to destabi-
lize security, violate morality, or violate other laws and regulations.’’

Although the Internet is nominally available to anyone who wants
to use it, the exceptionally high prices severely restrict usage. The
Vietnamese government monitors the sites visited, and uses firewalls
to block ‘‘politically [and] culturally inappropriate’’ Web sites.

The government is seeking additional authority to monitor
Internet cafes and hold the owners of these cafes responsible for
customer use of the Internet. This legislation would affect all of the
nearly 4,000 Internet cafes in Vietnam.

Yemen

Internet access in Yemen is severely limited by prohibitively high
prices of equipment and Internet subscriptions. Although officials
say the Yemeni government does not block political sites, mowj.com,
the Yemeni national Opposition Front’s Web site, was blocked by
the government and has now ceased operation completely.
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Defeating the Censors

The private sector, including for-profit corporations and nongov-
ernmental organizations, is developing and employing various tech-
niques and technologies such as proxy servers, intermediaries, ‘‘mir-
rors,’’ and encryption to overcome state efforts to deny freedom of
the Internet. But the U.S. government has thus far commenced only
modest steps to fund and deploy these technologies to defeat Internet
censorship. To date, the Voice of America (VOA) and Radio Free
Asia (RFA) have budgeted a total of only $1 million for technology
to counter PRC Internet jamming, using technology including ‘‘Tri-
angle Boy’’ produced by SafeWeb. Although this technology has
been successful in allowing Chinese citizens to freely access the
Internet—receiving 100,000 electronic hits per day from users in
China—its funding has expired. SafeWeb has also provided a free
service to the people of Iran and Saudi Arabia. Due to the $50,000
per month cost of bandwidth to serve each country, however, the
firm has discontinued service to both countries. At the time that
SafeWeb discontinued service, it was receiving millions of hits per
month from these two countries. Yet VOA and RFA must rely on
such technologies to ensure access to their programming. Other
technologies and products, including Peek-a-Booty, DynaWeb, and
Freenet-China (the latter a peer-to-peer network), are also currently
in use to help keep information flowing in and out of areas in which
Internet censorship and jamming are prevalent.

A Policy for Global Internet Freedom

Congress and the Bush Administration must adopt an effective
and robust global Internet freedom policy. The federal government
should enlist the help of the private sector in this effort so that the
many current technologies used commercially for securing business
transactions and providing virtual meeting space can be used to
promote democracy and freedom.

To bring to bear the pressure of the free world on repressive
governments guilty of Internet censorship, the United States
should—

● Direct substantial international broadcasting resources to a
global effort to defeat Internet jamming and censorship.
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● Establish an Office of Global Internet Freedom within the Inter-
national Broadcasting Bureau to develop and implement a strat-
egy for defeating Internet jamming.

● Formally declare that all people have the right to communicate
freely with others on the Internet.

● Formally declare that all people have the right to unrestricted
access to news and information on the Internet.

● Publicly and prominently denounce state-directed practices of
restricting, censoring, banning, and blocking access to informa-
tion on the Internet.

● Submit a resolution at next year’s U.N. Human Rights Commis-
sion annual meeting in Geneva condemning all nations practic-
ing Internet censorship and denying freedom to access
information.

● Compile and publish an annual report on countries that pursue
policies of Internet censorship, blocking, and other abuses.

Conclusion
The Internet, originally a U.S. technology, is creating economic

prosperity around the world. The value of the Internet, however,
must not be limited to money. The Internet has the potential to
expand political dialogue and global communication beyond any-
thing that could have been dreamed of throughout history. To ensure
that this invaluable advancement in human freedom and knowledge
is not subverted by authoritarian governments, the United States
must aggressively defend global Internet freedom. This policy must
include far more aggressive measures to deploy technologies to
defeat Internet censors, and to organize international support for
the right of the peoples of the world to have unrestricted access to
information and communication on the Internet. The future of
human rights, democracy, and freedom throughout the world
depends on it.
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2. Be Careful What You Ask For:
Reconciling a Global Internet and
Local Law

Jonathan Zittrain

We used to speak accurately of the Internet, a single logical net-
work of entities only a click away from each other, no matter how
distant in physical space. That was certainly the ambitious intention
of those who designed it; they sought to integrate lots of existing
little networks, running on a variety of physical media, into a coher-
ent whole.

They succeeded, and the resulting network and corresponding
protocols absorbed almost every other more localized or proprie-
tized network design effort. A globalized Internet running on open
protocols meant that users could disregard both their own physical
location and that of anyone they traded bits with; an occasional
slow-to-respond (even while lightly trafficked) Web site might be
the only betrayal of physical distance online for the average user.
Web site operators, in turn, embraced the idea that setting up a
single site would expose its contents to the entire Internet-connected
populace, wherever it might be geographically found.

This cherished fact of Internet life promptly spawned a comple-
mentary set of problems loosely categorized as ‘‘jurisdictional.’’ At
their core lay the fact that perceived serious harm—to one’s reputa-
tion, digital property, peace of mind, or computer network—could
now easily originate at a distance and follow a path in between
accuser and accused that traversed the physical territories of any
number of sovereigns. As Internet usage has gone mainstream, the
problems arising from harm-at-a-distance have intensified in tandem
with the ranks of those feeling injury. Individuals complaining of
libel or fraud are joined by corporations worried about stock manipu-
lation and domain name cybersquatting, as well as governments
anxious about citizens purchasing faraway goods effectively exempt
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from sales tax, and encountering illegal speech that is not nearly as
easily controlled as that issuing from print or broadcast media. The
second section of this book features essays that touch on each of
these problems, some from the perspectives of those threatened by
the Internet’s global character, others from the perspectives of those
threatened by actions to redress it, such as surfers subjected to Web-
site filtering by governments.

In this chapter I will explain two tectonic shifts in Internet architec-
ture that are changing the ways in which these problems are
addressed and that together are likely to make them largely evapo-
rate. These shifts will help ease the tension between the certitudes
that the Internet is global while the imposition of regulation is almost
always local. These cures for the long-standing dilemmas of Internet
jurisdiction and governance eliminate the originally cherished
aspects of a global Internet as well—urging us to consider the iatro-
genic effects of bulldozing online activity to conform more to the
boundaries of the physical world that preceded it, and explaining
why, in the United States and elsewhere, there are contradictory
policies emerging about the Internet’s future.

As the kaleidoscopic sweep of topics within this book shows, the
governance of behavior on the Internet is a broad topic with mean-
ings that vary by context. All are linked by the global Internet/local
law dichotomy. To understand evolving solutions to these issues, it
helps to break down the topic along lines that have represented the
most persistent problems: determining the proper scope of a well-
meaning sovereign’s reach over a physically absent accused wrong-
doer; reconciling multiple jurisdictions’ laws that could be said to
touch on a single Internet act; and enforcing whatever judgments
are thought proper to make.

Personal Jurisdiction: How Far Should a Government Want Its
Legal Reach to Extend?

The early puzzles of Internet jurisdiction invariably began with a
chestnut focusing on the location of data rather than people. Thinkers
were naturally intrigued by the prospect of Internet data bouncing
all over the place from one point to another, such as—

A, in Austria, sends a threat by e-mail to C, who retrieves the
e-mail from America Online’s computers in Virginia and reads it
on her screen in California. The packets making up the e-mail
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traveled by way of Great Britain before reaching the United States.
Where has the threat ‘‘happened’’? Can California prosecute A?
Can Virginia? Where can C sue? Does Great Britain care?

Analysts thinking of this problem as new and distinctly Internet-
related were not much deterred by the fact that such hypotheticals
could be constructed without any reference to the Internet—one
need only imagine the threat being carried by international post or
telephone—and that a world comprising hundreds of distinct (and
at times contradictory) legal systems had managed not to lapse into
legal crisis because of them. Perhaps those analysts thought that the
Internet made formerly rare scenarios routine and reasoned that a
difference in degree can become a difference in kind. Whatever the
explanation, the first jurisdictional puzzles were often based on the
remarkable fact that Internet technology contemplated the move-
ment of data to any number of physical locations at any moment,
a technicality that Internet users might not bear in mind when send-
ing an e-mail to a next door neighbor.

Of course, the practical answer in the international arena has been
clear long before the Internet: C can sue (and A can be prosecuted)
wherever a jurisdiction decides it cares to exercise its power—and
can realistically make the defendant’s life worse for failing to show
up to contest the case, or for showing up and losing. Many jurisdic-
tions choose to limit its decisions on exercising power on yet further
factors: they may require some contact by the absent defendant
(perhaps other than the very behavior complained of) before agree-
ing that ‘‘personal jurisdiction’’ exists, or they may decide that the
dispute itself must touch on that physical jurisdiction in a way that
makes it especially competent to locate a tribunal there (a form of
‘‘subject matter’’ jurisdiction).

These limits are useful for a sovereign to self-impose, lest it find
itself enmeshed in disputes and prosecutions due to the mere fact
that data relating to the dispute—at base, electrical impulses—tran-
sited that sovereign state’s geographic territory. This explanation
may clarify why, over time, analyses regarding which countries and
governmental subdivisions ought to become involved in a dispute
have relied less on the facts about where data might be located or
found in transit, and more on the behavior itself complained of, and
the physical location of the parties engaging in it.

15



WHO RULES THE NET?

Exceptions still exist where the movement or location of bits alone
has been found to matter, generally where a sovereign assigns an
ideologically high priority on becoming involved, or where cross-
jurisdictional situations are themselves a substantive enhancement
to a local crime or tort. In one U.S. case, for example, a Worthington,
Ohio, man was prosecuted for illegally importing obscenity into the
state because he used America Online to send an e-mail to a minor
also in Worthington, Ohio. The Ohio Supreme Court found the
movement of bits from the man’s computer in Ohio to America
Online’s computer in Virginia and back to the minor’s computer in
Ohio to be an importation.1

When passing the Anticybersquatting Consumer Protection Act,2

allowing trademark holders to sue domain name registrants whose
domain names are claimed to infringe the holders’ marks, the U.S.
Congress provided that in those instances in which the defendant
was overseas or unknown, an in rem action could be brought against
the name itself—which, if it has any location at all, reposes as data
on certain computers that index domain names.3 As a result, the in
rem provisions allow suit wherever the registrar or registry for the
name is located. In the case of .com names, that provision means
that a federal court in Virginia is available to would-be plaintiffs
under the Act because the company running the .com registry is
located there.4 Thus an Austrian registering a name like goodvacati-
ons.com for use in Austria might have to answer to an American
court if a claim of trademark infringement arises, with theories of
jurisdiction resting on the thin reed of the fact that the data manage-
ment behind the domain name takes place in the United States.

Again, these examples are the exceptions. Jurisdiction based on
the movement of bits alone has typically proven too expansive for
sovereigns to routinely recognize it. As demonstrated by the use of
the in rem provisions only as a backstop should the defendant be
otherwise unreachable, usually other paths exist to asserting both
personal power over a defendant and a subject-matter interest in a
case. When those paths are lacking, chances are good that the transit
of bits will not and should not interest a sovereign—except in cases
in which a sovereign already has practical enforcement power over
a defendant and is satisfied with the slimmest of procedural pretexts
to claim the right to intervene. The long-term storage of bits in a
particular physical location might trigger interest by a government
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with power over that location, but so long as the storage is not
inadvertent or uncontrollable by whatever entity is the source of
the data in question, would-be defendants can choose to store data
in the most hospitable physical legal environment while still having
it available worldwide through the Internet.

The existence of the so-called Principality of Sealand brings this
possibility into perfect relief. A cyberlaw textbook author’s dream,
Sealand is an abandoned World War II anti-aircraft platform just
off the coast of Great Britain. A man named Roy Bates claimed it
for his own in the mid-1960s, and cites the ambiguous outcome of
some U.K. court battles over its ownership—and a failed invasion
attempt by German nationals in the 1970s—as evidence that it is
indeed a sovereign nation.

The most recent use to which Sealand has been put is as the home
of a company called Havenco, which touts itself as providing ‘‘the
world’s most secure managed servers in the world’s only true free
market environment.’’6 If the storage of data alone were the anchor
for the assertion of jurisdiction, data could simply be stored some-
where, such as on Sealand, that would be out of reach of the sover-
eigns that might have an interest in exercising jurisdiction. Interest-
ingly, Sealand and Havenco themselves ban the use of their servers
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to host child pornography—as defined by U.S. law—or to mount
hacking or spamming activities.7 This could simply reflect Prince
Roy’s sense of right and wrong, but no doubt also results from the
fact that Sealand itself must get its network connectivity some-
where—and could be at risk of losing it should its own Internet
service providers reject its activities, or be pressured by nearby
governments to do so. Further, the benefits to a would-be defendant
of safeguarding data there for jurisdictionally evasive purposes are
limited by the defendant’s location. Unless a person is willing to
move to Sealand, he or she would still be within another sovereign’s
physical and therefore legal reach and would thus risk being person-
ally penalized should undesired activities taking place on Sealand
under the defendant’s direction not cease or should sought-after
data secured there not be produced.

Although intriguing from an academic standpoint, the existence
of Sealand doesn’t much change the nature of the jurisdiction and
governance debates. The debates are less about where the bits them-
selves are, and more about where the people authoring them—and
allegedly causing harm by them—are.

As a government reflects on the proper limits of its reach against
a faraway defendant whose Internet activities are causing local grief,
it runs into a dilemma. On the one hand, a plaintiff might claim it
unfair that the sovereign would decline to intervene simply because
a defendant is wholly absent, since the effects of the defendant’s
Internet behavior are still felt locally. On the other hand, going on
an ‘‘effects’’ test alone suggests that anyone posting information on
the Internet is unduly open to nearly any sovereign’s jurisdiction,
since that information could have an effect around the world.
Michael Geist’s essay in this volume suggests a middle path, that
of ‘‘targeting,’’ by which something more than effects, but less than
physical presence, could trigger jurisdiction. That path tries to peel
away many, if not all, extraneous governments from a scrum that
could pile up around a single defendant’s objectionable behavior
while preserving the prospect that jurisdictions other than the defen-
dant’s home could stake a legitimate claim to intervene. As with
many middle paths, the devil lies in the details. But especially in
the midst of a sea change in the fundamental global Internet/local
law dilemma—one where a more localized Internet is possible due
to geolocation technologies—such a path seems the best compromise
in an inherently difficult situation.
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The High Court of Australia’s decision in Dow Jones v. Gutnick8

vindicates this kind of reasoning in a case that blends personal
jurisdiction with choice of law. There, an Australian businessman
named Joseph Gutnick sued Dow Jones for an unflattering portrait
of him published online in Barron’s. Dow Jones asked the Australian
legal system to decline to intervene, arguing that Dow Jones’s U.S.
home was the fairest place to hear the dispute. The Australian court
was unpersuaded by the pile-on argument that Gutnick could next
sue the company in Zimbabwe, or Great Britain, or China. It pointed
out that Gutnick himself lived in Australia, and Dow Jones quite
explicitly sold subscriptions to the online Barron’s to Australians.
These facts helped Australia escape the dilemma of justifying almost
any country’s intervention if it was to justify its own. Without its
special, if not unique, relationship to one party in the case, Australia
may well have declined to intervene in the dispute.

Even as the pure issue of ‘‘personal jurisdiction’’ finds a messy
lawyer’s compromise, when people or companies are far away from
a sovereign’s physical territory—or anonymous, and therefore of
unknown location—the sovereign’s quandaries more typically
involve reconciling its laws with those of other governments that
might similarly find a right to intervene, or bare-knuckle enforce-
ment of any decrees it enacts against a faraway party once it has
assured itself of its right to intervene.

Choice of Law: The Slowest Ship in the Convoy Problem

In the spring of 2003, the New Yorker’s Seymour Hersh wrote an
article about U.S. Pentagon adviser Richard Perle.9 Perle was quoted
in the New York Sun as saying that he planned to sue over the article,
and in Great Britain at that, since the British libel laws were more
generous to plaintiffs than those of the United States.10 Suppose Perle
spent a lot of time in Great Britain and had reputational interests
there that were threatened by Hersh’s piece, and suppose further
that the New Yorker sold online subscriptions to British readers. A
targeted effects test for personal jurisdiction might be met, but the
defendant’s objections need not be grounded in a lack of authority
of British courts to call it to account. Rather, the New Yorker could
claim that to have to hew to British law on the Internet would be
an inappropriately all-or-nothing choice by the publisher. For the
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online New Yorker to conform to British law would mean that Ameri-
cans would be deprived of content otherwise protected by the First
Amendment. In essence, the global convoy of Internet publishers
operating under respective countries’ motley laws would harmonize
with those of the most restrictive major jurisdiction—the ‘‘slowest
ship.’’11

This problem is distinct from the legal nuances of personal jurisdic-
tion and has been raised in several other high-profile disputes. For
example, the Canadian firm iCraveTV sought to rebroadcast televi-
sion signals over the Internet, a practice that was arguably legal in
Canada at the time though illegal in the United States. Broadcasters
and others brought suit in the United States.12 Personal jurisdiction
was not at issue, since at least one relevant iCraveTV executive was
an American citizen in residence in Pittsburgh, Pennsylvania, and
the firm had an office there.13 What made the case interesting was the
prospect that the Canadian firm could be asked to cease transmitting
entirely, so long as any Americans could view their online webcast
feeds. The case didn’t make it past the temporary restraining order
phase—iCraveTV folded not long after it lost the first skirmish14—
but it was clear from the transcripts of oral argument that the judge
was not much impressed by the prospect that iCraveTV’s activities
were legal in Canada, so long as there could be any American viewers
of the site.15 (The United States has long had an expansive view of
its jurisdiction; just ask former Panamanian strongman Manuel
Noriega.)

At the state level within the United States, the ‘‘dormant commerce
clause’’ of the Constitution is said to proscribe state laws whose
effects reach beyond state borders, even if the target of regulation
is legitimate within the state. It was by way of this reasoning that
a district court struck down a New York law asking Web site opera-
tors to ensure that indecent content could not be viewed by minors.16

The court’s view was that every Web site operator in the country
would be affected by such requirements since there was no easy
way to know when a New York minor might stumble onto a given
site and thereby bring its operator under the sway of New York’s
law.17 States are thus compelled to limit their lawmaking when an
intervention affects parties outside the state who are otherwise
operating under other ground rules, even as the federal government
is not held to a comparable standard vis-à-vis the international com-
munity. This view may be doctrinally inconsistent, but it is perfectly
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understandable in the obvious absence of a unifying global legal
structure.

Enforcement
Even if a country finds itself competent to hear a case and apply

its law, enforcement of a resulting judgment against a faraway party
can be difficult if the party has no significant in-country assets or
interests. Dow Jones’s claimed worries about answering for defama-
tion in Zimbabwe18 might ring hollow here; the practical dynamics
of global jurisdiction suggest that a core group of powerful countries
can call outsiders to account far more readily than smaller, obscure
ones can. Some push exists to allow for more ready enforcement
of judgments across international boundaries—converging slowly
toward the idea of full faith and credit among nations that already
exists among the American states—but where a given country’s
public policy can be shown to conflict with a fellow sovereign’s
judgment, the deal might not be honored. When Yahoo! faced an
order from a French court threatening damages unless Yahoo! took
measures to preclude French citizens from viewing online auctions
of Nazi memorabilia, it obtained a declaratory judgment from an
American court indicating that any finding of damages there would
not be enforced in the United States.19

The difficulties of extraterritorial enforcement can be particularly
acute for countries like China. The Chinese government has great
sensitivity to Internet speech that is perceived to undermine state
control, but cannot readily get countries playing host to the speech—
and the speakers—to enforce adverse judgments or force a stop to
the speech. However, for those looking to do business in China, and
thus with something to lose there, power can be brought to bear. A
number of overseas content and Internet service providers targeting
Chinese audiences have joined hundreds of domestic companies
in signing a ‘‘Public Pledge on Self-Discipline for China Internet
Industry,’’ by which they agree, among other things, to refrain ‘‘from
producing, posting, or disseminating pernicious information that
may jeopardize state security and disrupt social stability, contravene
laws and regulations, and spread superstition and obscenity.’’20

Global Internet, Global Law
Each of the major problems of jurisdiction—personal jurisdiction,

choice of law, and enforcement—is grounded in dilemmas arising

21



WHO RULES THE NET?

from a global Internet cabined only by local laws. Some attempts to
eliminate the dilemmas have sought to simply make for global,
rather than local, law. This might be done in two general ways:
making a sui generis, noncountry-specific body of law or best prac-
tices applicable to Internet activities, or striving toward substantive
harmonization among existing sovereigns’ laws, along with a com-
mon set of practices for personal jurisdiction and mutual enforce-
ment of judgments.

Creating Internet-specific law has been embraced, naturally, by
Internet exceptionalists who want to see a cyberspace separate and
apart from real space, and generally less regulated. This was color-
fully expressed in John Perry Barlow’s 1996 ‘‘Declaration of Indepen-
dence of Cyberspace,’’ which demanded that the industrialized
nations of the world leave cyberspace alone, since it and its denizens
were so unlike any physical world counterparts.21 ‘‘We are forming
our own Social Contract,’’ Barlow wrote. ‘‘This governance will arise
according to the conditions of our world, not yours. Our world
is different.’’

Others refined Barlow’s account by imagining not one social con-
tract but many, a series of cyberspaces in which likeminded people
could respectively gather.22 All of these accounts are now thoroughly
dated, premised on a digital divide between offline and online that
less and less exists. Instead of boasting an elite, libertarian demo-
graphic at variance with the mainstream populations of the industri-
alized world, the Internet is less a conceptually separate space with
few direct links to non-Internet life and institutions and more a
ubiquitous tool. So long as, say, someone can post messages to
thousands of America Online subscribers claiming to be a person
named Ken Zeran selling offensive T-shirts—providing the real,
offline Ken Zeran’s telephone number as a lightning rod for irate
calls—it is hard to call cyberspace separate, and its idiosyncrasies
something with which ‘‘real’’ governments should not concern them-
selves. Indeed, in the Zeran case,23 an American law provided for
immunities from liability for Internet publishers of others’ content
without parallel immunities for their physical media counterparts.
This resulted in the strange situation of Zeran’s suit against America
Online being categorically halted, while a suit against KRXO radio—
whose disc jockeys had seen the message advertising the offensive
T-shirts and conveyed it on air to equally irate radio listeners—
could go forward.24
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Internet separatism lives on today primarily in debates about the
application of state sales tax to out-of-state purchases made easy by
the Internet. Unless pitched as infant industry subsidization, reasons
are hard to imagine why Internet-based purchases should effectively
avoid tax while purchases consummated in physical space do not.25

The most direct motive to explain the perspective of those who
seek continuing moratoria on taxing Internet purchases is simply a
hostility to government regulation in general and taxes specifically.
That position is not incoherent; one might seek to prevent the ‘‘pris-
tine’’ territory of the Internet from being ruined by an encroachment
of what one sees as irreversible overregulation in real space. But from
the point of view of the dilemmas of jurisdiction and governance, one
set of fault lines—those between countries and other legal jurisdic-
tions—is traded for a new set, separating the physical and virtual
worlds.

The most effective, if not beloved, global law scheme has so far
proven to be conveniently centered on cyberspace-specific disputes,
namely, those over domain names. As part of its designation by
the U.S. Department of Commerce to manage global domain name
policy, the Internet Corporation for Assigned Names and Numbers
(ICANN), devised a Uniform Dispute Resolution Policy (UDRP) for
the adjudication of claims of improper registration of names in .com,
.net, and .org.26 Operating wholly independently from any one
nation’s trademark laws, the UDRP neatly sidesteps many of the
classic jurisdictional conundrums. A faraway or unknown domain
name registrant had better step forward to defend against a claim
that his or her domain name infringes someone else’s rights lest he
or she lose the proceeding—and the name. Enforcement is made
easy because no money or behavioral change is asked of the losing
respondent: the registry is simply notified of the panel’s decision
and transfers control over the name to the complainant without
requiring any acquiescence of the respondent. The substantive prin-
ciples under which UDRP cases are decided are vague, requiring
an assessment of the ‘‘rights’’ and ‘‘interests’’ of both parties to the
dispute without specifying just how those rights should be recog-
nized or under what sovereign’s system. But that has not stopped
thousands of UDRP cases from going forward, or the adoption of
the UDRP system by a number of additional registries operating
other generic and country-specific top-level domains.
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To be sure, use of the UDRP does not necessarily end legal wran-
gling. As mentioned, the U.S. Anticybersquatting Consumer Protec-
tion Act provides its own mechanisms for seeking to complain about
another’s domain name registration,27 and any number of trademark
actions launched in countries willing to hear them could trump the
UDRP’s result, whether for complainant or respondent.28 Harold
Feld’s chapter in this volume speaks to many shortcomings of
ICANN and its UDRP, and highlights that a ‘‘universal’’ law orches-
trated by a handful of staffers at a nonprofit corporation may be far
worse than the sometimes inconsistent regulation produced by more
familiar territorial sovereigns, many of whom are run according
to political principles that value and integrate individual voices
and votes.

Attempts to bind sovereigns’ laws substantively more closely
together in a world with burgeoning transborder activity continue,
and, to the extent they succeed, some of the structural jurisdictional
tensions recede. International treaties and agreements have begun
to cluster, if not fully unify, countries’ practices on consumer protec-
tion, intellectual property, taxation, and, to some extent, privacy.
But these shifts are incremental, and often the inking of a treaty—
or even, within the European Union, the promulgation of a directive
left for individual countries to implement—is only a starting point
that tests individual countries’ and cultures’ mettle to actually
enforce what has been abstractly agreed to.

Local Internet, Local Law
The most intriguing developments in the running jurisdictional

and governance debates have been those that point toward a reasser-
tion of effective local government control over Internet use by people
within each government’s territorial boundaries.

Local Control Enabled by the Source of Content: The ‘‘Check
a Box’’ Solution

The French courts have indicated an awareness of the convoy
problem in the suit brought against Yahoo! for permitting online
auctions featuring the display of Nazi memorabilia in claimed con-
travention of local law. The outcome of that case so far has France
asserting its right to demand that Yahoo! cease offering certain kinds
of auctions, but only after the court chartered a three-expert panel
to assess the extent to which Yahoo! could implement such a ban
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without having to apply it to non-French residents.29 The panel
concluded that Yahoo! was in a position to more or less determine
who was accessing its auctions from France and who was not, and
therefore could apply the strictures of French law to French custom-
ers without depriving, say, Americans of the opportunity to browse
auctions of Nazi material. Firms have sprung up to offer just such
geographic determinations, and, while they are far from perfect,
they can sort many users into territories and require those who
wish to evade the categorization to undertake some burden and
inconvenience to mask their geo-identities.30

Search engine Google, which offers country- and language-specific
variants, apparently obeys the informal requests of officials from
Germany to eliminate potentially illegal sites from its google.com
counterpart at google.de.31 So far, Germany does not appear to have
asked Google to eliminate such sites from those presented to
German-based visitors to google.com, but the notion of geographic-
specific information tailoring has lodged.

Geolocation by online service providers is likely to become easier
and more accurate over time. Global positioning system chips are
decreasing in price and finding their way into laptops, and commer-
cial opportunities exist to offer services on the basis of geography:
one might soon be able to step off a plane, open a laptop or handheld
personal digital assistant, and find an ad for local restaurants with
automatic delivery displayed on the first sponsored Web site one
visits. To the extent geolocation is possible, the convoy problem
described earlier in this chapter begins to melt away. Purveyors of
information may object to the administrative burden of having to
tailor information for multiple jurisdictions—just as opponents of
nationwide collection of local state sales taxes in the United States
point to the difficulties of mastering each state’s sales tax collection
and remittance rules—but that complaint is much less searing and
separate from the objection that one jurisdiction’s residents will be
de facto subject to another’s laws because of a Web site’s all-or-
nothing exposure to the Net’s masses.

Many old-school ‘‘Netizens,’’ eager to maintain a global Internet
unsusceptible to government control, were furious at their techno-
logically savvy brethren for adverting to the possibility of geoloca-
tion in the Yahoo! France case. This led to some perhaps chastened
repudiation of the court’s decision by at least two members of the
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panel that enabled it, Internet pioneers Ben Laurie and Vint Cerf.
Laurie outright apologized, and Cerf was quoted after the decision
as making the observation ‘‘that if every jurisdiction in the world
insisted on some form of filtering for its particular geographic terri-
tory, the World Wide Web would stop functioning.’’32 That is an
overstatement in the sense that sources of content on the Internet
are perfectly able to tailor their information delivery on the basis of
whatever demographic they can solicit or discern from those who
surf their Web sites. But it is completely accurate if one believes in
‘‘World Wide’’ as an affirmative ideological value for the Internet
rather than a technical description of its historically undifferenti-
ated reach.

One can imagine a framework for Internet content providers—
whether large Web site operators, individual home page designers,
or message board posters—in which, before information going pub-
lic, a set of checkboxes is presented that the publisher can use to
indicate just where in the world the information is to be exposed.
One could check or uncheck ‘‘United States’’ as a whole, or select
specific states. One could check or uncheck ‘‘Zimbabwe,’’ or ‘‘Aus-
tralia,’’ or ‘‘European Union.’’ Such technological flexibility, com-
bined with varied demands by countries for providers to filter con-
tent to hew to local laws, might induce risk-averse Internet content
providers to adopt a very narrow band of publishing for their work,
generally asking to limit distribution to those areas in which legal
risk is deemed low, or at least to areas in which potential profit
from the work’s consumption there is thought to exceed such risk.33

Users eager for information will then be effectively denied access
to it by faraway content providers anticipating the actions of zealous
local governments that seek to expand their local regulation of more
traditional media into the formerly unregulatable Internet space.
Worse, overcautious or simply indifferent Internet content providers
will omit ‘‘unimportant’’ countries from the list of places able to
view their offerings, enhancing a digital divide even though such
countries are not explicitly seeking strong control over Internet con-
tent. Indeed, the gleam of the World Wide Web would be dulled as
it became simply another window into traditional content for many
surfers rather than a raucous digital free-for-all.

Such a scenario is not inevitable, however. Countries worried
about being left off information providers’ checkbox lists could pass
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safe-harbor legislation providing for immunity as an enticement to
content providers to allow them to remain on the list of digital
destinations. Or they might index their laws to those of countries
that will rarely be omitted from checkbox lists—just as Sealand’s
ban on the hosting of child pornography is a one-sentence pointer
to whatever the United States has legislated on the issue. The search
for ‘‘global law’’ might be given a strong push as countries seek to
be clumped together in the minds of content providers.

Local Control Enabled Near Content’s Destination: The
Pennsylvania Solution

Even with the rise of technical abilities to filter the information
one places on the Internet according to viewers’ locations, overseas
sites may still balk at abiding by local governments’ demands for
change. Rather than writing off, say, Saudi Arabia as an Internet
destination for fear of legal liability, an online newspaper might
continue to make itself available there anyway, figuring that without
in-country assets or other countries willing to enforce its judgments,
there is little Saudi Arabia can do to call the newspaper to account.
The same reasoning may apply to individual message posters or
bloggers wanting to protest China’s actions in Tibet, or fly-by-night
pornographers and spammers who maintain no obvious central
office or corporate staffs sensitive to international legal compliance.

This reasoning may explain why some governments are focusing
not on pressuring the sources of content around the world but rather
on controlling Internet service providers across which data transits
closer to home in an attempt to localize an Internet surfer’s online
experience. Indeed, Saudi Arabia and China both have comprehen-
sive nationwide schemes by which Internet destinations deemed
to run afoul of local law or convention are made unavailable to
resident surfers.

In Saudi Arabia, all Internet traffic in the country is routed through
a proxy server at the country’s Internet Services Unit, the staff of
which maintains a list of sites to be filtered, acting both to apply
filtering criteria promulgated by the state and on specific filtering
requests from individual state agencies.34 The fact of filtering and
some general descriptions of the criteria are available on the Internet
Services Unit’s Web site,35 and thousands of sites—including anon-
ymizers and translators that might themselves be easy launching
pads to otherwise-blocked sites—are blocked.36
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In China, thousands of routers around the country are apparently
configured to simply drop packets going to or from Internet points
of presence that have earned a bad reputation with the authorities,
and increasingly subtle forms of filtering—such as temporarily deny-
ing access to Google to those who run searches using sensitive
keywords, like the name of President Jiang Zemin—can also be
found.37 Private companies offering Internet access in China have
long done so on condition that they apply whatever filtering mea-
sures are asked of them by the state.

Such filtering is far from perfect, but it can drastically increase
the difficulty of getting to desired information, especially when the
absence of information may be subtle, as in a missing entry on a
list of search results. Peer-to-peer networks can seek to frustrate
such attempts by implementing technologies such as ‘‘Publius’’ (the
Public Censorship Resistant Publishing System),38 but particularly
when the act of using such technologies can itself be monitored and
Internet users can be punished in a distinctly nonvirtual way, a level
of resources exists that a state can put into Internet filtering that
tips the cat-and-mouse game in favor of the cat much, if not most,
of the time.

It is no surprise that comparatively judicially isolated countries
with censorship agendas unpopular on the international stage would
turn to solutions applied close to home to create an Internet in
keeping with local custom. But such practices are starting to take
root in other settings as well. In the United States, the state of
Pennsylvania passed a law allowing the state attorney general to
call a Web page to the attention of a local judge. If the judge finds
probable cause that child pornography exists on that page, the attor-
ney general can demand that any Internet service provider with
Pennsylvania customers make sure that the page is not visible to
those customers. Only one documented instance exists of the Penn-
sylvania attorney general actually invoking the formal process to
demand action by a local Internet service provider.39 The apparent
threat of legal action alone is enough to make a system of informal
notifications—and corresponding blocks—take place.

Such a law reflects a clear tension in American thinking about
localizing the Internet. Christopher Cox (R-Calif.) has introduced to
the U.S. Congress the Global Internet Freedom Act, which is
described in Chapter 1 of this volume. It is a clarion call to make it
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the unabashed policy of America to maintain the Internet as a con-
veyor of information that repressive governments don’t want their
subjects to see. He sees the Internet as a precious conduit for the
worldwide export of democratic ideas, and contemplates subsidizing
technologies to route around local attempts at Internet censorship
such as those described in this section. Such attempts, of course, are
the very ones that Pennsylvania—and now other Western states and
countries—are beginning to undertake to bring the Internet in line
with their respective laws.

Straightforwardly argued from the accepted imposition of territo-
rial regulation in physical space, attempts to localize the global
Internet seem perfectly reasonable. That is why Jack Goldsmith’s
chapter in this volume is so compelling: he struggles to understand
why the existence of the Internet poses any really new problems for
jurisdiction and governance, and largely concludes that it doesn’t,
or, but for enforcement difficulties, shouldn’t.

Yet Post’s answer to Goldsmith resonates, too. He recognizes that
information is an atomic unit of a free society, and a medium that
permits such extraordinary information access and manipulation by
individuals so effortlessly across distances—as speakers, browsers,
searchers, and consumers—is one that can be more than a new way
of shopping, checking the weather, or watching traditional television
at user-selected times.

As the Internet becomes part of daily living rather than a place
to visit, its rough edges are smoothed and its extremes tamed by
sovereigns wanting to protect consumers, prevent network resource
abuse, and eliminate speech deemed harmful. The tools are now
within reach to permit sovereigns with competing sets of rules to
play down their differences—whether by countenancing global pri-
vatization of some Internet governance issues through organizations
like ICANN, coming to new international agreements on substance
and procedure to reduce the friction caused by transborder data
flows, or by a ‘‘live and let live’’ set of localization technologies to
shape the Internet to suit the respective societies it touches.

What we might gain in easing jurisdictional tensions we could
stand to lose in revolutionary capacity. The point of inflection at
which the World Wide Web sits asks us to choose which we value
more—international harmony and diversity that include censorship
smacking of repression, or an unavoidable baseline of freedom of
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expression that permits harmful speech along with constructive
speech. Can those who wish for civil liberty without child pornogra-
phy and rampant copyright infringement have it both ways?

Barlow wrote: ‘‘We cannot separate the air that chokes from the
air upon which wings beat.’’40 But governments are likely to try.
The battles to watch, then, are not abstruse jurisdictional ones that
Goldsmith rightly points out as more or less settled or stale whether
on or off the Internet, but rather the dueling trajectories by which
we embrace the Internet’s freedom and curse its anarchy, love its
instantaneous, global scope and regret the refuge it offers to those
who lie, cheat, and steal at a distance.
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3. Against Cyberanarchy
Jack L. Goldsmith

The Supreme Court’s partial invalidation of the Communications
Decency Act on First Amendment grounds1 raises the more funda-
mental question of whether the state can regulate cyberspace at all.2

Several commentators, whom I shall call ‘‘regulation skeptics,’’ have
argued that it cannot.3 Some courts have also expressed skepticism.4

The popular and technical press are full of similar claims.5

The regulation skeptics make both descriptive and normative
claims. On the descriptive side, they claim that the application of
geographically based conceptions of legal regulation and choice of
law to a-geographical cyberspace activity either makes no sense or
leads to hopeless confusion. On the normative side, they argue that
because cyberspace transactions occur ‘‘simultaneously and
equally’’ in all national jurisdictions, regulation of the flow of this
information by any particular national jurisdiction illegitimately pro-
duces significant negative spillover effects in other jurisdictions.
They also claim that the architecture of cyberspace precludes notice
of governing law that is crucial to the law’s legitimacy. In contrast,
they argue, cyberspace participants are much better positioned than
national regulators to design comprehensive legal rules that would
both internalize the costs of cyberspace activity and give proper
notice to cyberspace participants. The regulation skeptics conclude
from these arguments that national regulators should ‘‘defer to the
self-regulatory efforts of Cyberspace participants.’’6

This chapter challenges the skeptics’ arguments and their conclu-
sion. The skeptics make three basic errors. First, they overstate the
differences between cyberspace transactions and other transnational
transactions. Both involve people in real space in one territorial
jurisdiction transacting with people in real space in another territo-
rial jurisdiction in a way that sometimes causes real-world harms.
In both contexts, the state in which the harms are suffered has a
legitimate interest in regulating the activity that produces the harms.
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Second, the skeptics do not attend to the distinction between default
laws and mandatory laws. Their ultimate normative claim that cyber-
space should be self-regulated makes sense with respect to default
laws that, by definition, private parties can modify to fit their needs.
It makes much less sense with respect to mandatory or regulatory
laws that, for paternalistic reasons or in order to protect third parties,
place limits on private legal ordering. Third, the skeptics underesti-
mate the potential of traditional legal tools and technology to resolve
the multijurisdictional regulatory problems implicated by cybers-
pace. Cyberspace transactions do not inherently warrant any more
deference by national regulators, and are not significantly less resis-
tant to the tools of conflict of laws, than other transnational
transactions.

Some caveats are in order up front. This chapter argues only
that regulation of cyberspace is feasible and legitimate from the
perspective of jurisdiction and choice of law. It does not argue that
cyberspace regulation is a good idea, and it does not take a position
on the merits of particular regulations beyond their jurisdictional
legitimacy. For example, it does not examine whether particular
national regulations of the Internet promote democracy, or are effi-
cient, or are good or bad for humanity. Similarly, this chapter does
not consider substantive limitations on cyberspace regulation such
as may be found in the Bill of Rights or international human rights
law. Resolution of these substantive regulatory issues turns in part
on contested normative judgments and difficult context-specific,
cost-benefit analyses that are far beyond this chapter’s scope. But
resolution of these issues also turns on how we understand the
jurisdictional confusions that arise when national regulation, which
has traditionally been understood primarily in geographical terms,
applies to a phenomenon that appears to resist geographical orienta-
tion. This jurisdictional puzzle is the focus of this article.

In addition, this chapter does not deny that the new communica-
tion technologies known as cyberspace will lead to changes in gov-
ernmental regulation. Such changes are to be expected when the
speed of communication dramatically increases and the cost of com-
munication dramatically decreases. The invention of the telegraph,
the telephone, the radio, the television, and the satellite, among
many other communication advances, all possessed these character-
istics. And they all gave rise to societal and regulatory changes.7 So
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too will cyberspace. But the skeptics claim much more than that
cyberspace necessitates changes in governmental regulation. They
claim that cyberspace is so different from other communication
media that it will, or should, resist all governmental regulation. My
aim here is to show why this claim is flawed, and to explain in
general terms how traditional tools of jurisdiction and choice of law
apply to cyberspace transactions.

Section I of this chapter summarizes the regulation skeptics’
claims. Section II provides a richer account than that provided by
the skeptics of the realities of real-space multijurisdictional conflicts,
and of the tools available to manage such conflicts. Section III ana-
lyzes the skeptics’ descriptive claim that national regulation of cyber-
space is infeasible. Section IV analyzes their normative claim that
such regulation is illegitimate. Section V sketches a model for
grounding cyberspace transactions in real-space law.

The Regulation Skeptics’ Claims

People transacting in cyberspace do things that would be regu-
lated by state, national, or international law if the transactions occur-
red in person or by telephone or mail. They defame, invade privacy,
harass, and commit business torts.8 They make and breach contracts.9

They distribute pornography and swap bombmaking tips.10 They
infringe on trademarks, violate copyrights, and steal data.11 They
issue fraudulent securities and restrict competition.12 And so on.

Are these and other cyberspace activities governed by the same
laws that govern similar transnational activities mediated in person,
or by phone, or by mail? If so, which jurisdiction’s law governs? If
not, what governs instead?

The regulation skeptics’ analysis of these questions makes two
sets of assumptions. The first concerns the nature of legal regulation
of noncyberspace events.13 The skeptics tend to conceptualize a
nation’s legal authority as extending to its territorial borders and
not beyond. This conception makes them skeptical about the legiti-
macy of one nation regulating activities that take place in another.
And it leads them to believe that transnational disputes must be
resolved by choice-of-law rules that select a unique governing law
on the basis of where an event occurs or where transacting parties
are located. On this view, tort liability is governed by the law of the
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place where the tort occurred and the validity of a contract is gov-
erned by the law of the place where the contract was made. Such
choice-of-law rules are thought to promote rule-of-law values like
uniformity (that is, every forum will apply the same law in a given
case), predictability, and certainty. And they are supposed to give
the parties to transnational transactions reasonable notice of govern-
ing law.

The skeptics’ second set of assumptions concerns the architecture
of cyberspace. They view cyberspace as a unique ‘‘boundary-
destroying’’ means of communication. Internet protocol addresses
do not necessarily correlate with a physical location. As a result, the
skeptics assert, persons transacting in cyberspace often do not, and
cannot, know each other’s physical location.14 In addition, informa-
tion mediated by certain cyberspace services appears ‘‘simultane-
ously and equally in all jurisdictions’’ around the world.15 A Web
page in Illinois can be accessed from and thus appear in any geo-
graphical jurisdiction that is plugged in to the World Wide Web.
When I participate in an online discussion group, my messages can
appear simultaneously in every geographical jurisdiction in which
persons participate in the group. In neither case can I control, or
even know about, the geographical flow of the information that I
upload or transmit.

It is against this background that the skeptics make their descrip-
tive and normative claims. Descriptively, they claim that cyberspace
is a borderless medium that resists regulation conceived in geo-
graphical terms.16 One reason is that information transmitted by
cyberspace can easily flow across national borders without detec-
tion.17 Another reason is that it is senseless to apply geographically
configured choice-of-law rules to a-geographical cyberspace
activities.18 A third reason is that regulation of the local effects of
cyberspace information flows permits all nations simultaneously to
regulate all Web-based transactions.19 The result is multiple and
inconsistent regulation of the same activity. A final reason is that
the architecture of cyberspace enables its users to route around or
otherwise evade territorial regulation.20

The skeptics’ normative arguments build on these assumptions.
Their essential normative claim is that it is illegitimate for any partic-
ular nation to regulate the local effects of multijurisdictional cybers-
pace activity. This is so for three reasons. First, such regulation
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will often apply to acts abroad, and will thus be impermissibly
extraterritorial.21 Second, because cyberspace information flows
appear in every jurisdiction simultaneously, unilateral regulation of
these flows will illegitimately affect the regulatory efforts of other
nations and the cyberspace activities of parties in other jurisdic-
tions.22 Third is the problem of notice. The skeptics argue that
because a person transacting in cyberspace does not know when or
whether his or her activity produces effects in a particular jurisdic-
tion, he or she lacks notice about governing law and therefore cannot
conform his or her behavior to it.23 They claim that under these
conditions, it is unfair to apply law to his or her cyberspace activities.
The skeptics believe that all three of these problems can be avoided
by cyberspace self-regulation.

To make these claims more concrete, consider the predicament of
one of the scores of companies that offer, sell, and deliver products
on the World Wide Web. Assume that the Web page of a fictional
Seattle-based company, Digitalbook.com, offers digital books for
sale and delivery over the Web. One book it offers for sale is Lady
Chatterley’s Lover. This offer extends to, and can be accepted by,
computer users in every country with access to the Web. Assume that
in Singapore the sale of pornography is criminal, and that Singapore
deems Lady Chatterley’s Lover to be pornographic. Assume further
that Digitalbook.com’s terms of sale contain a term that violates
English consumer protection laws, and that the publication of Digi-
talbook.com’s Lady Chatterley’s Lover in England would infringe upon
the rights of the novel’s English copyright owner. Digitalbook.com
sells and sends copies of Lady Chatterley’s Lover to two people whose
addresses (say, anonymous@aol.com and anonymous@msn.com) do
not reveal their physical location but who, unbeknownst to Digital-
book.com, live and receive the book in Singapore and London,
respectively.

The skeptics claim that it is difficult for courts in Singapore or
England to regulate disputes involving these transactions in accor-
dance with geographical choice-of-law rules. In addition, they argue
that English and Singaporean regulations will expose Digital-
book.com to potentially inconsistent obligations. Finally, the skeptics
claim that Digitalbook.com can easily evade the Singaporean and
English regulations by sending unstoppable digital information into
these countries from a locale beyond their enforcement jurisdiction.
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On the normative side, the skeptics are concerned that the applica-
tion of English and Singaporean law to regulate Digitalbook.com’s
transactions constitutes an impermissible extraterritorial regulation
of a U.S. corporation. Because Digitalbook.com might bow to the
English and Singaporean regulations, and because the company
cannot limit its cyberspace information flows by geography, the
English and Singaporean regulations might cause it to withdraw
Lady Chatterley’s Lover everywhere or to raise its price. The English
and Singaporean regulations would thus affect Digitalbook.com’s
behavior in the United States and adversely affect the purchasing
opportunities of parties in other countries. The skeptics believe these
negative spillover effects of the national regulations are illegitimate.
They also think it is unfair for England and Singapore to apply
their laws in this situation because Digitalbook.com had no way of
knowing that it sold and delivered a book to consumers in these
countries.

Real-Space Jurisdiction Conflict Management

The skeptics are in the grip of a 19th century territorialist concep-
tion of how real space is regulated and how real-space conflicts of
law are resolved.24 This conception was repudiated in the middle of
this century.25 The skeptics’ first mistake, therefore, is to measure
the feasibility and legitimacy of national regulation of cyberspace
against a repudiated yardstick. This section offers a more accurate
picture of real-space jurisdictional conflict management as a prelude
to analysis of the skeptics’ claims.

Three factors led to the overthrow of the traditional approach to
choice of law.26 The first was significant changes in the world.
Changes in transportation, communication, and in the scope of cor-
porate activity led to an unprecedented increase in multijurisdic-
tional activity. These changes put pressure on the rigid territorialist
conception that purported to identify a single legitimate governing
law for transborder activity on the basis of discrete territorial con-
tacts. So too did the rise of the regulatory state, which led to more
caustic public policy differences among jurisdictions, and which
pressured the interested forum to apply local regulations when-
ever possible.27

A second factor, legal realism, contributed to the demise of her-
metic territorialism. All conflict-of-laws problems by definition have
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connections to two or more territorial jurisdictions. The legal realists
showed that nothing in the logic of territorialism justified legal regu-
lation by any one of these territories rather than another.28 They also
argued that a forum’s decision to apply foreign law was always
determined by local domestic policies.29 This established the theoreti-
cal foundation for the lex fori orientation that has dominated choice
of law ever since.

A third factor, legal positivism, exacerbated the problem of finding
a unique governing law in transactional cases. Courts avoided many
choice-of-law problems in such cases by applying universal custom-
ary laws tied to no particular sovereign authority, such as the law
merchant, the law maritime, and the law of nations.30 But positivism’s
insistence on a sovereign source for every rule of decision under-
mined judicial reliance on these laws.31 It also contributed to the
waning of universal choice-of-law rules that courts applied in cir-
cumstances in which transnational customary laws did not govern.
In the United States, for example, the general uniformity of choice-
of-law approaches that characterized the 19th century gave way in
the 20th century to a plethora of choice-of-law regimes.32 As different
jurisdictions adopted different choice-of-law regimes, the goal of a
single governing law for transjurisdictional transactions was further
frustrated.33

These factors did not completely undermine traditional views
about territorial regulation. But they did lead to an expansion of the
permissible bases for territorial jurisdiction. Today, the Constitution
permits a state to apply its law if it has a ‘‘significant contact or
significant aggregation of contacts, creating state interests, such that
choice of its law is neither arbitrary nor fundamentally unfair.’’34 In
practice, this standard is notoriously easy to satisfy.35 It prohibits
the application of local law only when the forum state has no interest
in the case because the substance of the lawsuit has no relationship
to the state. Customary international law limits on a nation’s regula-
tion of extraterritorial events are less clear because few international
decisions are on point, and because state practice does not reveal a
settled custom. Nonetheless, it seems clear that customary interna-
tional law, like the United States Constitution, permits a nation to
apply its law to extraterritorial behavior with substantial local
effects.36 In addition, both the Constitution and international law
permit a nation or state to regulate the extraterritorial conduct of a
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citizen or domiciliary.37 In short, in modern times a transaction can
legitimately be regulated by the jurisdiction where the transaction
occurs, the jurisdictions where significant effects of the transaction
are felt, and the jurisdictions where the parties burdened by the
regulation are from.

This expansion of the permissible bases for the application of local
law has revolutionized conflict of laws in the second half of this
century. Any number of choice-of-law regimes are now consistent
with constitutional and international law. The earlier belief in a
unique governing law for all transnational activities has given way
to the view that more than one jurisdiction can legitimately apply
its law to the same transnational activity.38 The uniformity promised
by the traditional approach has thus been replaced by the reality of
overlapping jurisdictional authority. This means that the application
of one jurisdiction’s law often comes at the expense of the nonappli-
cation of the conflicting laws of other interested jurisdictions.
Because choice-of-law rules often differ from jurisdiction to jurisdic-
tion, and because a forum applies its own choice-of-law rules, the
choice of forum is now often critical to the selection of governing
law. In this milieu, ex ante notice of a specific governing law is no
longer a realistic goal in many transnational situations. Not surpris-
ingly, the Constitution and international law impose very weak
notice requirements on the application of local law to extraterrito-
rial activity.

This modern world of jurisdictional conflict poses obvious diffi-
culties for participants in transnational transactions. To understand
these problems and their resolution, it is important to distinguish
between default laws and mandatory laws. For present purposes, a
default law can be understood as one that presumptively governs
a particular relationship or transaction, but that can be modified or
circumvented by the parties in the relationship or transaction. The
default laws of different countries can create a conflict of laws. For
example, the estate of a U.S. national who dies intestate in England,
which is his domicile, could potentially be subject to the succession
rules of either country. Similarly, a contract made in one country
for delivery of products in another could be subject to the remedies
regime of either country.

Parties in such transnational relationships can alleviate choice-of-
law uncertainty with respect to default rules by contracting for spe-
cific terms, by selecting a governing law, or both.39 Most contractual
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choice-of-law clauses govern the contracts within which they are
embedded. But the scope of this private legal control is not limited
to traditional contractual issues. In many circumstances, parties can
agree to a governing law for torts and related actions that arise from
their contractual relations.40 They can also specify the governing law
for matters ranging from intellectual property to trusts and estates
to internal corporate affairs.41

The possibilities for private legal ordering are not limitless. Every
nation has mandatory laws that govern particular transactions or
relationships regardless of the wishes of the parties. The primary
justifications for such laws are paternalism and protection of third
parties.42 Mandatory laws range from limits on contractual capacity
to criminal law to securities and antitrust law. Like default laws,
mandatory laws differ in content and scope from jurisdiction to
jurisdiction. Unlike conflicts of default laws, conflicts of mandatory
laws cannot be resolved easily by private contract.43 They can, in
theory, be resolved by public contract—international agreements that
embrace uniform international rules44 or uniform choice-of-law
rules.45 Such solutions are increasingly prominent but still relatively
rare. Moreover, these attempts at international uniformity are often
limited to default rules, and are littered with mandatory law
exceptions.46

This discussion shows that conflicts of law can arise when parties
to a transnational transaction do not specify the governing default
law, or when the transaction implicates a mandatory law that con-
flicts with the otherwise-applicable law. Absent a governing interna-
tional law, transnational activity in these contexts will usually be
governed by the law of a single jurisdiction.47 And absent interna-
tional choice-of-law rules, the forum’s choice-of-law rules will deter-
mine the governing law. In regulatory contexts, the forum will
invariably apply local law.48 But regardless of which substantive law
the forum applies, the application of that law will frequently create
spillover effects on activities in other countries and on the ability of
other interested nations to apply their own law. In our increasingly
integrated world, these spillover effects are likely to extend to many
countries.49

Consider, for example, the Supreme Court’s decision in Hartford
Fire Insurance Co. v. California.50 The Court held that the concerted
refusal by London reinsurers to sell certain types of reinsurance to
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insurers in the United States violated the Sherman Act. The rein-
surers’ acts in England were legal under English law. But the Court
determined that the reinsurers were nonetheless subject to U.S. regu-
lation because their actions ‘‘produced substantial effect[s]’’ in the
United States.51 U.S. law thus regulated the activities of English
companies in England at the expense of the nonapplication of English
law. Similarly, had an English court applied English law to adjudge
the reinsurers’ acts to be legal, it would have produced spillover
effects on consumers in the United States, and would have come at
the expense of the nonapplication of U.S. law. No matter which law
governed the reinsurers’ acts, the application of that law would have
produced spillover effects on the English reinsurers’ activities in
other jurisdictions, and on the activities of persons in other jurisdic-
tions adversely affected by the reinsurers’ acts.

A similar phenomenon occurs in many domestic and international
conflicts contexts. For example, the European Commission recently
imposed strict conditions on a merger (already approved by the
Federal Trade Commission) between two American companies with
no manufacturing facilities in Europe.52 Minnesota applied its pro-
plaintiff stacking rules for automobile insurance coverage to an acci-
dent in Wisconsin among Wisconsin residents.53 A United States
federal grand jury ordered the local branch of a foreign bank, a
nonparty, to disclose bank records in the Bahamas in possible viola-
tion of Bahamian law.54 California applied its workmen’s compensa-
tion law to benefit an employee of a California corporation who
suffered a tort while working in Alaska—even though Alaska pur-
ported to make its worker’s compensation scheme exclusive, and
even though the employment contract specified that Alaska law
governed.55 New York applied its tort law to a car accident in Can-
ada.56 California taxed a British corporation on the basis of the Cali-
fornia portion of its world profits.57

In these situations and countless others, one jurisdiction regulates
extraterritorial conduct in a way that invariably affects individual
behavior and regulatory efforts in other jurisdictions. These spillover
effects constitute the central problem of modern conflict of laws.
The problem is pervasive. It is also inevitable, because the price
of eliminating these spillovers—abolishing national or subnational
lawmaking entities, or eliminating transnational activity—is prohibi-
tively high. Most of the dizzying array of modern choice-of-law
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methodologies are devoted to minimizing these spillovers while at
the same time preserving the sovereign prerogative to regulate
effects within national borders.58 International harmonization efforts
seek to achieve similar aims, often at the expense of national
prerogatives.59

There is widespread debate about which approach, or combination
of approaches, is preferable. Resolution of this debate is less impor-
tant for present purposes than two uncontested assumptions that
underlie it. The first assumption is that in the absence of consensual
international solutions, prevailing concepts of territorial sovereignty
permit a nation to regulate the local effects of extraterritorial conduct
even if this regulation produces spillover effects in other jurisdic-
tions. The second assumption is that such spillover effects are a
commonplace consequence of the unilateral application of any par-
ticular law to transnational activity in our increasingly intercon-
nected world. It is against this background that the skeptics’ descrip-
tive and normative claims must be assessed.

Is Cyberspace Regulation Feasible?
This section argues that the skeptics’ claims about the infeasibility

of national regulation of cyberspace rest on an underappreciation
of the realities of modern conflict of laws, and of the legal and
technological tools available to resolve multijurisdictional cybers-
pace conflicts. From the perspective of jurisdiction and choice of
law, regulation of cyberspace transactions is no less feasible than
regulation of other transnational transactions.

Default Laws and Private Ordering in Cyberspace
Cyberspace transactions that implicate default laws, like other

transnational transactions that implicate such laws, are subject to
private legal ordering. The architecture of cyberspace facilitates this
private ordering and thus enables cyberspace participants to avoid
many transnational conflicts of law.

At the most basic level, private ordering is facilitated by the techni-
cal standards that define and limit cyberspace.60 To participate in
the Internet function known as the World Wide Web, users must
consent to the Transmission Control Protocol/Internet Protocol
(TCP/IP) standards that define the Internet as well as to the Hyper-
text Markup Language (HTML) standards that more particularly
define the Web. Similarly, sending e-mail over the Internet requires
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the sender to use TCP/IP standards and particular e-mail protocols.
One’s experience of cyberspace is further defined and limited by
the more particular communication standards embedded in soft-
ware.61 For example, within the range of what TCP/IP and HTML
permit, an individual’s communication by the World Wide Web will
be shaped and limited by (among many other things) one’s choice
of browsers and search engines. These and countless other technical
standard choices order behavior in cyberspace. In this sense, access
to different cyberspace networks and communities is always condi-
tioned on the accessors’ consent to the array of technical standards
that define these networks and communities.

Technical standards cannot comprehensively specify acceptable
behavior in cyberspace. Within the range of what these standards
permit, information flows might violate network norms or territorial
laws. Many network norms are promulgated and enforced infor-
mally. A more formal method to establish private legal orders in
cyberspace is to condition access to particular networks on consent
to a particular legal regime.

This regime could take several forms. It could be a local, national,
or international law. When you buy a Dell computer through the
company’s Web page from anywhere in the world, you agree that
‘‘[a]ny claim relating to, and the use of, this Site and the materials
contained herein is governed by the laws of the state of Texas.’’62

Alternatively, the chosen law could be a free-standing model law
attached to no particular sovereign but available to be incorporated
by contract. For example, parties to a commercial transaction over the
Internet could agree that their transaction is governed by UNIDROIT
Principles or the Uniform Customs and Practice for Documentary
Credits.63 Or the governing law could be the contractual terms them-
selves.64 Waivers and exclusions operate as private law in this way.
So too do chat rooms, discussion lists, and local area networks that
condition participation on the user’s consent to community norms
specified in a contract.

Cyberspace architecture can also help to establish other aspects
of a private legal order. Through conditioned access, cyberspace
users can consent to have subsequent disputes resolved by courts,
arbitrators, systems operators, or even ‘‘virtual magistrates.’’65 They
can also establish private enforcement regimes. Technical standards
operate as an enforcer of sorts by defining and limiting cyberspace
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activity. For example, software filters can block or condition access
to certain information, and various technologies perform compliance
monitoring functions.66 In addition, the gatekeeper of each cybers-
pace community can cut off entry for noncompliance with the com-
munity rules, or punish a user for bad acts by drawing on a bond
(perhaps simply a credit card) put up as a condition on the user’s
entry.67

Many have proposed a structure for private legal ordering of
cyberspace along the lines just sketched.68 There is nothing remark-
able about this structure. It differs little from the legal structure of
other private groups, such as churches, merchants, families, clubs,
and corporations, which have analogous consent-based governing
laws, dispute resolution mechanisms, and private enforcement
regimes.69 But just as private ordering is often not a comprehensive
solution to the regulation of real-space private groups, private order-
ing will not be a comprehensive solution to the regulation of cybers-
pace either.

In part this is because how to generate consent across cyberspace
networks remains an open question. Conditioning access on consent
to a governing legal regime is relatively easy at the entry point of
a cyberspace network. In theory, it is just as easy to generate such
consent at the interface between networks. It is commonplace to
click on a hypertext link and be greeted by a message that conditions
further access on presentation of an identification code, or credit
card number, or personal information such as age and address. A
similar demand for consent to a particular legal regime could be
added as a condition for access. However, this process might become
confusing; the technological and conceptual details of consenting to
and coordinating different legal regimes as one works one’s way
through dozens of cyberspace networks remain to be worked out.70

In addition, the generation of legal consent across networks will
impose time and other costs that are anathema to many cybers-
pace users.

An important additional difficulty is that many cyberspace activi-
ties affect noncyberspace participants with whom ex ante consent to
a private legal regime will not be possible. Cyberspace is not, as the
skeptics often assume, a self-enclosed regime. A communication in
cyberspace often has consequences for persons outside the computer
network in which the communication took place. For example, a
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book uploaded on the Net can violate an author’s copyright; a chat
room participant can defame someone outside the chat room; terror-
ists can promulgate bomb-making or kidnapping tips; merchants can
conspire to fix prices by e-mail; a corporation can issue a fraudulent
security; a pornographer can sell kiddie porn; Internet gambling can
decrease in-state gambling revenues and cause family strife; and so
on. In these and many other ways, communications by cyberspace
produce harmful, real-world effects on those who have not con-
sented to the private ordering of the cyberspace community.

Finally, even if the hurdles to consent can be surmounted, consent-
based legal orders are limited by a variety of national mandatory
law restrictions.71 These mandatory laws define who may consent
to these private regimes. For example, the laws prevent persons of
certain ages from entering into certain types of contracts. They also
limit the form and scope of such consent. The consideration require-
ment and limitations on liquidated damages clauses fall into this
category, as do requirements that the law chosen by the parties have
a reasonable relationship to the subject matter of the contract. Some
mandatory laws also limit the internal and external activities of the
group’s activities. Criminal law, for example, falls in this category.

Private legal ordering thus has the potential to resolve many, but
not all, of the challenges posed by multijurisdictional cyberspace
activity. Cyberspace activities for which ex ante consent to a govern-
ing legal regime is either infeasible or unenforceable are not amena-
ble to private ordering. Such activities remain subject to the skeptics’
concerns about multiple or extraterritorial national regulation.

The Limits of Enforcement Jurisdiction
The skeptics’ concerns are further attenuated, however, by limita-

tions on every nation’s ability to enforce its laws. A nation can
purport to regulate activity that takes place anywhere. The Island
of Tobago can enact a law that purports to bind the rights of the
whole world.72 But the effective scope of this law depends on Toba-
go’s ability to enforce it. And in general a nation can only enforce
its laws against (a) persons with a presence or assets in the nation’s
territory, (b) persons over whom the nation can obtain personal
jurisdiction and enforce a default judgment against abroad, or (c)
persons whom the nation can successfully extradite.73

A defendant’s physical presence or assets within the territory
remain the primary basis for a nation or state to enforce its laws.
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The large majority of persons who transact in cyberspace have no
presence or assets in the jurisdictions that wish to regulate their
information flows in cyberspace. Such regulations are thus likely to
apply primarily to Internet service providers and Internet users with
a physical presence in the regulating jurisdiction. Cyberspace users
in other territorial jurisdictions will indirectly feel the effect of the
regulations to the extent that they are dependent on service or con-
tent providers with a presence in the regulating jurisdiction.74 But
for almost all users, there will be no threat of extraterritorial legal
liability because of a lack of presence in the regulating jurisdictions.

A nation or state can also enforce its laws over an entity with no
local presence or assets if it can obtain personal jurisdiction over
the entity and enforce a local default judgment against that entity
abroad. The domestic interstate context presents a much greater
threat in this regard than does the international context. This is
because the Full Faith and Credit Clause requires a state to enforce
the default judgment of a sister state that had personal jurisdiction
over the defendant.75 This threat is attenuated, however, by constitu-
tional limits on a state’s assertion of personal jurisdiction. The Due
Process Clauses prohibit a state from asserting personal jurisdiction
over an entity with no local presence unless the entity has purpose-
fully directed its activities to the forum state and the assertion of
jurisdiction is reasonable.76

Application of this standard to cyberspace activities presents spe-
cial difficulties. Under standard assumptions about cyberspace
architecture, persons can upload or transmit information knowing
that it could reach any and all jurisdictions, but not knowing which
particular jurisdiction it might reach. Can every state where these
transmissions appear assert specific personal jurisdiction over the
agent of the information under the purposeful availment and reason-
ableness tests?

Full consideration of this issue is far beyond this chapter’s scope.77

I simply wish to point out why there is relatively little reason at
present, and even less reason in the near future, to believe that the
mere introduction of information into cyberspace will by itself suffice
for personal jurisdiction over the agent of the transmission in every
state where the information appears. Most courts have required
something more than mere placement of information on a Web page
in one state as a basis for personal jurisdiction in another state where
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the Web page is accessed.78 For a variety of reasons, these decisions
have limited specific personal jurisdiction to cases in which there
are independent indicia that the out-of-state defendant knowingly
and purposefully directed the effects of out-of-state conduct to a
particular state where the acts were deemed illegal.

Given the skeptics’ assumptions about cyberspace architecture,
this conclusion appears appropriate. It seems unfair to expose a
content provider to personal jurisdiction in all 50 states for the mere
act of uploading information on a computer if the provider cannot
take affordable precautions to avoid simultaneous multijurisdic-
tional effects. But we shall see below that the skeptics’ architectual
assumptions are inaccurate. It is already possible for content provid-
ers to take measures to achieve significant control over information
flows. And filtering and identification technology promise greater
control at less cost. In cyberspace as in real space, the ultimate
meaning of ‘‘purposeful availment’’ and ‘‘reasonableness’’ will
depend on the cost and feasibility of information flow control.79

As such control becomes more feasible and less costly, personal
jurisdiction over cyberspace activities will become functionally iden-
tical to personal jurisdiction over real-space activities.

This detour into the technicalities of personal jurisdiction was
necessitated by a worry about the extraterritorial enforcement of
local default judgments against nonlocal cyberspace users within
the American federal system. Such concerns are less pronounced in
the international context. In contrast to the domestic interstate con-
text, customary international law imposes few enforceable controls
on a country’s assertion of personal jurisdiction, and there are few
treaties on the subject.80 However, also in contrast to domestic law,
there is no full faith and credit obligation to enforce foreign judg-
ments in the international sphere.81 If one country exercises personal
jurisdiction on an exorbitant basis, the resulting judgment is unlikely
to be enforced in another country.82 In addition, local public policy
exceptions to the enforcement of foreign judgments are relatively
commonplace in the international sphere, especially when the for-
eign judgment flies in the face of the enforcing state’s regulatory
regime.83 For these reasons, there is little concern that a foreign
default judgment will be enforceable against cyberspace users who
live outside of the regulating jurisdiction.

The final way that a nation can enforce its regulations against
persons outside of its jurisdiction is by seeking extradition. In the
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United States, extradition among the several states is regulated by
Article IV of the Constitution and the federal extradition law.84 As
a general matter, State A must accede to the proper demand of State
B for the surrender of a fugitive who committed an act in State B
that State B considers a crime. Nonetheless, a person who in State
A transmits information flows that appear in and constitute a crime
in State B will not likely be subject to extradition to State B under
these provisions. The reason is the extradition obligation only
extends to fugitives who have fled State B, and these terms have long
been limited to persons who were physically present in the demanding
state at the time of the crime’s commission.85 A different, but equally
forceful, limitation applies to international extradition. International
extradition is governed largely by treaty.86 A pervasive feature of
modern extradition treaties is the principle of double criminality.
This principle requires that the charged offense be criminal in both
the requesting and the requested jurisdictions.87 This principle, and
its animating rationale, make it unlikely that there will be interna-
tional cooperation in the enforcement of exorbitant unilateral crimi-
nal regulations of cyberspace events.

This review of transnational enforcement jurisdiction makes clear
that the skeptics exaggerate the threat of multiple regulation of
cyberspace information flows. This threat must be measured by a
regulation’s enforceable scope, not by its putative scope. And the
enforceable scope is relatively narrow. It extends only to individual
users or system operators with presence or assets in the enforcement
jurisdiction, or (in the United States) to entities that take extra steps to
target cyberspace information flows to states where such information
flows are illegal. Such regulatory exposure is a significant concern for
cyberspace participants. But it is precisely how regulatory exposure
operates in real space. And it is far less significant than the skeptics’
hyperbolic claim that all users of the Web will be simultaneously
subject to all national regulations.88

Even with these limitations, the skeptics worry that an individual
cyberspace content provider in one jurisdiction faces potential liabil-
ity in another jurisdiction when that provider places information on
the Internet. This potential liability can become an unforeseen reality
when the provider travels to the regulating jurisdiction, or moves
assets there. Such potential liability in turn affects the provider’s
activities at home and thus can be viewed as a weak form of extrater-
ritorial regulation. This form of regulation is a theoretical possibility,
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but it should not be exaggerated. No nation has as yet imposed
liability on a content provider for unforeseen effects in an unknown
jurisdiction. The threat of such liability will lessen as content provid-
ers continue to gain means to control information flows. It is also
conceivable that weak normative limitations might exist or develop
to prevent a jurisdiction from regulating local effects that were truly
unforeseeable or uncontrollable. The point for now is that even in
the absence of such limits, this potential threat of liability is relatively
insignificant and does not come close to the skeptics’ broad descrip-
tive claims about massive multiple regulation of individual users.

Indirect Regulation of Extraterritorial Activity
Indeed, if the limits on enforcement jurisdiction support any of

the skeptics’ descriptive claims, it is their somewhat different claim
that because of the potential for regulation evasion, cyberspace trans-
actions are beyond the regulatory powers of territorial govern-
ments.89 Cyberspace content providers can, at some cost, shift the
source of their information flows to jurisdictions beyond the enforce-
able scope of national regulation and thus continue information
transmissions into the regulating jurisdiction.90 For example, they
can relocate in geographical space, or employ telnet or anonymous
remailers to make the geographical source of their content difficult
to discern.91 These and related regulatory evasion techniques can
make it difficult for a nation to regulate the extraterritorial supply
side of harmful cyberspace activity.

Regulation evasion of this sort is not limited to cyberspace. For
example, corporations reincorporate to avoid mandatory laws and
criminals launder money offshore. Closer to point, offshore regula-
tion evasion has been a prominent characteristic of other communica-
tions media. For example, Radio Free Europe broadcasted from west-
ern Europe into the former Soviet Union but lacked a regulatable
presence there.92 Similarly, television signals are sometimes broad-
casted from abroad by an entity with no local presence. The extrater-
ritorial source of these and many other noncyberspace activities is
beyond the enforceable scope of local regulation. But this does not
mean that local regulation is inefficacious. In cyberspace as in real
space, offshore regulation evasion does not prevent a nation from
regulating the extraterritorial activity.

This is so because a nation can regulate people and equipment in
its territory to control the local effects of the extraterritorial activity.
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Such indirect regulation is how nations have, with varying degrees
of success, regulated local harms caused by other communications
media with offshore sources and no local presence.93 And it is how
nations have begun to regulate local harms caused by offshore
Internet content providers. For example, nations penalize in-state
end-users who obtain and use illegal content or who otherwise
participate in an illegal cyberspace transaction.94 They also regulate
the local means through which foreign content is transmitted. For
example, they impose screening obligations on in-state Internet ser-
vice providers and other entities that supply or transmit informa-
tion.95 Or they regulate in-state hardware and software through
which such transmissions are received. Or they regulate the local
financial intermediaries that make commercial transactions on the
Internet possible.96

These and related regulations of domestic persons and property
make it more costly, and thus, more difficult for in-state users to
obtain content from, or transact with, regulation evaders abroad. In
this fashion a nation can indirectly regulate the extraterritorial sup-
ply of prohibited content even though the source of the content is
beyond its enforcement jurisdiction and even though it cannot easily
stop transmission at the border. These various forms of indirect
regulation will not be perfect in the sense of eliminating regulation
evasion. But few regulations are perfect in this sense, and regulation
need not be perfect in this sense to be effective.97 The question is
always whether the regulation will heighten the costs of the activity
sufficiently to achieve its acceptable control from whatever norma-
tive perspective is appropriate.

In the cyberspace regulation context, the answer to this question
depends on empirical and technological issues that are unresolved
and that will vary from context to context. The prodigious criticism
of and lobbying efforts against proposed regulation of (among other
things) digital goods, Internet gambling, and encryption technology
suggest that governments can raise the costs of many cyberspace
transactions to a significant degree. And of course unilateral national
regulation is one of many regulation strategies at a nation’s disposal.
The point for now is simply that offshore regulation evasion does
not, as the skeptics think, undermine a nation’s ability to regulate
cyberspace transactions. Although a nation will sometimes have
difficulty in imposing liability on extraterritorial content providers,

49



WHO RULES THE NET?

it can still significantly regulate the local effects of these providers’
activities through laws aimed at local persons and entities.

Filtering

We have seen that the skeptics’ worries about multiple or extrater-
ritorial regulation of cyberspace activity do not extend to matters
for which it is feasible and legal for cyberspace communities to
establish private legal regimes, or to matters beyond a nation’s
enforcement jurisdiction.

But the possibility of extraterritorial and multiple regulations
remains. Consider the Bavarian Justice Ministry’s threat in December
of 1995 to prosecute CompuServe for carrying online discussion
groups containing material that violated German anti-pornography
laws.98 CompuServe responded by blocking access to these discus-
sion groups in Germany. Because of the state of then-available tech-
nology, this action had the effect of blocking access to these discus-
sion groups for all CompuServe users worldwide.99 This effect is
precisely what the skeptics fear from unilateral regulation of cybers-
pace. Germany enforced a mandatory law against an international
access provider with a presence (office, staff, servers, etc.) in Ger-
many. Faced with multiple regulatory regimes in the many places
in which it did business, CompuServe bowed to the most restrictive.
The consequence was massive extraterritorial regulation because
the German regulation interrupted the flow and availability of
the discussion groups for CompuServe clients everywhere in the
world.

The skeptics frequently recount this story to show how unilateral
national regulation of cyberspace can have multijurisdictional conse-
quences.100 But the rest of the story suggests a somewhat different
lesson. After closing down transmission of the offending discussions,
CompuServe offered its German users software that enabled them
to block access to the offending discussion groups.101 The company
then began to search for a more centralized way to filter the illegal
newsgroups in Germany alone. German prosecutors subsequently
indicted a CompuServe executive, alleging that the company failed
to implement such national-level filtering technology to prevent
dissemination of other illegal information in Germany.102 At about
the same time, the German parliament enacted a law clarifying that
cyberspace access providers are liable ‘‘if they are aware of the
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content’’ and fail to use ‘‘technically possible and reasonable’’ means
to block it.103

The subsequent events of the CompuServe controversy, like the
response to the Supreme Court’s invalidation of the Communica-
tions Decency Act in Reno,104 make clear the growing importance of
information discrimination technology to the cyberspace regulation
debate. Many jurisdictional challenges presented by cyberspace
result from the purported inability of content providers to prevent
information flows from appearing simultaneously in every jurisdic-
tion. Thus far I have assumed, with the skeptics, that this is a neces-
sary (and accurate) feature of cyberspace architecture. But it is not.105

Cyberspace information can only appear in a geographical juris-
diction by virtue of hardware and software physically present in
the jurisdiction. Available technology already permits governments
and private entities to regulate the design and function of hardware
and software to facilitate discrimination of cyberspace information
flows along a variety of dimensions, including geography, network,
and content.106 This technology is relatively new and still relatively
crude, but it is growing very quickly in both sophistication and
effectiveness. This technology facilitates discrimination and control
of information flows at any of several junctures along the cyberspace
information stream.

At the most basic level, the content provider can take steps to
control the flow of the information. This happens, for example,
whenever a Web-page operator conditions access to the page on the
users’ presentation of information. Consider the many precautions
taken by adult Web pages. Some pages simply warn minors or
persons from certain geographical locations not to view or enter,
and disclaim legal liability if they do.107 Others condition access on
proof of age or on membership in one of dozens of private age-
verification services.108 Others require potential end-users to send
by fax or telephone information specifying age and geographical
location.109 Still others label or rate their pages to accommodate end-
use filtering software, as described below. Finally, digital identifica-
tion technology developed for Internet commerce provides a way
to authenticate the identity of a party in a cyberspace transaction.110

Although digital identification is usually used to verify who some-
one is, it can also be used to verify other facts about cyberspace
users, such as their nationality, domicile, or permanent address.
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At the other end of the distribution chain, end-users can employ
software filters to block out or discriminate among information
flows.111 Parental control software is the most prominent example
of an end-user filter, but many businesses and other local area net-
works also employ these technologies. Content filters also can be
imposed at junctures along the cyberspace information stream
between content providers and end-users. They can be imposed, for
example, at the network level or at the level of the Internet service
provider. They can also assist governments in filtering information
at the national level.112 A government can choose to have no Internet
links whatsoever and to regulate telephone and other communica-
tion lines to access providers in other countries.113 China, Singapore,
and the United Arab Emirates have taken the somewhat less severe
steps of (a) regulating access to the Internet through centralized
filtered servers and (b) requiring filters for in-state Internet service
providers and end-users.114 We have seen that Germany has chosen
to hold liable Internet access providers who have knowledge of
illegal content and fail to use ‘‘technically possible and reasonable’’
means to filter it.115 The Federal Communications Commission
recently required V-chip blocking technology to be placed in com-
puters capable of receiving video broadcasting,116 and pending anti-
spam legislation would impose identification requirements on com-
mercial e-mail senders and filtering requirements on Internet service
providers.117 There are numerous other possibilities.118

Although technological predictions are precarious, it seems likely
that the techniques and technologies for controlling cyberspace infor-
mation flows will continue to develop in scope and sophistication
and will play an important role in resolving the jurisdictional quan-
daries presented by the ‘‘borderless’’ medium. Information is not
particularly useful unless people can organize, select, and block
it.119 This is one reason why information filtering is an essential
component of all communications media.120 Filtering is especially
important for cyberspace because the costs of information produc-
tion and dissemination are extremely low, and thus information
overload is a serious concern. Indeed, the explosive growth of the
World Wide Web is directly attributable to the invention of identifi-
cation and filtering technologies that made it possible to organize
and select from the morass of available information.121

An additional reason that techniques for controlling cyberspace
information flows are likely to be at least moderately successful is
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that so many participants in the cyberspace regulation debate—
parents, businesses, content suppliers, service providers, govern-
ments, and even some anti-censorship civil libertarians122—desire
such control. As Paul Resnick has pointed out, ‘‘meta-data systems
. . . are going to be an important part of the Web, because they enable
more sophisticated commerce, . . . communication, indexing, and
searching services.’’123 Many jurisdictions have already mandated
the use of filtering and identification mechanisms.124 Even in the
absence of government mandates, content filtering and digital identi-
fication technologies have flourished for commercial reasons and
in response to the threat of regulation, and have become de facto
standards in many cyberspace contexts.

Many commentators are skeptical about these filtering and identi-
fication technologies.125 They argue that content filters invariably
both over- and underfilter, that identification technologies some-
times misidentify, and that some hackers will access prohibited
information. These worries are to some degree well-founded. What
is not well-founded, however, is the belief that imperfect regulation
means ineffective regulation.126 Real space is filled with similarly
imperfect filtering and identification techniques: criminals crack
safes and escape from jail, 15-year-olds visit bars with fake IDs,
secret information is leaked to the press, and so on. In cyberspace
as in real space, imperfections in filtering and identification regimes
do not render the regimes ineffective.127 Although the ultimate accu-
racy of cyberspace filtering and identification technologies remains
an open question, there is little doubt that such technologies will
contribute significantly to cyberspace regulation by enabling govern-
ments, content providers, end-users, and service providers to raise
significantly the cost of accessing certain information. Indeed, this
has already happened throughout cyberspace, where content filter-
ing, conditioned access, and identification codes are pervasive.

The ability to control information flows alleviates the many cyber-
space regulation problems that are premised on the assumption that
information in cyberspace appears simultaneously in every jurisdic-
tion. To see why, consider one set of differences between a newspa-
per publisher and a cyberspace content provider. It is relatively
uncontroversial that a newspaper publisher is liable for harms
caused wherever the newspaper is published or distributed. This
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seems appropriate because, among other reasons, we think the
publisher can control the geographical locus of publication and dis-
tribution. Requiring such control imposes modest costs on the pub-
lisher; the publisher must, for example, keep abreast of regulatory
developments in different jurisdictions and take steps to exclude
publication and distribution in places where the publisher wants to
avoid liability.

Now consider the cyberspace content provider. Many have an
intuition that such content providers should not be liable for harms
caused wherever the content appears.128 The primary basis for this
intuition is that the content provider cannot control the geographical
and network distribution of his or her information flows. But this
latter point is groundless. Content providers already have several
means to control information flows.129 As the cost of such control
continues to drop, and the accuracy and ease of this control increase,
cyberspace content providers will come to occupy the same position
as the newspaper publisher. It will thus be appropriate in cyberspace,
as in real space, for the law to impose small costs on both types of
publishers to ensure that content does not appear in jurisdictions
and networks where it is illegal.

International Harmonization

Private legal ordering, the limitations on enforcement jurisdiction,
indirect regulation, and effective information flow control, taken
together, go a long way toward redressing the skeptics’ descriptive
claims about the infeasibility of cyberspace regulation. These tech-
niques will not resolve all conflict of laws in cyberspace any more
than they do in real space. Nor will they definitively resolve the
problem of the relative ease by which information suppliers can
‘‘relocate’’ into a safe haven outside of the regulating jurisdiction,
a problem that also has many real-space analogies. When similar
spillover and evasion problems have occurred with respect to non-
cyberspace transactions, nations have responded with a variety of
international harmonization strategies.

The same harmonization strategies are being used today to
address the challenges presented by cyberspace transactions. A few
examples will suffice. Several recent treaties and related multina-
tional edicts have strengthened digital content owners’ right to con-
trol the distribution and presentation of their property online.130
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These harmonization efforts grow out of an international copyright
regime that is more than one hundred years old.131 The G8 economic
powers have recently begun to coordinate regulatory efforts concern-
ing cyberspace-related crimes in five areas: pedophilia and sexual
exploitation, drug-trafficking, money-laundering, electronic fraud,
and industrial and state espionage.132 These initiatives mirror similar
efforts to redress similar regulatory leakage problems in real-space
contexts such as environmental policy, banking and insurance super-
vision, and antitrust regulation.133 Several international organiza-
tions have drafted model laws and guidelines to facilitate Internet
commerce and related digital certification issues.134 There are scores
of other international efforts in a variety of cyberspace-related
contexts.

International harmonization is not always (or even usually) the
best response to the spillovers and evasions that result from unilat-
eral regulation.135 And harmonization is often not easy to achieve.
However, the proliferation of international organizations, combined
with modern means of communication and transportation, has
helped to facilitate international harmonization. Harmonization is
especially likely in those contexts—like many aspects of criminal
law enforcement—where nations’ interests converge and the gains
from cooperation are high. But nations sometimes lack the incentive
to participate in international regimes, and there are often interna-
tional and domestic political economy obstacles to harmonization.136

It is too early to tell how successful international efforts will be in
addressing the challenges of cyberspace. It is clear, however, that
international harmonization will play an important role in nations’
overall cyberspace-regulation strategy.

Residual Choice-of-Law Tools

The skeptics’ implicit goal of eliminating all conflicts of laws that
arise from cyberspace transactions is unrealistic. Private legal order-
ing, the limits of enforcement jurisdiction, indirect regulation of
extraterritorial activity, filtering and identification technology, and
international cooperation facilitate and rationalize legal regulation
of cyberspace. These tools, however, will not eliminate all conflicts
of laws in cyberspace any more than they do in real space. Transna-
tional activity is too complex. As mentioned previously, the elimina-
tion of conflict of laws would require the elimination of decentralized
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lawmaking or of transnational activity.137 In this light, the enormous
increases in the pervasiveness and complexity of conflict of laws in
this century can be viewed as an acceptable cost to a world that
wishes to expand transnational activity while retaining decentralized
lawmaking. As persistent conflicts become prohibitively costly to
private parties and regulating nations, public or private international
coordination or technological innovation becomes more attractive
and thus more likely.

Short of these developments, transnational transactions in cyber-
space, like transnational transactions mediated by telephone and
mail, will continue to give rise to disputes that present challenging
choice-of-law issues. For example, ‘‘Whose substantive legal rules
apply to a defamatory message that is written by someone in Mexico,
read by someone in Israel by means of an Internet server located in
the United States, injuring the reputation of a Norwegian?’’138

Similarly,
which of the many plausibly applicable bodies of copyright
law do we consult to determine whether a hyperlink on a
World Wide Web page located on a server in France and
constructed by a Filipino citizen, which points to a server in
Brazil that contains materials protected by German and
French (but not Brazilian) copyright law, which is down-
loaded to a server in the United States and reposted to a
Usenet newsgroup, constitutes a remediable infringement of
copyright?139

It would be silly to try to formulate a general theory of how such
issues should be resolved. One lesson of this century’s many failures
in top-down choice-of-law theorizing is that choice-of-law rules are
most effective when they are grounded in and sensitive to the con-
crete details of particular legal contexts. This does not mean that
standards are better than rules in this context. It simply means that
in designing choice-of-law rules or standards, it is better to begin
at the micro rather than macro level, and to examine recurrent fact
patterns and implicated interests in discrete legal contexts rather
than devise a general context-transcendent theory of conflicts.140

With these caveats in mind, I want to explain in very general
terms why the residual choice-of-law problems implicated by
cyberspace are not significantly different from those that are non-
cyberspace conflicts. Cyberspace presents two related choice-of-law
problems. The first is the problem of complexity. This problem concerns
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how to choose a single governing law for cyberspace activity that
has multijurisdictional contacts. The second is the problem of situs.
This problem concerns how to choose a governing law when the
locus of activity cannot easily be pinpointed in geographical space.
Both problems raise similar concerns. The choice of any dispositive
geographical contact or any particular law in these cases will often
seem arbitrary because several jurisdictions have a legitimate claim
to apply their laws. Whatever law is chosen, seemingly genuine
regulatory interests of the nations whose laws are not applied may
be impaired.

The problems of complexity and situs are genuine. They are not,
however, unique to cyberspace. Identical problems arise all the time
in real space. In fact, they inhere in every true conflict of laws.
Consider the problem of complexity. The hypotheticals concerning
copyright infringements and multistate libels in cyberspace are no
more complex than the same issues in real space.141 They also are
no more complex or challenging than similar issues presented by
increasingly prevalent real-space events such as airplane crashes,
mass torts, multistate insurance coverage, or multinational commer-
cial transactions, all of which form the bread and butter of modern
conflict of laws.142 Indeed, they are no more complex than a simple
products liability suit arising from a two-car accident among resi-
dents of the same state, which can implicate the laws of several
states, including the place of the accident, the states where the car
and tire manufacturers are headquartered, the states where the car
and tires were manufactured, and the state where the car was
purchased.143

Resolution of choice-of-law problems in these contexts is challeng-
ing. But the skeptics overstate the challenge. Not every geographical
contact is of equal significance. For example, in the copyright hypo-
thetical mentioned, the laws of the source country and the end-use
countries have a much greater claim to governing the copyright
action than the laws of the country of the person who built the
server and the country of the server whose hyperlink pointed to
the server that contained the infringing material.144 The limits on
enforcement jurisdiction may further minimize the scope of the con-
flict. In addition, even in extraordinarily complex cases in which
numerous laws potentially apply, these laws will often involve simi-
lar legal standards, thus limiting the actual choice of law to two or
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perhaps three options.145 Finally, these complex transactions need
not be governed by a single law. Applying different laws to different
aspects of a complex transaction is a perfectly legitimate choice-of-
law technique.146

The application of a single law to complex multijurisdictional
conflicts will sometimes seem arbitrary and will invariably produce
spillover effects. But, as explained, the arbitrariness of the chosen
law, and the spillovers produced by application of this law, inhere
in all conflict situations in which two or more nations, on the basis
of territorial or domiciliary contacts, have a legitimate claim to apply
their law. When in particular contexts the arbitrariness and spillovers
become too severe, a uniform international solution remains possi-
ble. Short of such harmonization, the choice-of-law issues implicated
by cyberspace transactions are no more complex than the issues
raised by functionally identical multijurisdictional transactions that
occur in real space all the time.

Like the problem of complexity, the situs problem is a pervasive
and familiar feature of real-space jurisdictional conflicts. A classic
difficulty is the situs of intangibles like a debt or a bank deposit.147

More generally, the situs problem arises whenever legally significant
activity touches on two or more states. For example, when adultery
committed in one state alienates the affections of a spouse in another,
the situs of the tort is not self-evident. It depends on what contact
the forum’s choice-of-law rule deems dispositive. Similar locus diffi-
culties arise when the tort takes place over many states, such as
when poison is administered in one state, takes effect in another,
and kills in a third. The situs problem even arises when a bodily
injury occurs in one state based on negligence committed in another,
for there is no logical reason why the place of injury should be
viewed as the place of the tort any more than should the place of
negligence.148 In all of these situations, the importance of any particu-
lar geographical contact is never self-evident; it is a legal rather than
a factual consideration that is built into the forum’s choice-of-law
rules. As the geographical contacts of a transaction proliferate, the
choice of any one contact as dispositive runs the risk of appearing
arbitrary. But again, this problem pervades real-space conflicts of
law and is not unique to cyberspace conflicts.

So the complexity and situs problems inhere to some degree in
all transnational conflicts, and are exacerbated in real space and
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cyberspace alike as jurisdictional contacts proliferate. No choice-of-
law rule will prove wholly satisfactory in these situations. However,
several factors diminish the skeptics’ concerns about the infeasibility
of applying traditional choice-of-law tools to cyberspace. For exam-
ple, the skeptics are wrong to the extent that they believe that cyber-
space transactions must be resolved on the basis of geographical
choice-of-law criteria that are sometimes difficult to apply to cyber-
space, such as where events occur or where people are located at
the time of the transaction. But these are not the only choice-of-
law criteria, and certainly not the best in contexts in which the
geographical locus of events is so unclear. Domicile (and its cognates,
such as citizenship, principal place of business, habitual residence,
and so on) are also valid choice-of-law criteria that have particular
relevance to problems, like those in cyberspace, that involve the
regulation of intangibles or of multinational transactions.

The skeptics are further mistaken to the extent that their arguments
assume that all choice-of-law problems must be resolved by multilat-
eral choice-of-law methodologies. A multilateral methodology asks
which of several possible laws governs a transaction, and selects one
of these laws on the basis of specified criteria. Multilateral methods
accentuate the complexity and situs problems. But the regulatory
issues that are most relevant to the cyberspace governance debate
almost always involve unilateral choice-of-law methods that alleviate
these problems.149 A unilateral method considers only whether the
dispute at issue has close enough connections to the forum to justify
the application of local law.150 If so, local law applies; if not, the case
is dismissed and the potential applicability of foreign law is not
considered. For example, a jurisdiction typically does not apply
foreign criminal law. If a Tennessee court has personal jurisdiction
over someone from across the Virginia border who shot and killed
an in-stater, the court does not consider whether Tennessee or Vir-
ginia law applies. It considers only whether Tennessee law applies.
If so, the case proceeds; if not, it is dismissed.151

Unilateral choice-of-law methods make the complexity and situs
problems less significant. They do not require a determination of
which of a number of possible laws apply. Nor do they require a
court to identify where certain events occurred. What matters is
simply whether the activity has local effects that are significant
enough to implicate local law. By failing to recognize that courts
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can and will use unilateral rather than multilateral choice-of-law
methods to resolve cyberspace conflicts, the skeptics again exagger-
ate the challenge of cyberspace regulation.

Number and Velocity of Transactions

The skeptics’ final descriptive claim is that even if cyberspace
transactions appear like real-space transnational transactions in
other respects, they differ significantly with respect to the velocity
and number of transactions.152 Cyberspace dramatically lowers the
costs of multinational communication. With only a computer and
Internet access, anyone in the world can communicate with anyone,
and potentially everyone, in the world. The skeptics believe commu-
nications by cyberspace will be so prevalent that governments will
not find it cost-effective to regulate them.153

A dramatic increase in the number and speed of transactions
might well multiply the aggregate harms from such transactions. But
this increases rather than decreases a nation’s incentives to regulate.
Consider Internet gambling. In pre-Internet days, individuals in the
United States could gamble from home or work by telephone with
domestic and offshore bookies. Although this form of gambling was
regulated by a variety of state and federal statutes, the statutes were
filled with loopholes and rarely enforced because transactions were
relatively infrequent.154 Internet gambling makes it significantly eas-
ier to gamble from home or work. This has led to a dramatic increase
in gambling and a related rise in the costs of gambling that govern-
ments worry about: fraud, diminution in local gambling and other
entertainment expenditures, loss of tax revenues, decreased produc-
tivity, gambling by children, and so on. Not surprisingly, federal
and state governments are beginning to regulate gambling much
more extensively, and seriously, than ever.155

Even with governments’ heightened incentives to regulate Internet
transactions, some believe that the sheer number of transactions will
overwhelm governments’ ability to regulate. A related argument is
that because individuals can so easily engage in transnational com-
munications by the Internet, governmental regulation will be less
effective because individuals operating on the Internet are hard to
identify, isolate, and thus sanction. Once again, the conclusion that
regulation is infeasible simply does not follow from these premises.
The mistake here is the belief that governments regulate only
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through direct sanctioning of individuals. But of course this is not
the only way, or even the usual way, that regulation works. Govern-
ments regulate an activity by raising the activity’s costs in a manner
that achieves desired ends. This regulation can be accomplished
through several means other than individual sanctions. Govern-
ments can, for example, try to alter the social meaning of the activity,
regulate the hardware and software through which the activity takes
place, make individual penalties severe and notorious, or impose
liability on intermediaries like Internet service providers or credit
card companies.

In short, a dramatic increase in the number and velocity of transac-
tions by itself says very little about the feasibility of governmental
regulation. Numerous communication advances, beginning with the
telegraph, dramatically increased the velocity and number of com-
munications, and lowered their costs. The skeptics have provided
no reason to think that the differences between cyberspace and prior
communication technology are so much greater than the differences
between pre- and post-telegraph technology (which reduced com-
munication time from weeks and months to hours and minutes), or
between pre- and post-telephone technology (which also dramati-
cally reduced the cost and enhanced the frequency and privacy
of transjurisdictional communication) to justify the conclusion that
governmental regulation will be nonefficacious.

Is Cyberspace Regulation Legitimate?
Section III explored some of the many ways that nations might

regulate cyberspace transactions. This section considers the skeptics’
normative claim that such regulation is illegitimate. This claim is
directed primarily to the application of mandatory laws. The skeptics
argue that cyberspace should be self-regulated, and that national
mandatory laws should not limit these private legal orders. This
argument subsumes three closely related claims: (a) unilateral regu-
lation of cyberspace is extraterritorial; (b) unilateral regulation of
cyberspace produces significant spillover effects; and (c) the struc-
ture of cyberspace makes effective notice of territorial regulation
impossible. I address each claim in turn.

Extraterritoriality
In the Digitalbook.com example, Singapore and England regulated

the local effects of Digitalbook.com’s activities in the United States.156
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In the CompuServe example, Germany regulated transmission flows
from other countries.157 These types of extraterritorial regulation are
the ones that worry the skeptics. But such extraterritorial regulation
is commonplace in the modern world. As we saw earlier, it is settled,
with respect to real-space activity, that a nation’s right to control
events within its territory and to protect its citizens permits it to
regulate the local effects of extraterritorial acts.158

The same rationale applies to cyberspace because cyberspace is
for these purposes no different than real space. Transactions in cyber-
space involve real people in one territorial jurisdiction either (a)
transacting with real people in other territorial jurisdictions or (b)
engaging in activity in one jurisdiction that causes real-world effects
in another territorial jurisdiction. To this extent, activity in cyber-
space is functionally identical to transnational activity mediated by
other means, such as mail or telephone or smoke signal. The new
medium of communication is richer, more complex, and much more
efficient. But in terms of real-space acts in one jurisdiction that pro-
duce real-space effects in another, it is no different from other forms
of transnational transaction and communication. And the justifica-
tion for and legitimacy of regulating local effects are no different.
Under current conceptions of territorial sovereignty, a jurisdiction
is allowed to regulate extraterritorial acts that cause harmful local
effects unless and until it has consented to a higher law (for example,
international law or constitutional law) that specifies otherwise.

Spillover Effects

The skeptics argue that unilateral extraterritorial regulation of
cyberspace differs from similar regulation of real-space activities
because of the regulation’s spillover effects in other jurisdictions.
These effects are inevitable, they think, because information flows
in cyberspace appear simultaneously in all territorial jurisdictions.
As a result, unilateral territorial regulation of the local effects of
cyberspace transmission flows will sometimes affect the flow and
regulation of Web information in other countries. This is especially
true when the regulation is directed at a multijurisdictional access
provider, as was the case with Germany’s regulation of CompuServe.

Section III described how technology and international coopera-
tion can diminish these spillover effects. But even without these
mitigating factors, there is nothing extraordinary or illegitimate
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about unilateral regulation of transnational activity that affects
activity and regulation in other countries. Germany’s regulation of
CompuServe is no less legitimate than the United States’ regulation
of the competitiveness of the English reinsurance market, which has
worldwide effects on the availability and price of reinsurance.159

Nor is it any different in this regard from national regulation of
transborder pollution, or from national consumer protection regula-
tion of transnational contracts, or from national criminal prohibitions
on transnational drug activities, all of which produce spillovers. In
many contexts, there are powerful reasons for nations to surrender
their regulatory prerogatives to reduce spillover and other costs.
But at least under our current conceptions of territorial sovereignty,
such reforms must proceed by national consent. The need for such
consent begins from the premise that in its absence, national regula-
tion of local effects is a legitimate incident of sovereignty, even if
such regulation produces spillover effects.

Germany’s regulation of CompuServe is not just a legitimate inci-
dent of territorial sovereignty. It is also fair to CompuServe under
a straightforward reciprocal benefits rationale. CompuServe reaps
financial and other benefits from its presence in Germany.160 Without
this presence, German enforcement threats would be largely empty.
CompuServe need not remain in Germany; it could close its shop
there. Its decision to stay in Germany and comply with German
regulations might increase the price of its services in Germany and
elsewhere. For CompuServe, this is a cost of doing business by a
new communication medium. The desire to reduce this and related
costs is driving the development of technology that permits geo-
graphical and other forms of discrimination on the Internet. But
even in the absence of such technologies, Germany’s local regulation
of CompuServe remains within traditional reciprocity-based justifi-
cations for regulating local effects.

What about CompuServe users in other countries who are affected
by the German regulation? It is hard to see how the German regula-
tion unfairly burdens them. They remain free to choose among doz-
ens of Internet access services that are not affected by the German
regulation. Consider further the German perspective. Germany bans
certain forms of pornography within its borders. If the medium of
this pornography were paper, there would be no fairness-based
jurisdictional objection to a German prohibition on the pornogra-
phy’s entry at the border or to German punishment of those who
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are later discovered to have smuggled it in.161 From Germany’s per-
spective, it makes no difference whether the pornography enters the
nation by cyberspace or the postal service. The rationale for the
regulation is the same in both cases: something is happening within
Germany that implicates the government’s paternalistic concerns or
that harms third parties within its borders. The fact that the local
regulation might affect the cost or availability of pornography in
other countries is, from this perspective, irrelevant. Fairness does
not require Germany to yield local control over its territory to accom-
modate the users of a new communication technology in other coun-
tries. Nor does it require Germany to absorb the local costs of foreign
activity because of the costs that the German regulation might
impose on such activity.

This latter point sheds light on one of the major fallacies of the
skeptics’ normative project. The skeptics argue that the spillover
effects caused by territorial regulation of cyberspace justify cyber-
space self-regulation. Spillover-minimization is not the criterion of
legitimacy for national regulation of harmful local effects. But even
if it were, the skeptics’ conclusions would not follow because the
skeptics completely ignore the spillover effects of cyberspace activity
itself. They do not consider these effects because they take it as an
article of faith that cyberspace participants form a self-contained
group that can internalize the costs of its activity.162 But this assump-
tion is false. Cyberspace participants are no more self-contained than
telephone users, members of the Catholic Church, corporations, and
other private groups with activities that transcend jurisdictional bor-
ders. They are real people in real space transacting in a fashion that
produces real-world effects on cyberspace participants and nonparti-
cipants alike. Cyberspace users solicit and deliver kiddie porn, laun-
der money, sexually harass, defraud, and so on. It is these and many
other real-space costs—costs that cyberspace communities cannot
effectively internalize—that national regulatory regimes worry
about and aim to regulate.

So the spillover argument runs in both directions. Cyberspace
activity outside of Germany produces spillovers in Germany, and
German regulation produces spillovers on cyberspace activity
beyond its borders. The legitimacy and fairness of Germany’s territo-
rial regulation do not depend on minimization of these costs. But
even if it did, the skeptics’ desired normative conclusion that cyber-
space should be self-regulated would only follow if the costs of
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cyberspace self-regulation were less significant than the costs of
territorial regulation. The skeptics have not begun to try to demon-
strate that this is true. And any such attempt is very unlikely to
succeed at the level of generality at which their arguments are invari-
ably pitched.

Notice

The skeptics’ final normative argument against mandatory law
regulation of cyberspace concerns notice. In real space, parties can
direct the flow of their transnational transactions and can in most
cases avoid jurisdictions that prohibit the transactions. The skeptics
claim that this cannot be done in cyberspace. They worry that cyber-
space participants therefore lack notice about governing mandatory
law and hence cannot conform their behavior to it. The skeptics
claim this lack of notice violates basic norms of fairness.

This argument rests on a number of empirical assumptions that
have been questioned in Section III. The assumption that cyberspace
involves uncontrollable universal information flows is inaccurate
today and will become even less accurate with time. Information
flows can be directed and controlled in a variety of ways, with
varying costs that will almost certainly decrease in the future. Con-
cerns about notice are further attenuated by the many limitations
on enforcement jurisdiction that effectively limit the application of
mandatory laws to entities with a local presence. In none of the many
cases in which regulations have been enforced against cyberspace
transactions has an out-of-state defendant had a basis to claim
unfair surprise.

It is nonetheless worth considering how the notice issue will play
out in cyberspace. The Constitution and international law impose
weak notice requirements on the application of local law to extrater-
ritorial conduct. The Constitution permits a state with significant
contacts to the case to apply its law if the defendant could have
reasonably foreseen its application.163 International law might
impose a similar restraint on legislative jurisdiction.

This requirement of reasonable foreseeability does not mean that
harmful local effects of extraterritorial activity are automatically
immune from local regulation just because they were accidental, or
because the agent of the activity did not know the precise locus of
the effects. ‘‘Reasonable foreseeability’’ is a dynamic concept. A
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manufacturer that pollutes in one state is not immune from the anti-
pollution laws of other states where the pollution causes harm just
because it cannot predict which way the wind blows. Similarly, a
cyberspace content provider cannot necessarily claim ignorance
about the geographical flow of information as a defense to the appli-
cation of the law of the place where the information appears. At
first glance it appears unfair to expose Digitalbook.com to the anti-
pornography laws of Singapore. But it would not seem unfair if
Digitalbook.com could at a small cost prevent its information from
entering Singapore. Nor would it seem unfair to expose Digital-
book.com to liability for the damage caused in Singapore by a virus
that it released into cyberspace that destroyed every Apple computer
hard drive connected to the Internet.

These intuitions show that, like the related personal jurisdiction
question,164 the standard of foreseeability depends on a complex
mixture of what the content provider knows or reasonably should
have known about the geographical consequences of its acts, the
significance of the extrajursidictional harms caused by the acts, and
the costs of precautions.165 Content providers can already achieve
pretty reliable information flow control by conditioning access to
content on telephone or facsimile proof of geographical location. To
many this is an unacceptable burden on Internet communication.
But there is nothing sacrosanct about Internet speed and ease, and
dimunitions in speed and ease might be warranted by the social
costs imposed by uncontrolled information flows. And, in any event,
as filtering and identification technologies continue to raise the feasi-
bility and lower the costs of information flow control, the problem
of notice in cyberspace will look much like the problem of notice in
real space.

Grounding Cyberspace in Real-Space Law

I have argued that national and international regulations of cyber-
space transactions are legitimate and feasible. I have not argued for
any particular regulation, or that such regulation should be perva-
sive. I have tried to show only that the skeptics’ global arguments
against national and international regulation of cyberspace are
unfounded. Cyberspace self-regulation will often be difficult to
achieve. And like noncyberspace transactions, cyberspace transac-
tions will in any event be limited by national mandatory rules.
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The challenging issue from a jurisdictional perspective is to
develop a legal structure that both facilitates private legal ordering
of cyberspace transactions and accommodates national mandatory
law limitations. Consider the predicament of a person in England
who wants to buy a security from a Web page on a server in Japan.
The parties want the sale to circumvent U.S. securities regulations,
and, more broadly, the interference of national courts. The parties
thus agree that the sale will be governed by Japanese law and that
any disputes will be resolved by private arbitration in Japan. Will
this contract be enforceable? This example involves a commercial
transaction. But the problem is generic, for, as we saw previously,
parties can by contract create governing legal structures for a variety
of noncommercial activities. Thus, for example, the same basic prob-
lem arises when chat room participants from different countries
agree that the tort law principles of the state of Illinois govern chat
room activities, and that all disputes will be resolved privately. Will
the parties’ ex ante consent be respected when a chat room participant
from France claims in his national court that he suffered a tort in
the chat room in violation of French law?

To avoid national court litigation and minimize national regula-
tion, the parties to these transactions need to satisfy the following
conditions. They must consent ex ante to a governing law, a private
method of dispute resolution, and a private enforcement regime.
The consent must be consistent with the mandatory law applied by
any national court where a defector from the contract might seek
to have any part of the contract declared invalid.166 To ensure the
sanctity of the private order and to discourage such defection, the
national court must be willing to (a) treat the consent to the private
order as valid, (b) enjoin litigation in derogation of the contract, and,
sometimes, (c) specifically enforce the defector’s agreement to abide
by the private order. Moreover, it is not enough that the courts of
a single country will enforce the contract. There must be coordinated
enforcement among national courts in every country in which the
recalcitrant party might go to seek to avoid the obligation. Finally,
national courts must subsequently recognize the validity of the
private dispute resolution process. They must enjoin subsequent
litigation in derogation of the results of the private dispute resolu-
tion, and enforce any judgments that cannot be done so privately.

Such a structure might appear hopelessly complicated and thus
fanciful. But this appearance is deceiving. The essentials for such a
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regime already exist in the system that governs international com-
mercial arbitration.167 This system works through the interplay of
three layers of law. The first layer is the private law of the parties’
contract. In the contract, the parties specify the law governing the
transaction (in the examples given, the laws of Japan and Illinois),
agree to use private arbitration to resolve certain disputes that arise
out of or relate to the transaction, and choose the place for the
arbitration and the procedures that govern it.168 The second layer is
the national arbitration law.169 A national arbitration law defines the
scope of permissible arbitration within the country, renders arbitra-
tion agreements within this scope valid, and provides various forms
of judicial assistance for, and judicial review of, arbitration. Most
nations have generally similar national arbitration laws that ensure
harmonization of enforcement across jurisdictions. This harmoniza-
tion is substantially bolstered by the third layer of legal regulation:
the international enforcement treaty. By far the most important such
treaty is the New York Convention on the Recognition and Enforce-
ment of Arbitral Awards, which almost every nation has signed.170

The Convention obligates the national courts of signatory states to
recognize and enforce arbitration agreements and awards, subject
to limited exceptions.171

The basic structure of international commercial arbitration could
easily be modified to cyberspace. As explained earlier, the law of
the contract—both the substantive law and the dispute resolution
mechanism—could be agreed to as an incident of the securities
transaction or as a condition of access to the chat room. National
arbitration laws could be modified to include dispute resolution in
cyberspace. For example, the Federal Arbitration Act (FAA) would
require modification in only two important respects. First, the FAA’s
requirement that the arbitration agreement be made in writing might
need to be amended to accommodate cyberspace realities.172 Second,
FAA rules that turn on the place of the arbitration173 require modifica-
tion for virtual arbitrations that lack a geographical locus.174 The
New York Convention would likely require a similar amendment.

The accommodation of mandatory laws presents special chal-
lenges. In the securities example, assume that the English purchaser
is unhappy with the security, and defects from the contractual agree-
ment to arbitrate by bringing a private securities action in a U.S.
court that alleges that the sale was fraudulent and in violation of
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U.S. securities law. This raises two basic mandatory law issues. The
first is whether the U.S. court will enforce the agreement to arbitrate,
or will instead adjudicate the mandatory law (and perhaps other)
claims. Assuming the court enforces the arbitration agreement, the
second question is whether the arbitrator can apply the U.S. manda-
tory law consistent with the jurisdictional limits imposed by the
parties’ contractual choice of Japanese law.

Both difficulties frequently arise with respect to noncyberspace
transnational transactions, and can be addressed within the frame-
work of international commercial arbitration. As for the first prob-
lem, national courts increasingly permit private arbitrators to resolve
claims involving economic regulation and quasi-criminal laws sub-
ject to subsequent, deferential judicial review.175 The deferential
nature of such review, combined with the costs of seeking it, mean
that private arbitrators will often have the final say. As for the second
problem, arbitrators have established a number of devices grounded
in (often fictional) party consent that permit them to apply a manda-
tory law of a country other than the one specifically chosen by the
parties’ contract.176

To many it will seem ironic and damning that my description of
a legal regime that supposedly promotes private ordering focuses
so much on the role of national courts and national laws. This focus
is misleading. Much of the regulation of these private matters is,
and will continue to be, governed by a variety of privately enforce-
able rules, norms, and enforcement mechanisms. Yet the overarching
national and international legal regimes remain necessary for two
reasons. First, they provide a ready-made coordination and enforce-
ment regime that transnational parties can invoke in the many situa-
tions in which information-gathering and related costs of purely
private enforcement are prohibitively high. Second, they give private
parties enormous flexibility in creating a private regime in a fashion
that can accommodate and minimize the intrusion of oft-conflicting
mandatory laws. In this connection, it should be emphasized that
the international commercial arbitration model is not as litigious,
and would not be as intrusive on private cyberspace orders, as it
might at first glance appear. If real-space commercial arbitrations are
any guide, recourse to national courts will be relatively infrequent as
the background public enforcement patterns become relatively clear.

69



WHO RULES THE NET?

I do not mean to suggest that international commercial arbitration
is a comprehensive panacea for the jurisdictional challenges of cyber-
space. It is not. Many, probably most, cyberspace transactions will
have such a low value that affected parties will not bother to enter
into contractual relations, much less contract for governing law and
private enforcement. In addition, cyberspace transactions that
adversely affect third parties are beyond the ken of international
commercial arbitration, which depends upon ex ante consent for its
effectiveness and legitimacy. Relatedly, although the international
arbitration regime has taken steps to privatize the enforcement of
mandatory laws, many mandatory laws—most prominently tradi-
tional criminal laws and certain limits on contractual capacity—are
not subject to enforceable international arbitration. Indeed, some
might object that cyberspace-related choice-of-law and private arbi-
tration agreements that are not dickered should be viewed as unen-
forceable contracts of adhesion.177

These limitations on the international commercial law regime are
not, of course, unique to cyberspace transactions. These same limita-
tions characterize real-space transnational transactions. Such limita-
tions are inevitable when it is difficult for parties of transnational
transactions to craft private legal regimes ex ante, or when these
transactions harm third parties or implicate the paternalistic interests
of affected nations. The important point is that these limitations are
difficult to overcome in real space and cyberspace alike. My modest
aim has been to show that the governing law challenges presented
by cyberspace are not significantly different from the ones presented
by other transnational transactions.

Conclusion
Cyberspace transactions are no different from real-space transna-

tional transactions. They involve people in real space in one jurisdic-
tion communicating with people in real space in other jurisdictions
in a way that often does good but sometimes causes harm. There is
no general normative argument that supports the immunization of
cyberspace activities from territorial regulation. And there is every
reason to believe that nations can exercise territorial authority to
achieve significant regulatory control over cyberspace transactions.
Resolution of the choice-of-law problems presented by cyberspace
transactions will be challenging, but no more challenging than simi-
lar problems raised in other transnational contexts.
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4. Against ‘‘Against Cyberanarchy’’
David G. Post

It makes me indignant when I hear a work
Blamed not because it’s crude or graceless but
Only because it’s new . . .
Had the Greeks hated the new the way we do,
Whatever would have been able to grow to be old?

Horace, The Epistles, II, I
(David Ferry, Trans.)

Professor Jack Goldsmith’s ‘‘Against Cyberanarchy’’ 1 has become
one of the most influential articles in the cyberspace law canon. The
position he sets forth—what I call ‘‘Unexceptionalism’’—rests on
two main premises. The first is that activity in cyberspace is ‘‘func-
tionally identical to transnational activity mediated by other means’’
(e.g., ‘‘mail or telephone or smoke signal’’). The second is that, as a
consequence of this functional identity, the ‘‘settled principles’’ and
‘‘traditional legal tools’’ of the international lawyer are fully capable
of handling all jurisdictional and choice-of-law problems in cyber-
space—that the ‘‘choice-of-law problems implicated by cyberspace
are not significantly different from those [of] noncyberspace con-
flicts,’’ and that we therefore need make no special provision for
these problems when they arise in cyberspace.

I beg, in what follows, to differ. I remain an unrepentant Exception-
alist. Communication in cyberspace is not ‘‘functionally identical’’
to communication in real space—at least, not in ways relevant to
the application of the choice-of-law and jurisdictional principles
under discussion, nor can the jurisdictional and choice-of-law dilem-
mas posed by cyberspace activity be adequately resolved by apply-
ing the ‘‘settled principles’’ and ‘‘traditional legal tools’’ developed
for analogous problems in real space.
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Unexceptionalism in Cyberspace
Border-crossing transactions have always presented the interna-

tional legal system with difficult and challenging jurisdictional ques-
tions: Whose law applies to such transactions? Which sovereign(s)
have ‘‘jurisdiction to prescribe’’ law for transactions that ‘‘originate’’
in one country and ‘‘terminate’’ elsewhere? When and to what extent
is ‘‘extraterritorial regulation’’ permissible? In ‘‘Against Cyberanar-
chy,’’ Goldsmith asked us to consider—

the predicament of one of the scores of companies that offer,
sell, and deliver products on the World Wide Web. Assume
that the Web page of a fictional Seattle-based company, Digi-
talbook.com, offers digital books for sale and delivery over
the Web. One book it offers for sale is Lady Chatterley’s Lover.
This offer extends to, and can be accepted by, computer users
in every country with access to the Web. Assume that in
Singapore the sale and distribution of pornography is crimi-
nal, and that Singapore deems Lady Chatterley’s Lover to be
pornographic. Assume further that Digitalbook.com’s terms
of sale contain a term that violates English consumer protec-
tion laws, and that the publication of Digitalbook.com’s Lady
Chatterley’s Lover in England would infringe upon the rights
of the novel’s English copyright owner. Digitalbook.com sells
and sends copies of Lady Chatterley’s Lover to two people
whose addresses (say, anonymous@aol.com and anonymous@
msn.com) do not reveal their physical location but who,
unbeknownst to Digitalbook.com, live and receive the book
in Singapore and London, respectively.2

This scenario, Goldsmith acknowledged, raises some difficult
problems: Does English law, or Singaporean law, or both, apply to
Digitalbook.com’s conduct? Would application of either of these
bodies of law constitute ‘‘impermissible extraterritorial regulation of
a U.S. corporation’’?3 If Digitalbook.com ‘‘cannot limit its cyberspace
information flows by geography,’’4 would application of English, or
Singaporean, law cause Digitalbook.com to ‘‘withdraw Lady Chatter-
ley’s Lover’’5 from circulation (or, at the very least, to ‘‘raise its
price’’6), thereby ‘‘adversely affecting the purchasing opportunities
of parties in other countries’’?7 And if so, are these ‘‘negative spill-
over effects’’ of national regulation ‘‘illegitimate [and] unfair’’8—
especially given that ‘‘Digitalbook.com had no way of knowing that
it sold and delivered a book to consumers in these countries’’?9
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Goldsmith’s position—what I term ‘‘Unexceptionalism’’—is
straightforward: however difficult and complicated Digitalbook.
com’s problems may be, they are no more difficult or complicated
because the underlying transactions take place ‘‘in cyberspace.’’

Transactions in cyberspace involve real people in one territo-
rial jurisdiction either (a) transacting with real people in other
territorial jurisdictions or (b) engaging in activity in one juris-
diction that causes real-world effects in another territorial
jurisdiction. To this extent, activity in cyberspace is functionally
identical to transnational activity mediated by other means, such
as mail or telephone or smoke signal.10

To the Unexceptionalist, whether a transaction occurs in cyber-
space or real space does not matter. The questions of jurisdiction and
choice of law posed by Digitalbook.com’s conduct are not ‘‘unique to
cyberspace’’11 and ‘‘identical problems arise all the time in real
space.’’12 After all, people have been communicating and transacting
with other people in other territorial jurisdictions for a long time,
well before the Internet raised its head. Thus, the questions raised
by Digitalbook.com’s conduct may be complex and challenging,
but they are ‘‘no more complex or challenging than similar issues
presented by increasingly prevalent real-space events such as air-
plane crashes, mass torts, multistate insurance coverage, or multina-
tional commercial transactions, all of which form the bread and
butter of modern conflict of laws.’’13

Over the past century or so, a number of important principles of
law and analytical tools have evolved to resolve the jurisdictional
problems posed by border-crossing transactions. These traditional
principles and tools, though developed to deal with real-space phe-
nomena, do not spontaneously disintegrate or misfire when we
apply them to phenomena on the global electronic network, accord-
ing to Goldsmith. Cyberspace transactions ‘‘are not significantly less
resistant to the tools of conflict of laws, than other transnational
transactions;’’14 it would be a mistake to ‘‘underestimate the potential
of [these] traditional legal tools and technology to resolve the multi-
jurisdictional regulatory problems implicated by cyberspace.’’15

Those who think otherwise—Goldsmith calls them ‘‘regulation
skeptics,’’16 though I prefer the less loaded and more symmetrical
term ‘‘Exceptionalists’’—believe that cyberspace is somehow differ-
ent, that it matters, for purposes of understanding these jurisdictional
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questions, that Digitalbook.com is operating on the World Wide
Web and not in a bricks-and-mortar real-space storefront. Exception-
alists, in Goldsmith’s view, are skeptical of the ‘‘potential of tradi-
tional legal tools and technology to resolve the multijurisdictional
regulatory problems implicated by cyberspace.’’17 They believe that
‘‘the application of geographically based conceptions of legal regula-
tion and choice of law to a-geographical cyberspace activity either
makes no sense or leads to hopeless confusion,’’18 and that because
‘‘cyberspace transactions occur ‘simultaneously and equally’ in all
national jurisdictions, . . . regulation of the flow of this information
by any particular national jurisdiction illegitimately produces signifi-
cant negative spillover effects in other jurisdictions.’’19

Exceptionalists, Goldsmith tells us, are ‘‘in the grip of a 19th
century territorialist conception of how ‘real space’ is regulated and
how ‘real-space’ conflicts of law are resolved.’’20 This outdated and
discredited territorialist conception—‘‘hermetic territorialism,’’ 21 he
calls it—involves a belief that there must be a ‘‘unique governing
law for all transnational activities,’’22 a ‘‘single legitimate governing
law for transborder activity based on discrete territorial contacts.’’23

Hermetic territorialism directs us to identify one body of law applica-
ble to Digitalbook.com’s behavior, and to define the ‘‘discrete territo-
rial contact’’ that is a necessary prerequisite to the application of
local law to its conduct.

Hermetic territorialism, though it held sway for several hundred
years, was ‘‘repudiated’’ as part of a ‘‘revolution [in] conflict of laws
in the second half of [the 20th] century.’’24 Many factors—including
‘‘changes in transportation, communication, and in the scope of
corporate activity [leading] to an unprecedented increase in multi-
jurisdictional activity’’25—led directly to an ‘‘expansion of the per-
missible bases for territorial jurisdiction.’’26 The result is that in
‘‘modern times,’’ a transaction ‘‘can legitimately be regulated’’ not
only ‘‘by the jurisdiction where the transaction occurs [and] the
jurisdictions where the parties burdened by the regulation are
from,’’27 but also by ‘‘the jurisdictions where significant effects of the
transaction are felt.’’28 Under ‘‘current conceptions of territorial sover-
eignty,’’ a sovereign ‘‘is allowed to regulate extraterritorial acts that
cause harmful local effects unless and until it has consented to a
higher law (for example, international law or constitutional law)
that specifies otherwise.’’29 If that means, as it often does, that ‘‘more
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than one jurisdiction can legitimately apply its law to the same
transnational activity,’’30 so be it; under the ‘‘modern view,’’ there
is no need to find the single discrete territorial event on which to
base the application of any single body of law.

As a result of this change in viewpoint and the repudiation of
hermetic territorialism, extraterritorial regulation is ‘‘commonplace
in the modern world.’’ Both ‘‘customary international law’’ and the
U.S. Constitution ‘‘permit a nation to apply its law to extraterritorial
behavior with substantial local effects.’’31 It is, for instance, ‘‘rela-
tively uncontroversial’’32 that a newspaper publisher ‘‘is liable for
harms caused wherever the newspaper is published or distrib-
uted.’’33 There is ‘‘nothing extraordinary or illegitimate’’ about this
‘‘unilateral regulation of transnational activity that affects activity
and regulation in other countries.’’34 Singapore’s, or England’s, regu-
lation of Digitalbook.com is ‘‘no less legitimate than the United
States’ regulation of the competitiveness of the English reinsurance
market, which has worldwide effects on the availability and price
of reinsurance.’’35

The bottom line: It is settled with respect to real-space activity36—
elsewhere Goldsmith refers to this as an ‘‘uncontested assump-
tion’’37—‘‘that a nation’s right to control events within its territory
and to protect its citizens permits it to regulate the local effects of
extraterritorial acts.’’38 Thus,

prevailing concepts of territorial sovereignty permit a nation
to regulate the local effects of extraterritorial conduct even
if this regulation produces spillover effects in other jurisdic-
tions, [and that] such spillover effects are a commonplace
consequence of the unilateral application of any particular
law to transnational activity in our increasingly intercon-
nected world.39

And if all that is ‘‘settled with respect to real-space activity,’’ why
would we think that cyberspace is any different?

Settled Principles

The core of the Unexceptionalists’ argument thus contains a sim-
ple, but very powerful, syllogism:
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● Transnational activities of an ordinary bricks-and-mortar book-
store—‘‘Analogbooks, Inc.’’—are subject to ‘‘settled principles’’
of ‘‘customary international law.’’

● These settled principles hold that if Analogbooks’ real-space
activities produce ‘‘substantial local effects’’ in Singapore, or in
England, those activities can ‘‘legitimately be regulated’’ by
those governments.

● Digitalbooks’ activities are ‘‘functionally identical’’ to Analog-
books’ activities.

● Therefore, if Digitalbook’s cyberspace activities produce ‘‘sub-
stantial local effects’’ in Singapore, or in England, those activities
can ‘‘legitimately be regulated’’ by those governments.

The logic is unassailable: If X is true in environment 1, and if
environment 2 is ‘‘functionally identical’’ to environment 1, then X
is true in environment 2. The argument, however, is not quite as
persuasive as it might appear at first glance.

Take, for instance, the Unexceptionalists’ reliance upon ‘‘settled
principles [of] customary international law.’’ I have no reason to
question Goldsmith’s assertion that these principles—in particular,
the ‘‘uncontested assumption(s)’’40 that, at least in ‘‘modern times,’’
transactions ‘‘can legitimately be regulated [by] the jurisdictions
where significant effects of the transaction are felt,’’41 and that ‘‘a
nation’s right to control events within its territory and to protect
its citizens permits it to regulate the local effects of extraterritorial
acts’’42—are ‘‘settled.’’

But this ‘‘modern view’’ of international jurisdiction, as Goldsmith
himself points out,43 is itself the product of profound changes in the
world over the past century or so; these now-settled principles were
once, themselves, in conflict with then-settled principles. It was once
‘‘settled’’ law that a state cannot regulate extraterritorial acts, the
‘‘substantial local effects’’ of those acts notwithstanding, and that
therefore Analogbooks’ activities could not ‘‘legitimately be regu-
lated’’ in either Singapore or England. The Unexceptionalists of 100,
or even 50, years ago might have made an argument very much like
Goldsmith’s, pointing to this ‘‘settled’’ principle to argue that rail
transport, the telephone, or radio broadcasting would (and should)
have no effect on our analysis of jurisdictional problems. We can
imagine the following colloquy:
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Scene: A New York street corner, circa 1900. Two law profes-
sors—Professor E and Professor U—meet.

Professor E: ‘‘Have you noticed? This telegraph thing
changes everything! I can step inside a Western Union office
in New York and execute a contract in San Francisco instanta-
neously! Incredible, eh?’’

Professor U: ‘‘Well, I suppose it is. But what of it?’’

E: ‘‘What of it? Surely you jest. The world as we know it
will never be the same. We’re going to need new principles
of law to deal with this phenomenon. Our jurisdictional prin-
ciples—especially the one that requires physical presence for
the exercise of ‘‘jurisdiction to prescribe’’—must yield to this
new context, no?’’

U: ‘‘Not at all. Transactions completed by telegraph are func-
tionally identical to those completed by mail or by smoke
signal; they all involve real people in one territorial jurisdic-
tion either (a) transacting with real people in other territorial
jurisdictions or (b) engaging in activity in one jurisdiction
that causes real-world effects in another territorial jurisdic-
tion. It is settled law that the people of California cannot reach
people and transactions occurring outside of its borders. Why
would we need to adjust those principles now?’’

Life, Kierkegaard said, must be lived forward, but it can only be
understood backward.44 Looking backward, of course, we know that
events proved those Unexceptionalists wrong. Though it was surely
difficult to see at the time, the world was changing, and changing
profoundly; settled understandings were becoming unsettled
because of that change. How would Professors U and E have known
that this unsettling was occurring before their very eyes? How would
we know if the world were again changing, unsettling our settled
understandings? In retrospect, it may be easy to identify such seismic
shifts in the legal landscape, phase transitions between different
ordered states of an entire domain of legal thought and practice.
But in prospect, that may not be so easy.

The world, sometimes, does that—changes profoundly. When it
does, settled understandings sometimes change with it. Unless we
think that for some reason this cannot happen again, questions about
the legitimate scope of a nation’s jurisdictional reach cannot rest on
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the notion that those questions are somehow already, and forever,
‘‘settled.’’

Functional Identity
That the world can change so as to unsettle settled principles does

not, of course, mean that it has done so, or that it has done so in ways
that are relevant to the questions at hand. The Unexceptionalists say
that it has not; activity in cyberspace is ‘‘functionally identical to
transnational activity mediated by other means, such as mail or telephone
or smoke signal.’’45

What could that possibly mean? It doesn’t take a great deal of
insight or deep thinking—in fact, it is trivially easy—to come up
with ways in which activity in cyberspace is functionally not identical
to activity in real space. Here are a few, off the top of my head: In
cyberspace, I can communicate an offer to sell some product

● instantaneously (or nearly so)
● at zero marginal cost (or nearly so)
● to several million people (including hundreds of thousands in

Singapore and the United Kingdom)
● with near-zero probability of error in the reproduction or distri-

bution of that offer
● which can be stored, and retrieved, and translated into another

language, by each of the recipients (instantaneously, and at zero
marginal cost)—each of whom has the capability to respond to
my offer (instantaneously, and at zero marginal cost).

I surely cannot do all that—I cannot engage in a transaction having
all of those features—using mail, telephones, or smoke signals.

The Unexceptionalists are intelligent and sophisticated thinkers;
how could they possibly think that activity in communication in
cyberspace is ‘‘functionally identical’’—not, mind you, merely
‘‘functionally similar,’’ or even ‘‘roughly equivalent,’’ but identical—
to real-space communication? What are they talking about?

Asking whether real-space and cyberspace transactions are ‘‘iden-
tical to’’ or ‘‘different from’’ one another is like asking whether life
on land is ‘‘identical to’’ or ‘‘different from’’ life in the ocean. The
answer is that it is, and it must be, simultaneously, both; it depends
entirely on the questions you’re asking.46 The second law of thermo-
dynamics, gravity, and the principle of natural selection work identi-
cally in the two environments; the mechanics of sound propagation,
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buoyancy, and chemical diffusion do not. For the purpose of answer-
ing some questions (e.g., about the mechanics of genetic recombina-
tion in mammals, or energy transmission within food webs, or the
relative advantages of sexual and asexual reproduction), we ignore
the differences between the two environments and lump terrestrial
and oceanic organisms together. For the purpose of answering other
questions (e.g., about social communication within animal popula-
tions, or the mechanics of oxygen transport, or the design of the
mammalian forelimb), we must distinguish between terrestrial and
oceanic organisms, because for these purposes the two environments
are very different indeed.

It is true that events and transactions in real space and cyberspace
are identical in many ways and can be treated identically for many
purposes. Transactions between human beings are still transactions
between human beings, whether they take place by e-mail, postcard,
telegraph, or smoke signal, and whatever it is that motivates human
beings to engage in one transaction or another—love, hate, greed,
curiosity, fear, and the rest—remains the same, on or off the Internet.
A dollar is still a dollar, whether it is earned by a seller of goods
from a showroom transaction or a transaction at www.i’vegotstuff-
forsale.com. Digitalbook.com and Analogbooks will thus have many
identical characteristics. Digitalbook.com, like Analogbooks, pro-
vides a forum in which buyers and sellers can exchange consider-
ation for goods; a system for making sure that those goods get
shipped from seller to buyer after a transaction is consummated;
rules for identifying the winners and losers of individual auctions;
and means for obtaining payment for its services, accounting for
those payments, and transferring money to its suppliers.

Questions, too, therefore, about how Digitalbook.com and Analog-
books spend the money they earn—questions, say, about the in-
vestment strategies of book dealers, and the laws regulating those
investment strategies—can surely lump cyberspace and real-space
earnings together.

However, it is also true that events and transactions in real space
and cyberspace are not identical in many other ways. Transactions
in cyberspace, for example, can take place at much greater physical
remove; they are consummated by means of the movement of bits
rather than atoms; they are digitally encoded; they are unaffected
by the participants’ senses of smell; they are embedded in and medi-
ated by computer software; they travel at the speed of light, . . .
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Transactions in cyberspace involve real people in one territo-
rial jurisdiction either (a) transacting with real people in other
territorial jurisdictions or (b) engaging in activity in one juris-
diction that causes real-world effects in another territorial
jurisdiction. To this extent, activity in cyberspace is functionally
identical to transnational activity mediated by other means, such
as mail or telephone or smoke signal.47

Now I get it: to that extent, but only to that extent, cyberspace and
real-space transactions are identical. To the extent that our question
requires us to ask whether ‘‘real people [are] transacting with [other]
real people in other territorial jurisdictions,’’ we can ignore the dis-
tinctions between cyberspace and real-space transactions. And to
the extent that our question requires us to ask something else—
whether, say, they involve bits and software, and instantaneous
communication with enormous numbers of people across the global
network, and so forth—they’re not.

The question we need to be addressing, then, is this one: are
Digitalbook.com’s and Analogbooks’ transactions identical—or, at
least, sufficiently similar—to one another with respect to the relevant
principles of international choice of law and prescriptive jurisdiction? If
so, it is reasonable to ignore the many differences between them; if
not, it is not.

Scale

To the Unexceptionalist, Digitalbook.com’s and Analogbooks’
transactions are identical with respect to these principles. The issues
raised by application of the relevant principles of international law
and prescriptive jurisdiction to Digitalbook.com’s cyberspace trans-
actions, they say,

are no more complex than the same issues in real space. They
also are no more complex or challenging than similar issues pre-
sented by increasingly prevalent real-space events such as airplane
crashes, mass torts, multistate insurance coverage, or multinational
commercial transactions, all of which form the bread and butter
of modern conflict of laws. Indeed, they are no more complex
than a simple products liability suit arising from a two-car
accident among residents of the same state, which can impli-
cate the laws of several states, including the place of the
accident, the states where the car and tire manufacturers
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are headquartered, the states where the car and tires were
manufactured, and the state where the car was purchased.48

This may well be true; Digitalbook.com’s sale of an individual
book to a customer in Singapore, in isolation, is no more ‘‘complex
or challenging’’ as a matter of international law than Analogbooks’
sale of the same book to the same customer.

To stop the analysis there, however, is to miss the forest for the
trees. A rose is a rose is a rose; 3 roses, or 300 roses—a garden—is
a different, a more ‘‘complex and challenging,’’ phenomenon. Scale
matters; the engineers and the biologists know this. Network proto-
cols that can manage a thousand transactions may not be able to
handle a million, or a billion. The tree is one thing; the forest, though
it is nothing more than a large number of trees, is another, more
‘‘complex and challenging,’’ thing. The movement of a single clump
of dirt down a slope is one thing; an avalanche, though it is nothing
more than the movement of lots of individual pieces of dirt down
a slope, is another, more ‘‘complex and challenging,’’ event.49 The
motion of a single pendulum—which has been understood with
great precision since Galileo’s day—is one thing; connect a number
of pendulums together—connect their shafts together with small
springs, for example, or with bits of string—and you have a much
more ‘‘complex and challenging’’ phenomenon.50

You get the idea: the anthill is more ‘‘complex and challenging’’
than the ant. Ignoring the anthill when making rules for the ant—
ignoring the ways in which the individual ant’s behavior is
embedded within a complex system of large numbers of other
individuals—would be odd indeed.51

Therefore, although Digitalbook.com and Analogbooks each may
be doing the ‘‘same’’ things, the systems within which they operate
are not necessarily the same as a consequence of that identity. Scale
matters. Differences in degree sometimes become differences in kind;
quantitative changes can become qualitative changes.52 Rules and
principles that may be quite reasonable at one scale may become
incoherent and unreasonable at another.

To take an example of the ways in which the scale of activities in
cyberspace can unsettle settled legal principles, consider the follow-
ing. In 1995, Dennis Erlich, a former-minister-turned-critic of the
Church of Scientology, took the texts of a number of works authored
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by Scientology founder L. Ron Hubbard and, using the services of
Netcom Online Communication Services, Inc., distributed them to
the Usenet newsgroup alt.religion.scientology. Netcom, for its part,
reproduced each of those documents dozens, perhaps hundreds or
thousands, of times in the course of transmitting Erlich’s messages
(and the files he included in those messages) to other Usenet sites.
Hubbard’s works are protected by U.S. copyright law, and the owner
of the copyright in Hubbard’s works—Religious Technology Cen-
ter—appeared in Judge Ronald Whyte’s courtroom in the Northern
District of California to enjoin Netcom’s violation of its statutory
rights.53

Judge Whyte, I think it fair to say, found this case somewhat
unsettling. On the one hand, one would be hard-pressed to find a
case in the federal reporters in which the law, and the application
of the law to particular facts, were more straightforward than in
this one. There was a nice, ‘‘settled’’ principle of law to work with:
it is an infringement of copyright to ‘‘reproduce’’ a copyrighted
work of authorship ‘‘in copies’’ without the copyright holder’s
authorization.54 Netcom, it was hard to deny, had done just that. It
was true, of course, that Netcom didn’t know that it was making
copies of the copyrighted works;55 that the ‘‘copies’’ it made were
merely transient arrangements of bits on its disk drives;56 that it
had not taken any ‘‘affirmative action’’ other than ‘‘installing and
maintaining a system whereby software automatically forwards
messages received from subscribers onto the Usenet, and temporar-
ily stores copies on its system’’ to carry out its copying activities;57

and that it was only doing exactly what thousands of other Usenet
servers around the globe were doing with the documents that Erlich
had posted.58

All true, and all, under the settled law of 1995, irrelevant. The
Copyright Act is a ‘‘strict liability statute;’’59 because infringement
‘‘does not require intent or any particular state of mind,’’60 whether
Netcom knew of the infringing nature of the messages it was trans-
mitting didn’t matter. There was, similarly, ‘‘no question,’’61 given
a recent Ninth Circuit decision squarely on point,62 that the transient
collections of bits on Netcom’s disk drives constituted ‘‘copies’’
within the meaning of the Copyright Act;63 that while the infringing
messages remained on Netcom’s system ‘‘for at most eleven days,’’
they were ‘‘sufficiently ‘fixed’ to constitute copies under the Copy-
right Act;’’64 that while one could argue that ‘‘there should still be
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some element of volition or causation’’65 in a copyright claim, there
was no such element; and that, finally, there was no ‘‘lots of other
people are doing what I’m doing, so you should not hold me liable’’
defense established in copyright law.

On the other hand, imposing liability on Netcom for these activi-
ties somehow ‘‘does not make sense,’’66 in Judge Whyte’s words.
The individual acts on the basis of which Netcom was charged with
infringement were ‘‘functionally identical’’ to any number of things
we had seen before; after all, whether you’re operating a photocopy-
ing machine, or a CD-burner, or a Usenet server, you’re just ‘‘making
a copy of a document,’’ hardly an unfamiliar activity. But the system
within which those acts were embedded had changed, and applica-
tion of the settled law to the aggregate of those individual actions
somehow needed to change along with it. The file storage and repro-
duction activities in which Netcom was engaged were ‘‘necessary
to having a working system for transmitting Usenet postings to and
from the Internet.’’67 If Netcom were deemed liable for copyright
infringement, ‘‘any storage of a copy that occurs in the process of
sending a message to the Usenet [would be] an infringement,’’68 and
‘‘every single Usenet server in the worldwide link of computers
transmitting Erlich’s message to every other computer’’69 would be
liable. Carried to its ‘‘natural extreme’’70—scaled up, we might say—
application of settled law in this case ‘‘would lead to unreasonable
liability.’’71 It ‘‘does not make sense,’’ Judge Whyte wrote, to ‘‘adopt
a rule that could lead to the liability of countless parties whose role
in the infringement is nothing more than setting up and operating
a system that is necessary for the functioning of the Internet.’’72 A
theory of infringement that would hold every Internet server worldwide
liable for activities that each of them was undertaking thousands of
times a second was not ‘‘workable.’’73 Because there was no ‘‘meaning-
ful distinction . . . between what Netcom did and what every other
Usenet server does,’’74 Judge Whyte found that Netcom ‘‘cannot be
held liable for direct infringement.’’75

Settled law, in other words, didn’t scale. So Judge Whyte unset-
tled it.

Effects

A nation’s right to control events within its territory and to
protect its citizens permits it to regulate the local effects of
extraterritorial act. . . .76
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Figure 1

Prevailing concepts of territorial sovereignty permit a nation
to regulate the local effects of extraterritorial conduct even if this
regulation produces spillover effects in other jurisdictions,
[and] such spillover effects are a commonplace consequence
of the unilateral application of any particular law to transna-
tional activity in our increasingly interconnected world.77

We live in a world of interconnected and geographically complex
causes and effects; a butterfly flapping its wings in Beijing can change
weather patterns in New York; the presence of poisons in the soil
in Central Asia can affect the abundance of fish in the Gulf of Mexico;
a local currency trader, or bolt manufacturer, in Hong Kong can
cause the crash of markets, or automobiles, in Frankfurt.

Imagine for the moment something we might call an ‘‘effects
map.’’ To construct such a map, we mark the location of every event
taking place at any specific moment the ‘‘effects’’ of which will be
felt in, say, Singapore. An ‘‘effects map’’ would look something like
the familiar nighttime satellite images of ‘‘The Earth from Space’’
(see Figure 1); each point of light on the effects map, however, would
represent not an actual source of illumination but rather the location
of an event or transaction whose effects were felt by some person,
or institution, in Singapore.

Consider an effects map depicting a moment in, say, 1450. Inas-
much as the effects of most activity taking place in 1450 declined

84



Against ‘‘Against Cyberanarchy’’

rapidly with increasing geographical distance, most events or trans-
actions having an effect in Singapore would themselves take place
in, or around, Singapore. Our effects map would therefore show the
territory around Singapore as a dense concentration of points, a
small patch of intense light, with the remainder of the globe in
almost total darkness.

An effects map for 1950 would undoubtedly show greater relative
‘‘brightness’’ outside of Singapore’s borders, reflecting changes in
communication and transportation technologies over the past sev-
eral centuries and increased numbers of border-crossing events and
transactions with widely dispersed geographical effects—‘‘airplane
crashes, mass torts, multistate insurance coverage, or multinational
commercial transactions.’’78

But the 1950 map would, I submit, retain its geographical coher-
ence because the effects of most human activity in 1950, notwith-
standing ‘‘mail, the telephone, and smoke signals,’’ remained geo-
graphically constrained. There would still be a bright cluster of
points down on the southern tip of the Malaysian peninsula. Even
if Singapore’s actual political boundaries were omitted from our
effects map, we would probably be able to reconstruct those bound-
aries with reasonable accuracy without too much trouble, on the
basis of this patch of relative brightness alone.

However, an effects map plotting events and transactions taking
place today in cyberspace would look very different from this. A
plot of the location of all events and transactions taking place in
cyberspace that have an effect on persons and property in Singapore
will have virtually no geographical structure at all; points of light
will be wildly scattered about the map, seemingly at random. It’s a
cliché, but it’s true nonetheless: On the global network all points
are (virtually) equidistant from one another, irrespective of their
location in real space, and the effects of the butterfly on the Web
site in Beijing can be felt as strongly in Philadelphia as in Shanghai.
All transactions in cyberspace are potentially border-crossing, all
have geographically indeterminate effects, all resemble the ‘‘airplane
crashes, mass torts, multistate insurance coverage, and multinational
commercial transactions’’ of real space. We would have much, much
more trouble reconstructing Singapore’s actual boundaries from a
map limited to cyberspace events and transactions in 2002 than from
any of our previous maps.
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With respect to the ‘‘Effects Principle’’ at the heart of the Unexcep-
tionalist argument—the principle that ‘‘a nation’s right to control
events within its territory and to protect its citizens permits it to
regulate the local effects of extraterritorial acts’’79—the world has
changed, rather dramatically. Border-crossing events and transac-
tions, previously at the margins of the legal system and of sufficient
rarity to be cabined off into a small corner of the legal universe—
‘‘airplane crashes, mass torts, multistate insurance coverage, or mul-
tinational commercial transactions’’—have migrated, in cyberspace,
to the core of that system.

A world in which virtually all events and transactions have border-
crossing effects is surely not ‘‘functionally identical’’ to a world in
which most do not, at least not with respect to the application of a
principle that necessarily requires consideration of the distribution
of those effects. A world in which the Effects Principle returns the
result ‘‘No Substantial Effects Outside the Borders’’ when applied
to the vast majority of events and transactions is not ‘‘functionally
identical’’ to a world in which application of the same principle to
the vast majority of events and transactions returns the opposite
result. A world in which, on occasion, bullets are fired from one
jurisdiction into another80 is not ‘‘functionally identical’’ to a world
in which all jurisdictions are constantly subjected to shrapnel from
a thousand different directions.

To paraphrase Judge Whyte: carried to its ‘‘natural extreme,’’81

application of the (settled) Effects Principle is not ‘‘workable.’’82 Like
Judge Whyte, I ‘‘cannot see any meaningful distinction . . . between
what [Digitalbook.com does] and what every other [Web site
does],’’83 and I think that subjecting all Web sites to dozens, or
perhaps hundreds, of different and possibly conflicting legal regimes
‘‘does not make sense.’’84 Like Judge Whyte, I ‘‘do not find work-
able’’85 a theory of prescriptive jurisdiction that would hold Digital-
book.com (and all Web site operators) responsible for complying,
simultaneously, with the laws of all jurisdictions worldwide. Like
Judge Whyte, I think that, ‘‘carried to its natural extreme,’’86 the
Effects Principle leads to ‘‘unreasonable liability.’’87

Consent
If governments ‘‘deriv[e] their just powers from the consent of the

governed,’’88 how can Singapore, or England, legitimately exercise
lawmaking power over Digitalbook.com?
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The Unexceptionalists are not unduly troubled by this question,
because settled principles of international law have already resolved
it. While consent may be a prerequisite for the legitimate exercise
of private power, it is, apparently, no longer a prerequisite for the
legitimate exercise of governmental power.89 Thus, Goldsmith writes,
it is an ‘‘uncontested assumption’’ of the international legal order
that the need to demonstrate consent to assertions of sovereign
power ‘‘begins from the premise that in its absence, national regulation
of local effects is a legitimate incident of sovereignty,’’90 that ‘‘in the
absence of consensual international solutions, prevailing concepts of
territorial sovereignty permit a nation to regulate the local effects of extrater-
ritorial conduct.’’91

The Effects Principle itself, in other words, is, as a normative
matter, a source of sovereign authority, independent of the consent
of the governed; transactions ‘‘can legitimately be regulated [by] the
jurisdictions where significant effects of the transaction are felt’’92

whether or not the parties engaged in or affected by those transac-
tions have consented to the application of the laws of those
jurisdictions.

Though I find this view of the relationship between the Consent
Principle and the Effects Principle normatively unappealing, this is
not the place to engage in that argument. Though I happen to believe,
contra Goldsmith et al., that the former principle should take prece-
dence over the latter in the event of a conflict between them, I raise
the issue here merely to suggest that scale may matter here as well,
that the way we resolve this conflict at one scale, in the conditions
of real space, does not necessarily dictate how we should resolve it
at a different scale, in cyberspace. I suggest, in other words, that
cyberspace is, for these purposes and with respect to this ques-
tion, different.

Consider an expanding balloon. Molecules at the surface of the
balloon are giving off prodigious amounts of heat (per molecule) as
the energy from the inrushing air causes some of the bonds between
the balloon’s atoms to shear apart (releasing small quanta of energy
in the form of heat). The expanding surface rubs up against outside
air molecules, causing the production and release of more heat
through friction. Fortunately for whoever is holding the balloon, not
all molecules are exploding in this way, or the balloon would quickly
become too hot to handle.
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The legal system is the balloon. There has been friction at the
surface, border-crossing events and transactions—‘‘airplane crashes,
mass torts, multistate insurance coverage, or multinational commer-
cial transactions’’—where the Consent Principle and the Effects Prin-
ciple collide, setting off small explosions. As long as these remain
on the surface—at the margin—the system as a whole is stable. If,
however, these collisions start to occur throughout the entire volume
of the balloon, no longer confined to a narrow band at the surface,
the heat generated becomes overwhelming and the balloon explodes.

All conduct in cyberspace has geographically far-flung effects on
people and institutions around the world; on this Unexceptionalists
and Exceptionalists agree. In cyberspace, there will continually be
conflicts between a principle that permits sovereigns to regulate on
the basis of those effects, and a principle that sovereigns can only
regulate where they have the consent of the regulated. The ‘‘prevail-
ing concepts of territorial sovereignty’’ evolved in a world in which
these explosions between the Effects Principle and the Principle of
Consent only presented themselves at the margins of the legal sys-
tem, impacting a relatively small number of transactions. A world
in which all actors, and all transactions, at all times, are subject to rules
to which they have not consented, is not ‘‘functionally identical’’ to
that world. We have a different problem before us now.

Conclusion

‘‘Against Cyberanarchy’’ has been one of the most influential and
oft-cited pieces in the cyberspace law canon.93 I remain, however,
unpersuaded, an unrepentant Exceptionalist. I think it does matter
that Digitalbook.com is ‘‘in cyberspace’’; I think that the questions
raised by its conduct are indeed different, and more difficult, than
the analogous questions raised by its real-space counterpart; and I
do not believe that we can resolve the jurisdictional dilemmas posed
by Digitalbook.com’s transactions by applying the ‘‘traditional legal
tools’’ developed for similar problems in real space.

The problem of ‘‘jurisdiction,’’ as generations of law students can
testify, can glaze over even the most attentive eyes. At its core,
though, it reaches fundamental questions of order and legitimacy;
lest we forget, we fought a revolution over the ‘‘jurisdiction to pre-
scribe.’’94 Cyberspace should give us pause. I am not quite ready to
throw in the towel just yet. Settled law, and received principles, are
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worthy of respect; but at times they need to be reconsidered. This
is one of those times.

89





5. The Shift Toward ‘‘Targeting’’ for
Internet Jurisdiction

Michael Geist

The Internet has no territorial boundaries. To paraphrase
Gertrude Stein, as far as the Internet is concerned, not only
is there perhaps ‘no there there,’ the ‘there’ is everywhere
where there is Internet access.1

Judge Nancy Gertner, Digital Equipment Corp. v. Altavista
Technology, Inc., 1997

We order the company YAHOO! Inc. to take all measures
to dissuade and make impossible any access via Yahoo.com
to the auction service for Nazi objects and to any other site
or service that may be construed as constituting an apology
for Nazism or contesting the reality of Nazi crimes. . . .2

Judge Jean-Jacques Gomez, UEJF et LICRA v. Yahoo! Inc. et
Yahoo France, May 2000

Introduction

As business gravitated to the Internet in the late 1990s, concern
over the legal risks of operating online quickly moved to the fore,
as legal issues inherent in selling products, providing customer ser-
vice, or simply maintaining an information-oriented Web site began
to emerge.3 Certain legal risks, such as selling defective products
or inaccurate information disclosure, were already well-known to
business, as these risks are encountered and addressed daily in the
offline world.4

The unique challenge presented by the Internet is that compliance
with local laws is rarely sufficient to assure a business that it has
limited its exposure to legal risk. Since Web sites are instantly accessi-
ble worldwide, the prospect that a Web site owner might be haled

91



WHO RULES THE NET?

into a courtroom in a far-off jurisdiction is much more than a mere
academic exercise. It is a very real possibility.5 Businesses seeking
to embrace the promise of a global market at the click of a mouse
must factor into their analysis the prospect of additional compliance
costs and possible litigation.

The risks are not limited to businesses. Consumers anxious to
purchase online must also balance the promise of unlimited choice,
greater access to information, and a more competitive global market-
place with the fact that they may not benefit from the security nor-
mally afforded by local consumer protection laws. Although such
laws exist online, just as they do offline, their effectiveness is severely
undermined if consumers do not have recourse within their local
court system or if enforcing a judgment requires further proceedings
in another jurisdiction.6

Moreover, concerns over the legal risks created by the Internet
extend beyond commercial activities. Public interest information-
based Web sites on controversial topics may face the prospect of
prosecution in far-away jurisdictions despite their legality within
the home jurisdiction.7 Meanwhile, anonymous posters on Internet
chat sites face the possibility that the target of their comments will
launch a legal action aimed at uncovering their anonymous guise.8

In International Shoe Co. v. Washington, the Supreme Court outlined
the contemporary basis for jurisdiction.9 Under International Shoe, a
court can exercise personal jurisdiction over a nonresident defendant
if that defendant has ‘‘certain minimum contacts with [the forum]
such that the maintenance of the suit does not offend ‘traditional
notions of fair play and substantial justice.’’’10 The minimum contacts
standard serves two purposes: protecting defendants from burden-
some litigation and ensuring that states do not reach too far beyond
their jurisdictional limits.11

‘‘Minimum contacts’’ have been defined as ‘‘conduct and connec-
tion with the forum . . . such that [the defendant] should reasonably
anticipate being haled into court there.’’12 A defendant’s contacts are
sufficient to satisfy the minimum contacts standard where they are
‘‘substantial’’ or ‘‘continuous and systematic,’’ such that the defen-
dant ‘‘purposefully avail[ed] itself of the privilege of conducting
activities within the forum State, thus invoking the benefits and
protections of its laws.’’13 The plaintiff has the burden of showing
that the defendant took action ‘‘purposefully directed’’ at the forum
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and that the cause of action arises from this action.14 A defendant
‘‘purposefully avails’’ himself of jurisdiction when ‘‘the contacts
proximately result from actions by the defendant himself that create
a ‘substantial connection’ with the forum State.’’15

In determining whether the exercise of jurisdiction comports with
notions of fair play and substantial justice, a court must balance
several factors: (a) the extent of a defendant’s purposeful interjection,
(b) the inconvenience to the defendant of defending in that forum,
(c) the extent of conflict with the sovereignty of the defendant’s
state, (d) the forum state’s interest in adjudicating the dispute, (e) the
interstate judicial system’s interest in the efficient resolution of con-
flicts, (f) the plaintiff’s interest in obtaining convenient and effective
relief, and (g) the existence of an alternative forum.16

As courts struggled to adapt this jurisdictional framework to the
Internet, a Pennsylvania district court case, Zippo Manufacturing v.
Zippo Dot Com, Inc. emerged as the leading Internet jurisdiction
case.17 In the Zippo framework, commonly referred to as the passive-
vs.-active test, courts gauge the relative interactivity of a Web site
to determine whether assertion of jurisdiction is appropriate. At one
end of the spectrum lie ‘‘passive’’ Web sites—minimally interactive
information-based Web sites.18 At the other end of the spectrum lie
‘‘active’’ Web sites, which feature greater interactivity and end-user
contacts.19 The Zippo test suggests that jurisdictions of Web site users
should refrain from asserting authority over passive sites based in
a distant locality, while jurisdiction over active sites is appropriate.

In light of the various standards being applied by courts in estab-
lishing jurisdictional rights in the online environment, this chapter
examines the effectiveness of the current approaches and recom-
mends possible reforms. I argue that the passive-vs.-active test estab-
lished in Zippo has, with time, become increasingly outdated and
irrelevant. I argue instead for the adoption of a three-factor targeting
test that includes analysis and knowledge of contract, technology,
and jurisdictional effects as the standard for assessing Internet juris-
diction claims.

The next section contains a review of recent Internet jurisdiction
jurisprudence in both the United States and Canada, beginning with
the development of and subsequent approval of the Zippo passive-
vs.-active test. It identifies the subtle changes that have been occur-
ring since late 1999 as courts have begun to find the Zippo test
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too constraining and have shifted their analysis toward an effects-
based paradigm.

Having argued that the Zippo test should be replaced, the conclud-
ing section presents an alternative. It proposes a targeting-based test
for Internet jurisdiction that is supported by the growing acceptance
of targeting in both case law and international policy levels. The
section then advocates the adoption of a three-factor approach to
targeting that includes assessments of any contractual provisions
that address choice-of-forum or choice-of-law concerns, the techno-
logical measures employed to identify the targeted jurisdiction, and
the actual or implied knowledge of the Web site operator with
respect to targeted jurisdictions.

The Rise and Fall of the Zippo Test

Since 1996, United States courts have regularly faced litigation
that includes an Internet jurisdiction component. As courts grapple
with the issue, the jurisprudence has shifted first toward the Zippo
passive-vs.-active test, then more recently toward an effects-based
test with elements of targeting analysis.

The Emergence of the Zippo Passive-vs.-Active Test

The first North American application of jurisdictional principles
to the Internet traces back to 1996 and Inset Systems, Inc. v. Instruction
Set, Inc., a Connecticut district court case.20 In this instance, Inset
Systems, a Connecticut company, brought a trademark infringement
action against Instruction Set, a Massachusetts company, arising out
of its use of the domain name ‘‘Inset.com.’’21 Instruction Set used
the domain name to advertise its goods and services on the Internet,
a practice to which Inset objected since it was the owner of the
federal trademark ‘‘Inset.’’22 The legal question before the court was
one of jurisdiction. Did Inset’s conduct meet the minimum contacts
standard outlined by the United States Supreme Court in World-
Wide Volkswagen?23 Did Instruction Set’s activity, the establishment
of a Web site, properly bring it within the jurisdiction of Connecticut
under that state’s long-arm statute?

The Inset court concluded that it could properly assert jurisdiction,
basing its decision on Instruction Set’s use of the Internet.24 Likening
the Internet to a continuous advertisement, the court reasoned that
Instruction Set had purposefully directed its advertising activities
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toward Connecticut on a continuous basis and therefore could rea-
sonably have anticipated being sued there.25

The court’s decision was problematic for several reasons. First, its
conclusion that creating a Web site amounts to a purposeful avail-
ment of every jurisdiction distorts the fundamental principle of juris-
diction.26 Second, the court did not analyze the Internet itself but
merely drew an analogy between the Internet and a more traditional
media form, in this case a continuous advertisement.27 If the court
was correct, every court, everywhere, could assert jurisdiction where
a Web site was directed toward its forum. This decision would stifle
future Internet growth, as would-be Internet participants would be
forced to weigh the advantages of a presence on the Internet with
the potential of being subject to legal jurisdiction throughout the
world. Third, the court did not assess Instruction Set’s actual activity
on the Internet.28 The mere use of the Internet was sufficient for the
Inset court to establish jurisdiction.29 In fact, the court acknowledged
that Instruction Set did not maintain an office in Connecticut nor
did it have a sales force or employees in the state.30

A more complete analysis of the underlying facts would have
included an assessment of precisely what was happening on the
Internet. Was Instruction Set selling products directly to people in
Connecticut through its Web site? Was it providing a service directly
through its Web site? Was it actively soliciting the participation
of potential users by encouraging correspondence? What was the
approximate number of Connecticut users who actually accessed
the Web site? Asking these and similar questions would have pro-
vided the court with a much stronger basis for holding that Instruc-
tion Set had purposefully directed its activity toward Connecticut.

Although several U.S. cases followed the Inset approach,31 a New
York district court case stands out as an important exception.32 The
Blue Note was a small Columbia, Missouri, club operated by Richard
King. King promoted his club by establishing a Web site that
included information about the club, a calendar of events, and ticket-
ing information.33 New York City was also home to a club named
the Blue Note, this one operated by the Bensusan Restaurant Corpo-
ration, which owned the federal trademark to the name.34 King was
familiar with the New York Blue Note as he included a disclaimer
on his Web site that stated: ‘‘The Blue Note’s Cyberspot should not
be confused with one of the world’s finest jazz club[s], [the] Blue
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Note, located in the heart of New York’s Greenwich Village. If you
should find yourself in the Big Apple give them a visit.’’35

Within months of the establishment of King’s Blue Note Web site,
Bensusan brought a trademark infringement and dilution action in
New York federal court.36 Once again, the court faced the question
of personal jurisdiction in a trademark action arising out of activity
on the Internet. Unlike the court in the Inset line of cases, however,
the Bensusan court considered the specific uses of the Web site in
question. It noted that King’s Web site was passive rather than active
in nature—several affirmative steps by a New York resident would
be necessary to bring any potentially infringing product into the
state.37 Specifically, tickets could not be ordered online, so that any-
one wishing to make a purchase would have to telephone the box
office in Missouri, only to find that the Missouri club did not mail
tickets.38 The purchaser would have to travel to Missouri to obtain
the tickets.39 Given the level of passivity, the court ruled that the
Web site did not infringe Bensusan’s trademark in New York.40 The
court argued ‘‘the mere fact that a person can gain information on
the allegedly infringing product is not the equivalent of a person
advertising, promoting, selling or otherwise making an effort to
target its product in New York.’’41

The Bensusan decision, which the Court of Appeals for the Second
Circuit affirmed in September 1997,42 provided an important step
toward the development of deeper legal analysis of Internet activity.
Although the decision did not attempt to reconcile Inset and its
progeny, it provided the groundwork for a new line of cases.43 Not-
withstanding the Bensusan decision, by the end of 1996 the majority
of Internet-related decisions evidenced little genuine understanding
of activity on the Internet. Rather, most courts were unconcerned
with the jurisdictional implications of their rulings and instead
favored an analogy-based approach in which the Internet was cate-
gorized en masse.44

In early 1997, a new approach emerged, led by a Pennsylvania
district court decision, Zippo Manufacturing Co. v. Zippo Dot Com,
Inc.45 It was with this decision that courts gradually began to appreci-
ate that activity on the Internet was as varied as that in real space,
and that all-encompassing analogies could not be appropriately
applied to this new medium. Zippo Manufacturing was a Pennsylva-
nia-based manufacturer of the well-known ‘‘Zippo’’ brand of tobacco
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lighters.46 Zippo Dot Com was a California-based Internet news
service that used the domain name ‘‘Zippo.com’’ to provide access
to Internet newsgroups.47 Zippo Dot Com offered three levels of
subscriber service—free, original, and super.48 Those subscribers
desiring the original or super level of service were required to fill
out an online application form and submit a credit card number
through the Internet or by telephone.49 Zippo Dot Com’s contacts
with Pennsylvania occurred almost exclusively on the Internet
because the company maintained no offices, employees, or agents
in the state.50 Zippo Dot Com had some success in attracting Pennsyl-
vania subscribers; at the time of the action, approximately 3,000, or
2 percent of its subscribers, resided in that state.51 Once again, the
issue before the court was one of personal jurisdiction arising out
of a claim of trademark infringement and dilution.52

Rather than using analogies as the basis for its analysis, the court
focused on the prior, somewhat limited Internet case law.53 The court,
which clearly used the Bensusan decision for inspiration, determined
that, although few cases had been decided, the likelihood that per-
sonal jurisdiction can be constitutionally exercised is directly propor-
tionate to the nature and quality of commercial activity that an entity
conducts over the Internet.54

The court proceeded to identify a sliding scale based on Internet
commercial activity:

At one end of the spectrum are situations where a defendant
clearly does business over the Internet. If the defendant enters
into contracts with residents of a foreign jurisdiction that
involve the knowing and repeated transmission of computer
files over the Internet, personal jurisdiction is proper. At the
opposite end are situations where a defendant has simply
posted information on an Internet Web site, which is accessi-
ble to users in foreign jurisdictions. A passive Web site that
does little more than make information available to those
who are interested in it is not grounds for the exercise of
personal jurisdiction. The middle ground is occupied by
interactive Web sites where a user can exchange information
with the host computer. In these cases, the exercise of jurisdic-
tion is determined by examining the level of interactivity
and commercial nature of the exchange of information that
occurs on the Web site.55

Although the court may have conveniently interpreted some ear-
lier cases to obtain its desired result, its critical finding was that the
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jurisdictional analysis in Internet cases should be based on the nature
and quality of the commercial activity conducted on the Internet.
There is a strong argument that before Zippo, jurisdictional analysis
was based on the mere use of the Internet. Courts relying solely on
the inappropriate analogy between the Internet and advertisements
developed a legal doctrine poorly suited to the complexity of Internet
activity. In the aftermath of the Zippo decision, Internet legal analysis
underwent a significant shift in perspective.

Post-Zippo Case Law
In the years following Zippo, the passive-vs.-active approach has

been cited with approval in numerous cases.56 For example, in Cyber-
sell, Inc. v. Cybersell, Inc., the Ninth Circuit considered whether it
could exercise jurisdiction over a Web site containing an allegedly
infringing service mark.57 Both Cybersell Arizona, the owner of the
‘‘Cybersell’’ federal service mark, and Cybersell Florida provided
Internet marketing and consulting services.58 Cybersell Florida’s
presence in Arizona was limited to a Web site advertising its services
and inviting interested parties to contact it for additional informa-
tion.59 The court, in determining the appropriateness of exercising
jurisdiction, noted:

No court has ever held that an Internet advertisement alone
is sufficient to subject the advertiser to jurisdiction in the
plaintiff’s home state. Rather, in each, there has been ‘‘some-
thing more’’ to indicate that the defendant purposefully
(albeit electronically) directed his activity in a substantial
way to the forum state.60

The court followed the Zippo approach by attempting to ascertain
the nature and quality of Cybersell Florida’s Web-based activity.61

The court considered the passive nature of the site, the fact that no
Arizonian other than Cybersell Florida Arizona visited the site, and
the lack of evidence that any Arizonians had entered into a contrac-
tual relationship with Cybersell.62 On these facts, the court concluded
that it could not properly assert jurisdiction in the matter.63

The widespread approval for the Zippo test should come as little
surprise. The uncertainty created by the Internet jurisdiction issue
led to a strong desire for a workable solution that provided a fair
balance between the fear of a lawless Internet and one burdened by
overregulation. The Zippo test seemed the best available alternative.
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This is particularly true in light of the Inset line of cases, which
illustrated that the alternative might well be the application of
jurisdiction by any court, anywhere. The court in Neato v. Stomp
L.L.C., a 1999 federal court case in California, aptly summarized the
potentially competing policy positions of consumers and businesses:
protecting consumers and encouraging the development of Internet
commerce, respectively.64 The court chose to side squarely with con-
sumers, noting that businesses can choose to sell their goods only
to consumers in a particular geographic location:

When a merchant seeks the benefit of engaging in unlimited
interstate commerce over the Internet, it runs the risk of
being subject to the process of the courts of those states.65

The Zippo passive-vs.-active test is grounded in traditional juris-
dictional principles. The analysis conducted as part of the test draws
heavily from a foreseeability perspective, which suggests that it is
not foreseeable for the owner of a passive Web site to face the
prospect of being sued in multiple jurisdictions worldwide. Con-
versely, as the court in Neato recognized, the active e-commerce Web
site owner must surely foresee the possibility of disputes arising in
other jurisdictions and recognize that those courts are entitled to
protect local residents by applying local law and asserting
jurisdiction.

Most important, however, in an emphatic repudiation of the
‘‘Internet as a separate jurisdiction[al]’’ approach, the Zippo case
made it explicit that local law still applies to the Internet. Although
it is at times difficult to discern precisely whose law applies, there
is little doubt that at least one jurisdiction, if not more, can credibly
claim jurisdiction over any given Internet dispute. With this principle
in hand, the Zippo court sent a clear signal to the Internet community:
courts were willing to establish a balanced approach to Internet
jurisdiction.

The Shift Away from Zippo

Despite the widespread acceptance of the Zippo doctrine (and
indeed the export of the test to foreign countries, including Canada),
limitations of the test began to appear late in 1999. In fact, closer
examination of the case law indicates that by 2002 many courts
were no longer strictly applying the Zippo standard, but were using
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other criteria to determine when assertion of jurisdiction was
appropriate.66

A number of judgments reflect that courts in the United States have
moved toward a broader, effects-based approach when deciding
whether or not to assert jurisdiction in the Internet context. Under
this new approach, rather than examining the specific characteristics
of a Web site and its potential impact, courts focused their analysis
on the actual effects that the Web site had in the jurisdiction regard-
less of whether the site might be characterized as passive or active.
Indeed, courts are now relying increasingly on the effects doctrine
established by the Supreme Court in Calder v. Jones.67

The effects doctrine holds that personal jurisdiction over a defen-
dant is proper when the defendant’s intentional tortious actions,
expressly aimed at the forum state, cause harm to the plaintiff in
the forum state, harm that the defendant knows is likely to be suf-
fered.68 In Calder, a California entertainer sued a Florida offline pub-
lisher for libel in a California district court.69 In ruling that personal
jurisdiction was properly asserted, the Court focused on the effects
of the defendant’s actions.70 Reasoning that the plaintiff lived and
worked in California, spent most of her career in California, suffered
injury to her professional reputation in California, and suffered emo-
tional distress in California, the Court concluded that the defendant
had intentionally targeted a California resident and thus it was
proper to sue the publisher in that state.71

The application of the Calder test can be seen in the Internet context
in Blakey v. Continental Airlines, Inc.,72 an online defamation case
involving an airline employee. The employee filed suit in New Jersey
against her coemployees, alleging that they published defamatory
statements on the employer’s electronic bulletin board, and against
her employer, a New Jersey-based corporation, alleging that it was
liable for the hostile work environment arising from the statements.73

The lower court granted the coemployees’ motion to dismiss the
case for lack of personal jurisdiction and entered summary judgment
for the employer on the hostile work environment claim.74

In reversing the ruling, the New Jersey Supreme Court found that
defendants who published defamatory electronic messages with the
knowledge that the messages would be published in New Jersey
could properly be held subject to the state’s jurisdiction.75 The court
applied the effects doctrine and held that while the actions causing
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the effects in New Jersey were performed outside the state, that did
not prevent the court from asserting jurisdiction over a cause of
action arising out of those effects.76

The broader effects-based analysis has moved beyond the defama-
tory tort action at issue in Calder and Blakey to a range of disputes
including intellectual property and commercial activities. On the
intellectual property front, Nissan Motor Co. Ltd. v. Nissan Computer
Corp.77 typifies the approach. The plaintiff, an automobile manufac-
turer, filed a complaint in a California district court against a Massa-
chusetts-based computer seller. Prompting the complaint was an
allegation that the defendant altered the content of its ‘‘nissan.com’’
Web site to include a logo that was similar to the plaintiff’s logo
and links to automobile merchandisers and auto-related portions of
search engines.78 In October 1999, the parties met to discuss the
possibility of transferring the ‘‘nissan.com’’ domain name.79 These
negotiations proved unsuccessful.80 The defendant brought a motion
to dismiss for lack of personal jurisdiction and improper venue,
and the plaintiff brought a motion for a preliminary injunction in
March 2000.81

In considering the defendant’s motion, the court relied on the
effects doctrine, ruling that the defendant had intentionally changed
the content of its Web site to exploit the plaintiff’s goodwill and to
profit from consumer confusion.82 Moreover, since the plaintiff was
based in California, most of the harm was suffered in the forum
state.83 The court rejected the defendant’s argument that it was not
subject to personal jurisdiction because it merely operated a passive
Web site.84 Although the defendant did not sell anything over the
Internet, it derived advertising revenue through the intentional
exploitation of consumer confusion.85 That fact, according to the
court, satisfied the Cybersell requirement of ‘‘something more,’’ in
that it established that the defendant’s conduct was deliberately and
substantially directed toward the forum state.86

Courts have also refused to assert jurisdiction in a number of cases
in which insufficient commercial effects were found. For example,
in People Solutions, Inc. v. People Solutions, Inc.,87 the defendant, a
California-based corporation, moved to dismiss a trademark
infringement suit brought against it by a Texas-based corporation
of the same name. The plaintiff argued that the suit was properly
brought in Texas because the defendant owned a Web site that could
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be accessed and viewed by Texas residents.88 The site featured several
interactive pages that allowed customers to take and score perfor-
mance tests, download product demonstrations, and order prod-
ucts online.89

The court characterized the site as interactive but refused to assert
jurisdiction over the matter.90 Relying on evidence that no Texans
had actually purchased anything from the Web site, the court held
that ‘‘personal jurisdiction should not be premised on the mere
possibility, with nothing more, that defendant may be able to do
business with Texans over its Web site.’’91 Instead, the plaintiff had
to show that the defendant had ‘‘purposefully availed itself of the
benefits of the forum state and its laws.’’92

Similarly, in Robbins v. Yutopian Enterprises, Inc.,93 the Maryland
district court acknowledged that the site in question would be char-
acterized as active under a Zippo analysis, yet reasoned that without
a connection between the claim and a specific transaction within the
state, the conclusion that the site in question was active was of
‘‘limited significance.’’

In fact, even courts that cite Zippo with approval increasingly tend
to adapt the passive-vs.-active test to account for alternative factors.
For example, in ALS Scan, Inc. v. Digital Service Consultants, Inc.,94

the Fourth Circuit Court of Appeals addressed an Internet jurisdic-
tion issue by expressly adopting Zippo, yet it applied a jurisdictional
analysis that required (a) direct electronic activity into the state,
(b) with the manifested intent of engaging in business or other
interactions within the state, and (c) that the activity creates, in a
person within the state, a potential cause of action cognizable in the
state’s courts.95 Although the ALS court indicated that it was adopt-
ing the Zippo test, it actually adopted a test that bears far greater
resemblance to an effects- and targeting-based analysis.

Although the case law illustrates that there is no single reason for
the courts to shift away from the Zippo test, a number of themes do
emerge. First, the test simply does not work particularly well in
every instance. For example, with courts characterizing chat room
postings as passive in nature,96 many might be inclined to dismiss
cases involving allegedly defamatory or harassing speech on juris-
dictional grounds. Such speech may often be targeted toward a
particular individual or entity located in a jurisdiction different from
the poster or the chat site itself. Characterizing the act as passive
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does not result in a desirable outcome because the poster knows or
ought to know that the effect of his or her posting will be felt most
acutely in the home jurisdiction of the target. If the target is unable
to sue locally due to a strict adherence to the passive-vs.-active test,
the law might be seen as encouraging online defamatory speech by
creating a jurisdictional hurdle to launching a legal claim.

The Zippo test also falls short when active sites are at issue, as
the courts in People Solutions and Yutopian recognized.98 The People
Solutions court’s request for evidence of actual sales within the juris-
diction illustrates that the mere potential to sell within a jurisdiction
does not necessarily make a Web site active.98 Although the owner
of an active Web site may want to sell within every jurisdiction, the
foreseeability of a legal action is confined primarily to those places
in which actual sales occur. The Zippo test does not distinguish
between actual and potential sales, however, but rather provides
that the mere existence of an active site, a criterion viewed as an
effective proxy for commercial activity, is sufficient to assert
jurisdiction.

The problems with the Zippo test are not limited to inconsistent
and often undesirable outcomes. The test also encourages a perverse
behavior that runs contrary to public policy related to the Internet
and e-commerce. Most countries have embraced the potential of
e-commerce and have adopted policies designed to encourage the
use of the Internet for commercial purposes.99 The Zippo test, how-
ever, potentially inhibits e-commerce by effectively discouraging the
adoption of interactive Web sites. Prospective Web site owners who
are concerned about their exposure to legal liability will rationally
shy away from developing active Web sites because such sites
increase the likelihood of facing lawsuits in far-off jurisdictions.
Instead, the test encourages passive Web sites that feature limited
legal exposure and therefore present limited risk. Since public policy
aims to increase interactivity and the adoption of e-commerce (and,
in doing so, enhance consumer choice and open new markets for
small and medium-sized businesses), the Zippo test acts as a barrier
to that policy approach.

One of the primary reasons for the early widespread support for
the Zippo test was the desire for increased legal certainty for Internet
jurisdiction issues. Although the test may not have been perfect,
supporters thought it offered a clear standard that would allow
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businesses to conduct effective legal risk analysis and make rational
choices with regard to their approach to the Internet.100

In the final analysis, however, the Zippo test simply does not
deliver the desired effect. First, the majority of Web sites are neither
entirely passive nor completely active. Accordingly, they fall into
the ‘‘middle zone,’’ which requires courts to gauge all relevant evi-
dence and determine whether the site is ‘‘primarily passive’’ or
‘‘primarily active.’’ With many sites falling into this middle zone,
legal advisers are frequently unable to provide a firm opinion on
how any given court might judge the interactivity of the Web site.

Second, distinguishing between passive and active sites is compli-
cated by the fact that some sites may not be quite what they seem.
For example, sites that feature content best characterized as passive
may actually be using ‘‘cookies’’ or other data collection technologies
behind the scenes unbeknown to the individual user.101 Given the
value of personal data,102 its collection is properly characterized as
active, regardless of whether it occurs transparently or surrepti-
tiously.103 Similarly, sites such as online chatrooms may appear to
be active, yet courts have consistently characterized such sites as
passive.104

Third, it is important to note that the standards for what constitutes
an active or passive Web site are constantly shifting. When the test
was developed in 1997, an active Web site might have featured little
more than an e-mail link and some basic correspondence functional-
ity. Today, sites with that level of interactivity would likely be
viewed as passive, since the entire spectrum of passive-vs.-active
has shifted upward with improved technology. In fact, it can be
credibly argued that owners of Web sites must constantly reevaluate
their positions on the passive-vs.-active spectrum as Internet technol-
ogy changes.

Fourth, the Zippo test is ineffective even if the standards for passive
and active sites remain constant. With the expense of creating a
sophisticated Web site now easily in excess of $100,000,105 few organi-
zations will invest in a Web site without anticipating some earning
potential. Since revenue is typically the hallmark of active Web sites,
most new sites are likely to feature interactivity and therefore be
categorized as active sites. From a jurisdictional perspective, this
produces an effect similar to that found in the Inset line of cases—
any court anywhere can assert jurisdiction over a Web site because
virtually all sites will meet the Zippo active benchmark.
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In light of the ever-changing technological environment and the
shift toward predominantly active Web sites, the effectiveness of
the Zippo doctrine is severely undermined no matter how it develops.
If the test evolves with the changing technological environment, it
fails to provide much-needed legal certainty. On the other hand, if
the test remains static to provide increased legal certainty, it risks
becoming irrelevant as the majority of Web sites meet the active
standard. In the next section, this chapter will offer an alternative test.

Toward a Trio of Targets
Given the inadequacies of the Zippo passive-vs.-active test and

the primarily offline approach of the effects test, a new standard is
needed to determine jurisdiction over Internet contacts. This section
sketches the components of a targeting test by focusing on three
factors: assessments of any contractual provisions that address
choice-of-forum or choice-of-law concerns, the technological mea-
sures employed to identify the targeted jurisdiction, and the actual or
implied knowledge of the Web site operator with respect to targeted
jurisdictions.

Advantages of a Targeting Approach
The Zippo experience suggests that the new test should remain

technology neutral so as to (a) remain relevant despite ever-changing
Internet technologies, (b) create incentives that, at a minimum, do not
discourage online interactivity, and (c) provide sufficient certainty so
that the legal risk of operating online can be effectively assessed
in advance.

The solution submitted here is to move toward a targeting-based
analysis that could be used by courts to gauge the appropriateness
of asserting jurisdiction and by Internet companies and users to
assess potential jurisdictional risks. Unlike the Zippo approach, a
targeting analysis would seek to identify the intentions of the parties
and to assess the steps taken to either enter or avoid a particular
jurisdiction. Targeting would also lessen the reliance on effects-
based analyses, which may generate some uncertainty because
Internet-based activity can ordinarily be said to cause effects in most
jurisdictions.

A targeting approach is not a novel idea. Several U.S. courts have
factored targeting considerations into their jurisdictional analysis of
Internet-based activities. One of the strongest indications of a move
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toward a targeting test for Internet jurisdiction came in April 2001
in American Information Corp. v. American Infometrics, Inc., a Maryland
district court case.106 Targeting was an important consideration in
the court’s jurisdictional analysis:

In the case at bar, non-customers cannot interact with the
Web site except to submit their contract information to
inquire about available services or jobs, according to Goreff,
and no one from Maryland has ever inquired, or been a
customer of American Infometrics. On a company’s Web site,
neither the ‘‘mere existence of an e-mail link, without more,’’
nor ‘‘receiving . . . an indication of interest,’’ without more,
subjects the company to jurisdiction. The ability of viewers
to ask about the company’s services, particularly in the
absence of any showing that anyone in Maryland has ever
done so, does not subject the company to jurisdiction here.107

Fourth Circuit cases on minimum contacts supported the view
that the American Infometrics Web site did not create jurisdiction
in Maryland. A company’s sales activities focusing ‘‘generally on
customers located throughout the United States and Canada without
focusing on and targeting’’ the forum state did not yield personal
jurisdiction.108 An Internet presence that permits no more than basic
inquiries from Maryland customers, that has never yielded an actual
inquiry from a Maryland customer, and that does not target Mary-
land in any way should not yield personal jurisdiction.109

The importance of targeting also arose in Bell v. Imperial Palace
Hotel/Casino, Inc.,110 as a Missouri district court ruled that it would
not assert jurisdiction over an out-of-state entity with an active Web
site in the jurisdiction after noting that the ‘‘defendant’s business is
not targeted to Missouri residents.’’111

Targeting-based analysis has also become increasingly prevalent
among international organizations seeking to develop global mini-
mum legal standards for e-commerce. The Consumer Protection
Guidelines of the Organisation for Economic Co-operation and
Development refer to the concept of targeting, stating that ‘‘business
should take into account the global nature of electronic commerce
and, wherever possible, should consider various regulatory charac-
teristics of the markets they target.’’112

The American Bar Association (ABA) Global Cyberspace Jurisdic-
tion Project, a global study on Internet jurisdiction released in 2000,
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also recommended targeting as one method of addressing the
Internet jurisdiction issue.113 The report noted—

Entities seeking a relationship with residents of a foreign
forum need not themselves maintain a physical presence in
the forum. A forum can be ‘‘targeted’’ by those outside it
and desirous of benefiting from a connection with it via
the Internet. . . . Such a chosen relationship will subject the
foreign actor to both personal and prescriptive jurisdiction,
so a clear understanding of what constitutes targeting is
critical.114

It is the ABA’s last point—that a clear understanding of what
constitutes targeting is critical—that requires careful examination
and discussion. Without universally applicable standards for assess-
ment of targeting in the online environment, a targeting test is likely
to leave further uncertainty in its wake. For example, the ABA’s
report refers to language as a potentially important determinant for
targeting purposes with the presumption that a site in Greek would
be targeting Greece. That criterion overlooks the fact that the devel-
opment of new language translation capabilities may soon enable
Web site owners to display their sites in the language of their choice,
safe in the knowledge that visitors around the world will read the
content in their own language through the aid of translation
technologies.115

The Targeting Test
Targeting as the litmus test for Internet jurisdiction is only the

first step in the development of a consistent test that provides
increased legal certainty. The second, more challenging step is to
identify the criteria to be used in assessing whether a Web site
has indeed targeted a particular jurisdiction. This article cites three
factors: contracts, technology, and actual or implied knowledge.
Forum selection clauses found in Web site terms of use agreements
or transactional clickwrap agreements allow parties to mutually
determine an appropriate jurisdiction in advance of a dispute. They
therefore provide important evidence as to the foreseeability of being
haled into the courts of a particular jurisdiction. Newly emerging
technologies that identify geographic location constitute the second
factor. These technologies, which challenge widely held perceptions
about the Internet’s architecture, may allow Web site owners to
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target their content by engaging in ‘‘jurisdictional avoidance.’’ The
third factor, actual or implied knowledge, is a catch-all that incorpo-
rates targeting knowledge gained through the geographic location of
tort victims, offline order fulfillment, financial intermediary records,
and Internet traffic.

Although all three factors are important, no single factor should be
determinative. Rather, each must be analyzed to make an adequate
assessment of whether the parties have fairly negotiated a governing
jurisdiction clause at a private contract level, whether the parties
employed any technological solutions to target their activities, and
whether the parties knew, or ought to have known, where their
online activities were occurring. Although all three factors should
be considered as part of a targeting analysis, the relative importance
of each varies. Moreover, in certain instances, some factors may not
matter at all. For example, a defamation action is unlikely to involve
a contractual element, though evidence from the knowledge factor
is likely to prove sufficient to identify the targeted jurisdiction.

It is also important to note that the targeting analysis will not
determine exclusive jurisdiction but rather identify whether a partic-
ular jurisdiction can be appropriately described as having been tar-
geted. The test does not address which venue is the most appropriate
of the jurisdictions that meet the targeting threshold.

Contracts. The first of the three factors for the recommended target-
ing test considers whether either party has used a contractual
arrangement to specify which law should govern. Providing parties
with the opportunity to limit their legal risk by addressing jurisdic-
tional concerns in advance can be the most efficient and cost-effective
approach to dealing with the Internet jurisdiction issue. The mere
existence of a jurisdictional clause within a contract, however, should
not, in and of itself, be determinative of the issue, particularly when
consumer contracts are involved. In addition to considering the two
other targeting factors, the weight accorded to an online contract
should depend on the method used to obtain assent and the reason-
ableness of the terms contained in the contract.

Courts in the United States have upheld the per se enforceability
of an online contract,116 commonly referred to as a clickwrap agree-
ment. In Kilgallen v. Network Solutions, Inc.,117 the court faced a dispute
over the reregistration of a domain name. The plaintiff claimed that
Network Solutions, the defendant, was in breach of contract when
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it transferred its domain name to a third party.118 Network Solutions
defended its actions by countering that the plaintiff had failed to
make the annual payment necessary to maintain the domain.119

Moreover, it sought to dismiss the action on the grounds that the
registration agreement specified that all disputes were to be resolved
in the Eastern District of Virginia.120 The federal court in Massachu-
setts agreed, ruling that forum selection clauses are enforceable
unless proven unreasonable under the circumstances.121

Notwithstanding the apparent support for enforcing forum selec-
tion clauses within clickwrap agreements, the presence of such a
clause should only serve as the starting point for analysis. A court
must first consider how assent to the contract was obtained. If the
agreement is a standard clickwrap agreement in which users were
required to positively indicate their agreement by clicking on an ‘‘I
agree’’ or similar icon, the court will likely deem this to be valid
assent. Many jurisdictional clauses are not found in a clickwrap
agreement, however, but are contained in the terms-of-use agree-
ment on the Web site. The terms typically provide that users of the
Web site agree to all terms contained therein by virtue of their use
of the site.

The validity of this form of contract, in which no positive assent
is obtained and the Web site visitor is unlikely to have read the
terms, stands on shakier ground. Three recent U.S. cases have consid-
ered this form of contract, and the consensus is moving toward
nonenforcement. In Ticketmaster v. Tickets.com,122 a dispute over links
between rival event ticket sites, the court considered the enforceabil-
ity of the terms and conditions page found on the Ticketmaster site
and concluded that the forum selection clause was not enforceable.123

The terms and conditions set forth on the Ticketmaster home page
provided that users going beyond the home page were prevented
from making commercial use of the information and were prohibited
from deep linking.124 Ticketmaster defended on the grounds that
courts enforce ‘‘shrink-wrap licenses’’ where ‘‘packing on the out-
side of the CD stated that opening the package constitutes adherence
to the license agreement . . . contained therein.’’125

The court found that Ticketmaster’s system of notification did not
create a binding contract on the user.126 Unlike the agreement on the
Ticketmaster site, ‘‘the ‘shrink-wrap license agreement’ is open and
obvious and in fact hard to miss.’’127 Ticketmaster’s terms and condi-
tions did not require the user to ‘‘click on ‘agree’ to the terms and
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conditions before going on’’ as many Web sites do.128 The court
further noted that customers were required ‘‘to scroll down the
home page to find and read’’ the terms and conditions.129 Given this
system, ‘‘many customers . . . are likely to proceed to the event page
of interest rather than reading the ‘small print.’ It cannot be said that
merely putting the terms and conditions in this fashion necessarily creates
a contract with any one using the Web site.’’130 This case suggests that
mere inclusion of a forum selection or other jurisdictional clause,
within the terms and conditions, may not be enforceable because
the term is not brought sufficiently to the attention of the user.

Several months after the Ticketmaster decision, another federal
court adopted a different approach in Register.com, Inc. v. Verio, Inc.131

This case involved a dispute over Verio’s use of automated software
to access and collect the domain name registrant’s contact informa-
tion contained in the Register.com WHOIS database. Verio collected
the data to use for marketing purposes.132 Register.com provided
the following terms and conditions for those wishing to access its
WHOIS database:

By submitting a WHOIS query, you agree that you will use
this data only for lawful purposes and that, under no circum-
stances will you use this data to: (1) allow, enable, or other-
wise support the transmission of mass unsolicited, commer-
cial advertising or solicitations via direct mail, electronic
mail, or by telephone; or (2) enable high volume, automated,
electronic processes that apply to Register.com (or its sys-
tems). The compilation, repackaging, dissemination or other
use of this data is expressly prohibited without the prior
written consent of Register.com. Register.com reserves the
right to modify these terms at any time. By submitting this
query, you agree to abide by these terms.133

Unlike the court in the Ticketmaster case, the court in Register.com
ruled that these terms were binding on users, despite the absence
of a clear manifestation of assent.134 The court relied on the users’
willingness to engage with the Web site, by using the WHOIS data-
base, as evidence that the user could by implication be considered
to have agreed to the terms of the contract.

In Specht v. Netscape Communications Corp.,135 the Register.com court
distinguished between clickwrap contracts, which it argued feature
positive assent in the form of clicking ‘‘I agree,’’ and browsewrap
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contracts, in which the user is merely alerted to the existence of a
contract through a disclaimer or other notice. The court, whose
decision was upheld on appeal in October 2002 by the Second Circuit
Court of Appeals,136 ruled that the latter form of contract, employed
in this case by Netscape Communications, was not binding against
the user since Netscape had failed to obtain the user’s positive assent.
Netscape argued ‘‘the mere act of downloading indicates assent.’’137

As the court noted, however, ‘‘downloading is hardly an unambigu-
ous indication of assent’’ because ‘‘the primary purpose of dow-
nloading is to obtain a product, not to assent to an agreement.’’138

The court criticized Netscape for not drawing the user’s attention
to the contract, for not requiring an affirmative manifestation of
assent, and for only making a ‘‘mild request’’ that the user review
the terms of the licensing agreement.139

While the form of assent may call into question the validity of an
online contract, the actual terms of the contract itself are of even
greater consequence. Courts are required to consider the reasonable-
ness of the terms of a contract as part of their analysis. Within the
context of a jurisdictional inquiry, several different scenarios may
lead the court to discount the importance of the contract as part of
a targeting analysis. A court may simply rule that the forum selection
clause is unenforceable in light of the overall nature of the contract.

This ruling occurred in Mendoza v. AOL,140 a 2000 California case
involving a disputed Internet service provider bill. After Mendoza
sued America Online in California state court, AOL responded by
seeking to have the case dismissed on the grounds that the AOL
service contract contains a forum selection clause that requires all
disputes arising from the contract to be brought in Virginia.141 The
court surprised AOL by refusing to enforce the company’s terms-
of-service agreement on the grounds that ‘‘it would be unfair and
unreasonable because the clause in question was not negotiated at
arm’s length, was contained in a standard form contract, and was
not readily identifiable by the plaintiff due to the small type and
the placement of the clause at the conclusion of the agreement.’’142

Though cases such as Mendoza are the exception rather than the rule,
they do point to the fact that a forum selection clause will not always
be enforced, particularly in consumer disputes where the provision
may be viewed by a court as too onerous because of the small
amount at issue.143
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Courts may also be unwilling to enforce such clauses when the
court perceives the clause to be an attempt to contract out of the
jurisdiction with the closest tie to the parties. Courts must be vigilant
to ensure that forum selection clauses are not used to create a ‘‘race
to the bottom’’ effect whereby parties select jurisdictions with lax
regulations in an attempt to avoid more onerous regulations in the
home jurisdictions of either the seller or the purchaser.144

Contracts must clearly play a central role in any determination of
jurisdiction targeting since providing parties with the opportunity
to set their own rules enhances legal certainty. As the foregoing
review of recent Internet jurisdiction case law reveals, however,
contracts do not provide the parties with absolute assurance that
their choice will be enforced, particularly in a consumer context.
Rather, courts must engage in a detailed analysis of how consent
was obtained as well as consider the reasonableness of the terms.
The results of that analysis should determine what weight to grant
the contractual terms when they are balanced against the remaining
two factors of the proposed targeting analysis.

Technology. The second targeting factor focuses on the use of tech-
nology to either target or avoid specific jurisdictions. Just as technol-
ogy originally shaped the Internet, it is now reshaping its boundaries
by quickly making geographic identification on the Internet a reality.
The rapid emergence of these new technologies challenges what has
been treated as a truism in cyberlaw—that the Internet is borderless
and thus impervious to attempts to impose on it real-space laws
that mirror traditional geographic boundaries.145

The fact that courts have largely accepted the notion that the
Internet is borderless is reflected in their reluctance to even consider
the possibility that geographic mapping might be possible online.
In American Libraries Ass’n v. Pataki,146 a Commerce Clause challenge
to a New York State law targeting Internet content classified as
obscene, the court characterized geography on the Internet in the
following manner:

The Internet is wholly insensitive to geographic distinctions.
In almost every case, users of the Internet neither know nor
care about the physical location of the Internet resources they
access. Internet protocols were designed to ignore rather
than document geographic location; while computers on the
network do have ‘‘addresses,’’ they are logical addresses on
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the network rather than geographic addresses in real space.
The majority of Internet addresses contain no geographic
clues and, even where an Internet address provides such a
clue, it may be misleading.147

Although the New York district court’s view of the Internet may
have been accurate in 1997, the Internet has not remained static.
Providers of Internet content increasingly care about the physical
location of Internet resources and the users that access them, as do
legislators and courts who may want real-space limitations imposed
on the online environment.148 A range of companies have responded
to those needs by developing technologies that provide businesses
with the ability to reduce their legal risks by targeting their online
presence to particular geographic constituencies. Those technologies
also serve the interests of governments and regulators who may
now be better positioned to apply their offline regulations to the
online environment, since the ‘‘insensitivity to geographic distinc-
tions’’ that many attribute to the Internet is removed.149

Because both business and government share a vested interest in
bringing geographic borders to the online environment (albeit for
different reasons), it should come as little surprise that technologies
facilitating geographic identification have so quickly entered onto
the marketplace. Although critics often point to the inaccuracy of
these technologies,150 few users actually require perfection.151 Busi-
ness wants either to target its message to consumers in a specific
jurisdiction or to engage in ‘‘jurisdictional avoidance.’’152 Govern-
ment, on the other hand, may often want to engage in geographic
identification so that it can more easily identify when its laws are
triggered. For example, the state of Nevada recently enacted legisla-
tion that paves the way for the Nevada State Gaming Commission
to legalize online gambling.153 Jurisdictional identification is central
to the new legislation, as provided in Section 3(2):

The commission may not adopt regulations governing the
licensing and operation of interactive gaming until the com-
mission first determines that:

(a) Interactive gaming can be operated in compliance with
all applicable laws;

(b) Interactive gaming systems are secure and reliable,
and provide reasonable assurance that players will be of

113



WHO RULES THE NET?

lawful age and communicating only from jurisdictions where
it is lawful to make such communications;154

Geographic identification has actually been used on the Internet
on a relatively primitive scale for some time. For example, Internet
Protocol lookups, which determine users locations by cross-checking
their IP addresses against databases that list Internet service provider
locations, have been used by Microsoft to comply with U.S. regula-
tions prohibiting the export of strong-encryption Internet browser
software for many years.155 Although imperfect, the process was
viewed as sufficiently effective to meet the standards imposed by
the regulations.

Recently, several companies have begun offering more sophisti-
cated versions of these technologies. Akamai, a network caching
service, provides a geographic identification service called Edge-
Scape, which maps user IP addresses to their geographic and net-
work points of origin.156 This information is assembled into a data-
base and made available to EdgeScape customers. Each time a user
accesses a client’s Web site, EdgeScape provides data detailing the
country from which the user is accessing site, the geographic region
within that country (i.e., state or province), and the name of the user’s
origin network. Similarly, Quova,157 a California-based company,
has developed GeoPoint, which boasts 98 percent and 85 percent
accuracy, respectively, at determining Internet surfers’ countries of
origin and cities.158

Businesses are implementing these technologies with increasing
frequency as they seek to replicate offline business models online by
targeting their online presence to certain jurisdictions. For example,
CinemaNow Inc., a California-based online distributor of feature-
length films, uses the technology to limit distribution of its films to
ensure it is compliant with distribution-license agreements that vary
by country.159 Similarly, until recently, Internet users from outside
of the United States who tried to access the Web site of Showtime
Online, a national pay cable channel, were identified as coming from
outside of the United States and advised that the site was solely
available to users from within the country.160 In fact, Google, the
world’s most popular search engine, has acknowledged using these
technologies to meet variations in local laws by delivering different
search results to users in different countries.161
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Because of the development of new technologies that allow for
geographic identification with a reasonable degree of accuracy, a
targeting test must include a technology component that places the
onus on the party contesting or asserting jurisdiction to demonstrate
what technical measures, including offline identifiers, it employed
to either target or avoid a particular jurisdiction. The suitability of
such an onus lies in the core consideration of jurisdiction law—
that is, whether jurisdiction is foreseeable under the circumstances.
Geographic identifying technologies provide the party that deploys
the technology with a credible answer to the jurisdictional foresee-
ability question at a cost far less than comparable litigation expenses.
Since parties can identify who is accessing their sites, they can use
technical measures to stop people from legally risky jurisdictions—
including those jurisdictions where a site owner is reluctant to con-
test potential litigation or face regulatory scrutiny—from doing so.
A fair and balanced targeting jurisdiction test demands that they
do just that.

It is important to note that parties are not typically required to
use geographic identification technologies.162 In many instances, they
do not care who accesses their sites and thus will be unwilling and
may not have the incentive to incur the expense of installing such
systems. In other instances, the party may be acutely aware of the
need to identify users from a jurisdiction that bans access to certain
content or certain activities. In such instances, the party may wish
to limit access to those users it can positively identify from a safe
jurisdiction.

The inclusion of technology in the targeting test does not, there-
fore, obligate parties to use the technology. Rather, it forces parties to
acknowledge that such technologies are available and that prudence
may dictate using them in some capacity. Moreover, the test does
not prescribe any specific technology—it only requires that consider-
ation be given to the technologies used and available at a particular
moment in time. This technology-neutral prong of the targeting test,
which does not prescribe a particular type of technology but rather
the outcome, also provides an effective counterbalance to the con-
tract and knowledge factors. It removes the ability to be willfully
blind to users who enter into a clickwrap contract stating that they
are from one jurisdiction while the technological evidence suggests
something else entirely.
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Actual or Implied Knowledge. The third targeting factor assesses the
knowledge the parties had or ought to have had about the geo-
graphic location of the online activity. Although some authors have
suggested that intent and knowledge are rendered obsolete by virtue
of the Internet’s architecture,163 the geographic identification technol-
ogies described do not support such a view. That factor ensures that
parties cannot hide behind contracting technology by claiming a
lack of targeting knowledge when the evidence suggests otherwise.

The implied knowledge factor is most apparent in the defamation
tort cases that follow from the Calder decision. In those cases, courts
have accepted that the defaming parties are or should be aware that
the injury inflicted by their speech would be felt in the jurisdiction
of their target. Accordingly, in such cases a party would be unable
to rely on a contract that specifies an alternative jurisdiction as the
choice-of-forum.

The court’s desire to dismiss any hint of willful blindness is evident
in the People v. World Interactive Gaming case referred to earlier.164 In
that case, the online casino argued that it had limited access to only
those users that had entered an address of a jurisdiction where
gambling was permitted. The court saw through this ruse, however,
firmly stating the following:

This Court rejects respondents’ argument that it unknow-
ingly accepted bets from New York residents. New York
users can easily circumvent the casino software in order
to play by the simple expedient of entering an out-of-state
address. Respondents’ violation of the Penal Law is that they
persisted in continuous illegal conduct directed toward the
creation, establishment, and advancement of unauthorized
gambling.165

The relevance of a knowledge-based factor extends beyond reli-
ance on contracts that the parties know to be false. In an e-commerce
context, the knowledge that comes from order fulfillment is just as
important. For example, sales of physical goods, such as computer
equipment or books, provide online sellers with data such as a
real-space delivery address, making it relatively easy to exclude
jurisdictions that the seller does not wish to target. Courts have
also begun to use a knowledge-based analysis when considering
jurisdiction over intellectual property disputes. In Starmedia Network
v. Star Media, Inc.,166 an April 2001 federal case from New York, the
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court asserted jurisdiction over an alleged out-of state trademark
infringer, noting—

The defendant knew of plaintiff’s domain name before it
registered ‘‘starmediausa.com’’ as its domain name. There-
fore, the defendant knew or should have known of plaintiff’s
place of business, and should have anticipated being haled
into New York’s courts to answer for the harm to a New
York plaintiff caused by using a similar mark.167

Although the application of the knowledge principle is more com-
plex when the sale involves digital goods for which there is no offline
delivery, the seller is still customarily furnished with potentially
relevant information. As discussed previously, most telling may be
credit card data that the purchaser typically provides to the seller.
In addition to the credit card number and expiration date, the pur-
chaser is often also required to supply billing address information
so that the validity of the card can be verified before authorization.
Since the seller is supplied with a real-space billing address for
digital transactions, there remains the opportunity to forego the
sale if a jurisdictional concern exists. For example, the Washington
Capitals hockey team recently rejected attempts by rival fans from
Pittsburgh to purchase tickets on the team’s Web site. The site was
set to reject purchase attempts from customers entering a Pittsburgh-
area code.168 Although some sellers may be loathe to use consumer
payment information in this fashion, the approach reflects a more
general trend toward recognizing the important role that payment
intermediaries such as credit card companies play in the consumer
e-commerce process.169

Conclusion
With courts increasingly resisting the Zippo passive-vs.-active

approach to Internet jurisdiction, the time for adopting a new target-
ing-based test has arrived. Unlike the Zippo test, which suffers from
a series of drawbacks, including inconsistent and undesirable out-
comes as well as the limitations of a technology-specific approach,
a targeting-based analysis provides all interested parties—including
courts, e-commerce companies, and consumers—with the tools
needed to conduct more effective legal risk analysis.

Under the three-factor targeting test, it is important to note that no
single factor is determinative. Analysis will depend on a combined
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assessment of all three factors to determine whether the party know-
ingly targeted the particular jurisdiction and could reasonably fore-
see being haled into court there. In an e-commerce context, the
targeting test ultimately establishes a trade-off that should benefit
both companies and consumers. Companies benefit from the assur-
ance that operating an e-commerce site will not necessarily result
in jurisdictional claims from any jurisdiction worldwide. They can
more confidently limit their legal risk exposure by targeting only
those countries in which they are compliant with local law.

Consumers also benefit from this approach since they receive the
reassurance that online companies that target them will be answer-
able to their local laws. The test is sufficiently flexible to allow
companies to deploy as many or as few precautions as needed.
For example, if the company is involved in a highly regulated or
controversial field, it will likely want to confine its activities to a
limited number of jurisdictions, avoiding locations with which it is
unfamiliar. Under the targeting test, the company could adopt a
strategy of implementing technological measures to identify its geo-
graphic reach while simultaneously incorporating the desired limita-
tions into its contract package. Conversely, companies with fewer
legal concerns and a desire to sell worldwide can still accomplish
that goal under the targeting test analysis. Such companies would
sell without the technological support, incurring both the benefits
and responsibilities of a global e-commerce enterprise.

Notwithstanding the advantages of a targeting test, some potential
drawbacks still exist. First, the test accelerates the creation of a
bordered Internet. Although a bordered Internet has certain advan-
tages, it is also subject to abuse because countries can use bordering
technologies to keep foreign influences out and suppress free speech
locally.170 Second, the targeting test may also result in less consumer
choice because many sellers may stop selling to consumers in certain
jurisdictions in which risk analysis suggests that the benefits are not
worth the potential legal risks.

Although the targeting test will not alter every jurisdictional out-
come, it will provide all parties with greater legal certainty and a
more effective means of conducting legal risk assessments. The move
toward using contract and technology to erect virtual borders may
not solve all Internet jurisdiction issues, but it will provide an
upgrade to Zippo by creating greater clarity and certainty on the
issue.

118



6. Federalism in Cyberspace Revisited
Dan L. Burk

Introduction
Public availability and use of the Internet have proliferated rapidly

in the United States over the past decade, opening new avenues of
communication and of commerce. With this growth of Internet usage
has come a surge of regulation at the international, national, and
state levels. State regulation of Internet activity has included both
application of existing law and enactment of new law and has been
aimed at a wide range of real or perceived online evils: pornography,
libelous statements, unsolicited bulk e-mail, fraudulent advertise-
ments and sales, unauthorized use of publicly posted data, unwanted
hypertext linking, electronic trespass to computers, and myriad
other activities.

The potential negative effects of such state regulation on the
growth and productivity of the Internet are at the very least alarming.
The Internet extends beyond the boundaries of any of the states,
and the effects of any particular state regulation will likewise spill
over that state’s borders. Such regulatory leakage implicates consti-
tutional doctrines designed to preserve both the sovereignty of the
individual states and the coherence of the United States as a whole.
Thus, the prospect of states applying haphazard and uncoordinated
multijurisdictional regulation to the Internet’s seamless electronic
Web raises profound questions regarding the relationship between
the several states and the future of federalism in cyberspace.

Some commentators have dismissed this prospect as implicating
only the most routine application of existing legal doctrine.1 Such
commentary adopts the position that new technology, particularly
this technology, poses no unusual or fundamentally novel challenge
to the current legal regime, only the ‘‘unexceptional problem’’ of
Internet jurisdiction.2 Yet, curiously, this exceptional ‘‘unexcep-
tional’’ problem has been the subject of hundreds of legal disputes,
scores of scholarly papers, and countless news stories. To read the
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unexceptionalist commentary, one would conclude that either global
computer networks require a monumental change in the jurisdic-
tional paradigm—or, well, they don’t.

The truth, as I hope to show, likely lies somewhere in between
the poles of apocalypse and convention. In this chapter, I shall argue
first that technology matters; just as past technological revolutions,
such as widespread adoption of the automobile, have required
adjustments in jurisdictional standards, so the widespread adoption
of Internet technology will require new adjustments. Because the
Internet presents the current jurisdictional structure with a new
factual profile, rote application of current jurisdictional rules to the
particular technology of the Internet would lead to anomalous and
undesirable results. Thus, in approaching this new technology, legal
‘‘business as usual’’ will not do; rather, the application of legal rules
must be adjusted to provide the socially optimal outcome.

Second, I shall argue that where application of state law is con-
cerned, such outcomes must be calibrated with the purposes of
federalism firmly in mind; in particular, jurisdictional doctrines
should be applied so as to maximize opportunities for state reg-
ulatory innovation while minimizing the interstate regulatory
interference, spillovers, and jurisdictional opportunism that are the
inevitable products of new information technology. In such an envi-
ronment, maximizing opportunities for state regulatory innovation
cannot be done by simplistically favoring state regulation in every
instance; it may instead require curtailment of certain types of state
regulation, and substitution of federal regulation where necessary.

Competitive Federalism

In the United States, the federal constitutional structure allocates
regulatory power ‘‘vertically’’ between the states and the federal
government, and ‘‘horizontally’’ among the several states. The latter
division of power is what we are primarily concerned with here,
although the allocation of certain functions to the federal government
may serve to modulate certain interstate regulatory interactions. At
first blush, the social value of horizontal federalism may seem elusive
or nonexistent; a plurality of possible fora, each with a different
legal structure, might seem to foster only chaos and confusion in
allocating interstate legal obligations. At a minimum, the reality of
operating under a variety of legal regimes introduces an element of
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complexity and additional cost into both individual and business
planning. If the existence—indeed, the promotion—of such a juris-
dictional patchwork is to be at all defensible, then the benefits of
such a system must somehow outweigh the costs of multiple compli-
ance and uncertainty imposed by fostering multiple jurisdictions.

However, the benefit of jurisdictional diversity has long been
celebrated at least anecdotally in the legal literature: diversity fore-
stalls legal and political stagnation. Within the so-called ‘‘labora-
tories of the states,’’3 various legal regimes may be composed and
field tested in an attempt to evolve optimal systems. As between
the states, deficiencies or virtues in their respective systems are
expected to become manifest, leading to a ‘‘weeding out’’ of undesir-
able rules and promotion of superior approaches. The implication
of the ‘‘laboratory’’ metaphor has been that regulatory schemes that
prove successful on a small scale may be adopted on a larger scale,
either by other states or by the federal government.

Governmental Competition

More formal public choice models have built upon this somewhat
intuitive recognition of the benefits of federalism.4 Modern public
choice theory predicts that representative government will fre-
quently be subject to capture by special interest groups.5 This arises
in part from the low marginal value of voting as compared with the
higher marginal value of activities such as lobbying. Voters may
tend to be ‘‘rationally ignorant’’ or ‘‘rationally indifferent’’—because
a given vote is so unlikely to affect the outcome of an election that
it is frequently not worth individual voters’ time and effort to bother
learning enough about the issues to cast an informed vote, or even
to engage in voting itself. By contrast, special interest groups may
see substantial payoffs from activities that may be characterized as
‘‘rent-seeking,’’ that is, expending time and money to use govern-
mental mechanisms to secure competitive advantages.6

As a consequence, jurisdictions may potentially become encrusted
with special-interest legislation that not only fails to reflect the inter-
ests of the majority of voters but also burdens a wide variety of
business and personal activity.7 However, one of the virtues of a
federal system is that individuals and businesses may express their
preferences in a different manner: where voting at the ballot box
fails, they may opt to ‘‘vote with their feet.’’8 Local governments
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that are captured by special interests, or that fail to reflect voter
preferences, may find themselves losing constituents to more respon-
sive regimes. Conversely, jurisdictions that are responsive to constit-
uent preferences may tend to attract new constituents.

The production of local public goods and services might thus
resemble the production of private goods in a competitive market:
competitive pressure from other jurisdictions will prevent any given
jurisdiction from offering too much or too little in the way of public
services. Jurisdictions that offer too much will experience an influx
of immigrants from less generous jurisdictions; jurisdictions that
offer too little will experience an exodus to more generous jurisdic-
tions. Migration in or out of the jurisdiction will continue until parity
with competing jurisdictions is reached. These forces will tend to
act as a check on overproduction or underproduction of local public
goods. By ‘‘voting with their feet,’’ or exiting, citizens force local
politicians toward efficiency in allocation of resources to such goods.9

Indeed, just as in classic cartel theory the threat of entry deters
monopoly profits, so in public choice theory the threat of ‘‘exit’’
may deter special interest regulation from accumulating.10

The seminal analysis in this field is Tiebout’s classic model, which
describes local provision of public services on a theory of interjuris-
dictional competition that closely resembles market competition for
provision of private goods.11 Tiebout theorized that if citizens were
free to migrate between jurisdictions, competition for desirable citi-
zen immigrants would arise. Local communities will offer to poten-
tial immigrants the most attractive packages of goods and services
at the lowest tax rate possible. Similarly, migrants will relocate to
jurisdictions offering the maximum package of public goods at the
tax rate that the migrant is willing to pay. Local communities may
even tailor their offerings to appeal to particular types of immigrants,
and immigrants would be expected to sort themselves out into
groups of similar means and tastes by jurisdiction.

Although business firms were not part of Tiebout’s original model,
his insight was quickly expanded to encompass strategic preferences
of local governments regarding such firms. Just as in the consumer/
citizen model, businesses too may ‘‘vote with their feet,’’ locating
their operations in jurisdictions that offer the most attractive set of
local public goods. This in turn implies that jurisdictions may tailor
their offerings to attract businesses, or to attract certain kinds of
desirable businesses, or even to repel undesirable businesses.
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This type of competition in fact appears to occur, giving rise to
the so-called ‘‘Delaware phenomenon.’’12 It is fairly widely recog-
nized that in the United States surprisingly large numbers of corpora-
tions choose to incorporate or reincorporate under the laws of the
state of Delaware. The proper explanation for this phenomenon
is less well settled than is the observation itself. Analyses of the
phenomenon tend to fall into two broad schools of thought. The
first of these schools, originally set out by law professor William
Carey, suggests that competition for incorporation represents a ‘‘race
to the bottom,’’ that is, a race to liberalize incorporation law for the
benefit of officers and directors.13 By enacting laws to appeal to the
interests of officers and directors, states may attract incorporation,
but at the expense of shareholders’ rights. As states vie with one
another for incorporation franchises, they successively liberalize
their laws, until the rights of shareholders are entirely subordinated.
Carey recommended federal intervention to halt what he perceived
as a downward spiral of ruinous interstate competition.

The second school, which coalesced in response to Carey’s claims,
questioned whether shareholders would in fact be stupid enough,
or oblivious enough to their own interests, to leave their investment
dollars with firms incorporated under laws detrimental to the share-
holders’ interests.14 If in fact jurisdictions such as Delaware were
subordinating shareholder rights, one might expect to see sharehold-
ers ‘‘vote with their feet’’ by abandoning Delaware corporations for
firms incorporating under laws more favorable to investors.15 Such
a loss of investment dollars to Delaware corporations might in turn
provide an incentive for firms not to incorporate there. The fact that
there appeared to be no such migration of investors from Delaware
firms, or of firms from Delaware itself, led commentators of the
second school to interpret Delaware’s success in attracting franchi-
sees as indicating that such incorporation is attractive to investors,
probably due to the superior returns on investment received from
such firms.

This latter analysis suggested that Delaware, far from winning a
‘‘race to the bottom’’ for inefficient incorporation laws, had won a
‘‘race to the top’’ for efficient incorporation laws that permitted
maximum returns to investors. A subset of the ‘‘race to the top’’
school, exemplified by Roberta Romano, particularly emphasized
the Delaware phenomenon as a competition between jurisdictions
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for ‘‘law as a product.’’16 Delaware may not necessarily have attracted
the lion’s share of incorporation because of the absolute superiority
of its governing rules but because the Delaware legal system has
specialized in corporate law, offering additional certainty to firms
seeking incorporation. Thus, Delaware offers not merely a highly
developed statutory system, but also a court system with a high
degree of expertise in resolving corporate conflicts, and a consider-
able body of case precedent governing such conflicts. Thus, these
scholars argue, the total package of Delaware’s law succeeds in the
incorporation marketplace as a superior product.

Competition and Cooperation
The Tiebout model, like most pure economic theories, rests upon a

number of simplifying assumptions. The model assumes that voters
have full knowledge of the package of local services offered in vari-
ous jurisdictions, that there are a large number of jurisdictions from
which to choose, that individual mobility is relatively unconstrained,
and that communities have an optimal size that will be dictated by
the balance between resource constraints and economies of scale.
Most important for this discussion, the Tiebout model assumes that
jurisdictions are tightly compartmentalized so that no external costs
or benefits accrue from the local provision of public services. If
jurisdictions are ‘‘leaky,’’ then individuals could perhaps enjoy the
positive benefits of a neighboring jurisdiction’s policy without actu-
ally incurring the cost of migrating there.17 More significantly, in a
world of ‘‘leaky’’ borders, jurisdictions could lower the costs of
regulation to local firms by imposing all or part of those costs on
neighboring jurisdictions; this would serve to attract firms, but not
necessarily by generating a net gain in efficiency. As one commenta-
tor observes—

Each state has an incentive to impose taxes the burden of
which will, as much as possible, fall on resident of other
states. Such taxation not only deflects the state from the
search for taxing methods that maximize efficiency and dis-
tributive values for the nation as a whole, it also leads to
socially excessive government expenditures, by enabling the
state to externalize the costs of its public services.18

The states may attempt to avoid such a race by entering a coopera-
tive agreement that forbids such a ‘‘race to externalize.’’19 However,
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as in the case of classic economic cartels, such a governmental cartel
is likely to be highly unstable.20 Theories of cooperation predict that,
much as in the famous ‘‘Prisoner’s Dilemma’’ game theory model,21

a sovereign state will remain party to a cooperative agreement only
to the extent that the agreement is ‘‘self-enforcing,’’ that is, only so
long as it has more to gain from cooperation than from defection.22

If in fact cooperative strategies prove impossible or unworkable,
rational competitors may have yet another option. If ‘‘horizontal’’
cooperation between jurisdictions proves unstable, the creation of
a ‘‘third party’’ standing in a vertical relationship to the competitors
may be necessary.23 Tiebout recognized this in his original model
by noting that where externalities exist, centralized decisionmaking,
rather than interjurisdictional competition, may be required to
achieve an efficient outcome. Stated in game theoretic terms, know-
ing that their own rational short-term competitive preferences will
inevitably lead to their own detriment in the long term, states may
choose to voluntarily surrender all or part of their decisionmaking
power to a third party.

This strategy is in essence the one adopted by the individual states
of the United States in acquiescing to the constitutional compact
that created a centralized federal government; similar benefits may
be found in the federal compacts of Canada, Australia, and to some
extent the European Community. As the colonial parties to the Arti-
cles of Confederation quickly found, certain activities are poor sub-
jects for a cooperative agreement, because it is too attractive to
‘‘defect’’ from the agreement. The solution was to shift regulation
of such activities to a central government under the federal constitu-
tion.24 However, under the federal constitution, even when some
types of interstate regulation have been centralized, the benefits of
interstate competition have also been preserved to the extent deemed
practical.25 Because competitive benefits will be lost in whichever
markets are centralized, centralization must be considered a drastic
measure taken only where no such efficiencies are to be had; that
is, where externalities prevent the development of competition in
the first instance.

However, for competitive benefits to be maintained, jurisdictional
compartmentalization is essential. Thus, the federal compact not
only ‘‘vertically’’ transfers certain powers to the federal government,
it also defines the ‘‘horizontal’’ relationships between the states that
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are party to the compact. Significant portions of the constitution are
given over to defining ‘‘horizontal’’ federalism, and, as I shall argue,
are particularly given over to preserving the jurisdictional conditions
necessary for competition of ‘‘law as a product.’’ Chief among these
provisions are the Due Process Clause of the Fourteenth Amendment
and the Commerce Clause in its dormant aspect. But the jurisdic-
tional functions of these provisions face a new challenge in the
unprecedented interconnectivity created by the Internet.

Virtual Exit

The Internet presents new challenges for the ‘‘spillover’’ problem
among the states, as this burgeoning technology increases the leaki-
ness of the federal system. The potential for new jurisdictional spill-
over is reflected in the technical features of the network. The Internet
is primarily defined by a set of computer protocols that enable
machines to exchange information.26 The machines comprising the
network may be connected by a variety of media, including fiber-
optic cable, twisted pair copper wire, microwave transmission, or
other wireless connections.27 The physical connections may be carry-
ing other types of signals, such as television signals. Internet commu-
nications, however, are broken up into information ‘‘packets’’ that
can be routed along the connections to make the most efficient use
of the connections’ carrying capacity.28 Instead of dedicating an open
channel to a communication in real time, Internet computers route
packets from many different communications over the channel.

Access to Internet resources is typically provided through a system
of request and reply; when an online user attempts to access informa-
tion or services on the network, his or her local computer requests
such access from the remote server computer where the desired
material is housed.29 The remote machine may grant or deny the
request, based on its programmed criteria; only if the request is
granted does the server tender the information to the user’s machine.
Machines connected to the Internet are assigned a logical address
on the system, and each information packet transmitted over the
network carries the address of the machine for which the packet is
intended. Special computers called routers maintain databases of
the addresses assigned to certain machines and compare packet
addresses with the database to route packets toward the machine
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designated by the packets’ address.30 The packets are reassembled
when they reach their destination machine, according to an encoding
system that is part of the communication protocol.

The governing design principle of this system has been dubbed
the ‘‘end-to-end’’ principle, which holds that network operation
will be most efficient if specific applications for computing or data
processing are located at the end of the network, not in its communi-
cations protocols.31 The network thus remains as simple or ‘‘stupid’’
as possible, doing essentially one thing well: moving packets toward
their intended destination. The network does not differentiate
between packets, or the contents of packets, but simply treats them
all the same, performing its one function of routing them to their
destination.

As a consequence, the Internet enables many types of machines
to interoperate with one another, since information in otherwise
incompatible formats is treated as fungible by the network. Specific
and possibly incompatible functions are pushed to the end-user
machines at the ends of the network, and the standard protocols
connecting the machines at the edge of the Internet act as a kind of
translator between them. Indeed, few Internet users actually use
computers that are directly connected to the Internet. Users typically
gain access to the network through an intermediary, such as an
Internet service provider (ISP) that maintains computers with an
actual network connection.32 The user may use a telephone dial-up
connection, cable broadband connection, or other conduit to access
the ISP gateway machine.

The result of this design is a system that is relatively insensitive
to geography in several different aspects. Within the system, it is
logical location that counts, and not geographic location: the network
is designed to route packets according to their Internet addresses,
without regard to geographic origin or destination. The machine to
which an Internet address is assigned has, of course, a physical
location, but that is not reflected in the logical address of the machine.
This fact is well demonstrated by the very common technique of
dynamic Internet Protocol (IP) address assignment, used as a strat-
egy for managing user connectivity.33 Rather than managing a single
IP address, ISPs will frequently manage a block of addresses, assign-
ing them to users temporarily as needed for a particular network
session. Thus, the connection used by a given subscriber will likely
resolve to different IP addresses on a daily, perhaps hourly, basis.
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The network also renders geography less important in several
other dimensions. The marginal cost of moving bits of information as
electrical signals is relatively low compared with moving a physical
instantiation of the information. Because the network is delivering
bits of information rather than solid media, physical distance
between sender and recipient becomes relatively unimportant. The
simple packet-switching protocols of the network can also be layered
over a variety of media, from twisted pair copper telephone wire
to satellite transmission. Thus, unlike any single medium, such as
broadcast, that might be confined to a particular geographic foot-
print, Internet services can be delivered wherever connections may
be found.

As a consequence, the availability of Internet communication
makes relocation of businesses much more practical, particularly for
those businesses that offer information goods or services to custom-
ers. There is no reason for such businesses to be tied to a particular
geographic location when their products can be offered to consumers
online from remote locations.34 Information-based production can
thus be located on the basis of local production factors, including
regulation, without the constraint of proximity to market. In essence,
the Internet increases the ability of information industries to literally
exit a jurisdiction. As we have seen, this will tend to increase the
incentive of jurisdictions to compete in the market for regulation of
desirable business activity.

But by the same token, the network enables consumers to access
the informational goods and services of remote businesses that have
been attracted to or fostered by the regulatory regime of distant
jurisdictions. This access essentially lets consumers engage in virtual
exit from their jurisdiction, ‘‘voting with their feet’’ without physi-
cally moving.35 Yet the structure of the regulatory market is still
essentially geographic, which creates a discontinuity between the
costs of local regulation to which consumers are subject and the
costs of the environment producing goods and services that the
same consumers are able to access remotely. The network makes
the tight compartmentalization required for Tiebout competition
increasingly leaky, and, as we have seen, states may take advantage
of such leakiness to export the cost of their local regulatory system
to other jurisdictions.

If provisions of the constitutional compact are intended to curtail
such abuses of the system, realigning the incentives and costs of
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jurisdictions competing in the regulatory market, then we would
expect increased leakiness and spillover effects to place some strain
on those provisions. That is to say, we would expect the increased use
of the Internet to place a strain on constitutional doctrines intended to
preserve competitive federalism. In the face of such a new technol-
ogy, rote application of established doctrines may produce anoma-
lous or undesirable results and, in such cases, adaptation of those
doctrines to the new technological situation may be required. But
in accommodating past doctrine to present reality, the role of the
relevant constitutional provisions as buffers for competitive federal-
ism must be kept firmly in mind if they are to continue serving their
proper function in an online environment.

Due Process Limits

The potential impact of the Internet on the interjurisdictional medi-
ation of the Constitution is perhaps most evident with regard to the
jurisdictional aspects of the Due Process Clause of the Fourteenth
Amendment. This provision plays a key role in determining the
jurisdiction in which disputes may be adjudicated, and most particu-
larly in which a person may be required to defend a lawsuit. Unlike
criminal trials, which require some actual appearance by the defen-
dant, civil trials can be conducted and even decided in the absence
of the defendant.36 Consequently, a good deal of constitutional juris-
prudence has been devoted to explaining the circumstances under
which it is constitutionally permissible to conduct a proceeding in
the defendant’s absence or, in other words, under which the defen-
dant may be put to the choice of either traveling to a distant forum
or suffering a default judgment.

The personal jurisdiction problems posed by virtual commerce
and Internet telepresence are in many ways the culmination of a long
evolution of legal doctrine occasioned by changing technology.37

Traditionally, jurisdiction over the person was premised on the
physical presence of the individual in the forum;38 this continues to
be a viable jurisdictional basis.39 However, increased physical mobil-
ity due to automobiles and other modern transportation placed this
jurisdictional basis under severe strain,40 as did disputes over ‘‘vir-
tual’’ entities such as corporations that have no physical situs,41 and
over ‘‘virtual’’ properties such as stocks42 and debts43 that similarly
lack physical form.
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As a response to the imminent collapse of jurisdiction based on
physical presence, the Supreme Court configured new rules based
on a kind of ‘‘virtual’’ presence. Beginning with the notorious Interna-
tional Shoe opinion, the Supreme Court began developing a set of
criteria for requiring nonresidents of a state to defend lawsuits in
that state.44 According to International Shoe and its progeny, the Due
Process Clause of the Fourteenth Amendment constrains state courts
from exercising personal jurisdiction over defendants who lack
sufficient contacts with the forum state.45 Unless the defendant has
sufficient contact with the forum state, that state’s exercise of jurisdic-
tion over the defendant would offend ‘‘traditional notions of fair
play and substantial justice.’’46

Minimum Contacts Analysis
In analyzing the defendant’s contacts, two broad classes of juris-

dictional situation have been recognized. The first, known as ‘‘gen-
eral jurisdiction,’’ involves an attempt to assert jurisdiction over a
defendant when the defendant’s contacts are unrelated to the dis-
pute.47 An assertion of general jurisdiction over the individual is
permissible if the defendant’s contacts with the forum are systematic
and continuous enough that the defendant might anticipate defend-
ing any type of claim there.48 A second jurisdictional situation arises
when the defendant’s contacts arise out of the facts of the dispute.
A court may exercise jurisdiction over the defendant if the defendant
has ‘‘minimum contacts’’ with the forum such that he might antici-
pate defending that particular type of claim there.49 The contacts
relied on may be isolated or occasional, so long as they are purpose-
fully directed toward the forum.50

The specific jurisdiction situation is rather more problematic than
that of general jurisdiction, as the nature and extent of the contacts,
as well as their relationship to the claims asserted, must be carefully
examined. The general requirement that must be satisfied for due
process purposes is a sort of ‘‘foreseeability’’ that the defendant is
on notice of fora where he or she may be called on to defend a suit.51

This ‘‘foreseeability’’ requirement allows the defendant to structure
his or her activities so as to prepare for potential liability, or avoid
states in which he or she does not wish to assume liability.52

In certain cases, the foreseeability analysis is relatively straightfor-
ward—for example, when a contract indicates the parties’ purpose-
ful intent to place jurisdiction in a particular state. Assuming that
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the contract in fact reflects the parties’ intention to avail themselves
of a particular jurisdiction’s law product, the issue becomes more
complicated where one of the parties is in a manifestly superior
bargaining position, or where the jurisdictional ‘‘contract’’ is one of
the mass-market licenses proliferating in the form of ‘‘clickwrap’’
or ‘‘webwrap’’ licenses. Courts have rightly regarded with suspicion
choice-of-law provisions for Internet services when there is no reason
to believe that the provision in fact indicated any ‘‘choice’’ on the
part of the consumer.53

The Supreme Court has also indicated that in some cases in which
an intentional tort is directed toward an individual or entity within
a particular jurisdiction, the tortfeasor should anticipate defending
a suit in that forum. The Supreme Court decision in Calder v. Jones54

held that California jurisdiction over a Florida defendant was proper
because the allegedly libelous statements directed at the defendant
injured her in her home state of California. Some intermediate courts
of appeal have seized on this doctrine to formulate a so-called
‘‘effects test.’’ Under this test, jurisdiction would be proper when
some effect of a defendant’s actions is felt within the forum state.55

Other circuits have flatly rejected this test, observing that it flies in
the face of much of the Supreme Court’s due process jurisprudence.56

These courts recognize that the standard cannot simply be that when-
ever an intentional tort is alleged, jurisdiction is proper in the plain-
tiff’s home state because the harm will be felt there.

The opinion in Calder repeatedly emphasizes that the defendants
knew that the plaintiff resided in California and that their newspa-
per’s largest circulation was in that state.57 Moreover, the definition
of the intentional tort in Calder required actual malice or reckless
disregard of the truth—the standard set out by the Supreme Court
in New York Times v. Sullivan for libel actions against newspaper
publishers.58 The Court in Calder refused to take the ‘‘chilling effect’’
of liability into account in the jurisdictional analysis, stating that
to recognize such a new jurisdictional factor would be ‘‘double
counting.’’ The standard to prove the tort, they said, already takes
First Amendment concerns into account.59 This reasoning seems
sound if we consider that the facts necessary to allege actual malice or
reckless disregard themselves indicate activity purposefully directed
toward the defendant’s place of residence. Thus, the libel standard
encompasses the jurisdictional standard, but not every intentional
tort will do so.
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Where a more extensive contacts analysis is called for, the Supreme
Court has also offered a list of five jurisdictional ‘‘fairness factors’’
that may require a separate assessment, especially when the defen-
dant’s contacts with the forum are attenuated.60 The factors to be
weighed before subjecting the defendant to jurisdiction include the
inconvenience to the defendant of defending in that forum, the forum
state’s interest in adjudicating the dispute, the plaintiff’s interest
in obtaining convenient and effective relief, the interstate judicial
system’s interest in efficient resolution of interstate conflicts, and the
shared interest of the states in furthering substantive social policies.61

These oft-repeated jurisdictional criteria, though familiar, have not
necessarily produced recognizably coherent results when applied to
real-space activity. A comprehensive theory of personal jurisdiction
has largely eluded commentators. Indeed, although we may discern
the broad outlines of the legacy of International Shoe, predicting
the outcome of the ‘‘minimum contacts’’ test under a given set of
transactions is something of a black art. However, no matter how
perplexing the application of the test has been in real space, its
application to Internet activity may prove to be even more arcane.
Anomalous results may be expected because the network’s structural
indifference to geographic position is incongruous with the funda-
mental assumptions underlying the International Shoe test.

Virtual Contacts

Much of the Supreme Court jurisprudence on due process jurisdic-
tion appears ill-suited to the practicalities of the Internet. Where
jurisdiction from Internet contacts is at issue, physical presence of
the defendant within the forum state will likely be the exception
rather than the rule: Internet users do physically reside somewhere
in real space, and, if the defendant user physically resides within
the forum, the law seems well settled that its courts can exercise
jurisdiction over that user. However, given the far-flung nature of the
Internet, far more defendants will reside outside any given plaintiff’s
preferred jurisdiction than will reside within it. A significant number
of online disputes will therefore require an International Shoe analysis.
Thus, personal jurisdiction over an Internet user will most frequently
be premised on the user’s contacts with the forum.

In many cases, Internet contacts will comprise only a subset of an
individual’s interactions with a particular jurisdiction and so will be
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analyzed together with telephonic, postal, and other communicative
contacts. But given the nature of online transactions, many cases
may be premised solely on Internet-based contacts, and such cases
are likely to be problematic. The business activity conducted online
will not for the most part be directed toward a particular physical
jurisdiction, as traditional contacts analysis assumes. Businesses will
frequently be ignorant of a customer’s physical location, and custom-
ers equally ignorant of the business’s. If the transaction results in
shipment of physical goods, then the veil of ignorance may be rent;
the goods must end up somewhere and the shipping address will
give actual or constructive notice of the physical jurisdiction tar-
geted. But the unique aspect of Internet commerce is that the Internet
provides not only negotiation and payment online but also delivery
of goods if the goods are digitized information products: software,
pictures, movies, music, novels, data, and the like. Information-
based services such as systems monitoring, education, data process-
ing, or consulting can also be offered wholly online.

The geographic indeterminacy of such transactions calls into ques-
tion the ostensible criterion of purposeful availment. In some very
broad sense one might argue that an Internet user who accesses
remote resources is ‘‘purposefully availing’’ himself of the benefits
of the forum in which the resource is located; the laws and public
services of that jurisdiction likely help to maintain the physical infra-
structure of that resource, protect it from theft and vandalism, and
facilitate its continued operation. But the remote user is entirely
indifferent, and frequently ignorant, as to which jurisdiction is pro-
viding these benefits. The resource could just as well be in one
jurisdiction as another. Thus it is difficult to assert with a straight
face that the remote user has purposefully or knowingly availed
himself of that particular jurisdiction’s benefits.

It is similarly difficult to seriously assert that an Internet business
should ‘‘reasonably anticipate’’ being haled into court in a geograph-
ical location concerning which it was ignorant, or at least indifferent,
with regard to contact. At least in theory, Internet businesses could
use IP address locations to screen access to their Internet resources,
denying those requests originating in jurisdictions with which the
host machine’s operator did not wish to have contact. One French
court, for example, has ordered an Internet business to block French
users from accessing auctions of Nazi paraphernalia, which is illegal
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under French law.62 Using a combination of IP address screening,
language screening, and other techniques, the court found that a
fairly high percentage of French Internet users could be prevented
from accessing the objectionable auctions.63 Some Internet businesses
have in fact begun offering geographic screening services based
on IP address identification; such services are useful for targeting
advertisements to users in certain languages, or to potential custom-
ers of geographically based businesses. Some commentators have
concluded that such services can and should form the basis for
enforcing geographically based regulation on Internet-based
businesses.64

But, as described earlier, Internet protocols were not designed
to facilitate geographic documentation; in general, they ignore it.
Geographic screening, functioning at the ends of the network, will
be imprecise and error-prone, offering only coarse approximate
guesses as to a user’s location. Even if in some instances an Internet
address tells one something about the location of a given machine,
it tells nothing about the location of the user of that machine. Users
of nongeographically-designated networks, such as aol.com, will
tend to slip past a geographic filter. So will users telnetting from
locations unrelated to the physical location of the machine. So will
users employing similar kinds of dial-up access, as well as common
Internet features allowing remote access and anonymous login that
obscure meaningful clues by which one might screen users by geo-
graphic region. So will users using ‘‘anonymizer’’ systems to pre-
serve their privacy, as well as users whose systems employ certain
types of proxy servers. None of these users need be actively trying
to avoid geographic filters; these are simply normal functions
employed in the routine operation of the network.

This is not to say that information from the ends of the network
can never be assembled to yield geographic information. Suppose
that the user of a dynamically assigned IP address is to be located.
The different addresses of the user’s Internet sessions may of course
be traced to the block of addresses held by the ISP, and the ISP’s
records, if the ISP keeps such records, may show which user was
assigned to a given address at a particular time. If the user is a
paying customer, the ISP may be able to connect a password or
identifier used in the session with billing information that may
include a physical address. Thus, the location of a user can in many
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instances eventually be determined, and law enforcement or other
investigators often do so, using legal process to elicit the various
records needed to piece together the location of a given user. How-
ever, the process involves assembling clues from a variety of sources,
which are frequently in the hands of many different entities, and is
in no way speeded or accommodated by the design of the network.

These examples should make clear that a user need not actively
cloak his or her activities on the Internet for his or her physical
location to be obscured; geographic indeterminacy is simply part of
the network’s normal operation. Certain commentators, noting the
features of the network that obscure geographic identification, have
compared the use of such network features with other activity, such
as lock-picking, that circumvents legal restrictions.65 But it is unhelp-
ful to argue that some Internet users will be able to evade geographic
identification much as some burglars will be able to pick locks. Lock-
picking is an extraordinary activity; locks are of course designed to
deter the activity in which burglars are engaged. But the Internet is
not designed to facilitate geographic discrimination, and no extraor-
dinary activity is required for geographic screening to fail.

In addition, if one is to look beyond the most routine uses of the
Internet’s capabilities, there is plenty of exotic—but readily avail-
able—technology, such as public key cryptography or anonymous
remailers, that could be used to actively conceal a user’s location.66

Neither do the examples cited contemplate illegal activity, such as
unauthorized hacking into another’s computer account to mask a
user’s physical location. The enormous difficulty of preventing
‘‘spam,’’ or unsolicited bulk e-mail messages, where spammers
actively evade screening measures by changing IP addresses and
sending their messages through open relays in various Internet com-
puters unrelated to the spammers’ activity, should amply demon-
strate the difficulty of screening users who are attempting to avoid
detection.67

Certainly a sovereign can, in those instances where coercion can
be exercised against an extraterritorial entity, impose limitations
upon the entity’s use of the technology.68 This was perhaps most
famously demonstrated by a U.S. court enforcing a decades-old
prohibitory injunction against an Italian magazine publisher in
Chuckleberry v. Playboy.69 Distribution of the Italian magazine had
been prohibited within the United States but adjudicated to be legal
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in Italy. The publisher years later developed an Italian-based Web
site accessible to the United States, which the U.S. court held to be
a violation of the previous injunction. The court ordered the pub-
lisher to somehow prohibit U.S. access. When presented with evi-
dence that such screening would be difficult or impossible online,
the court required the defendant to issue passwords for the site
by postal mail, using the postal address to screen out American
applicants. The case rather starkly demonstrates that geographic
discrimination can be imposed on Internet users, but only by impos-
ing extremely significant costs on the use of the network: in Chuckle-
berry, this meant discarding the technology itself.

Competitive Contacts

The Internet therefore poses a difficult conundrum for due process
jurisprudence: to the extent that personal jurisdiction rests upon
ascertaining a defendant’s geographic predilections, the network
will tend to obscure or nullify such a determination. But much of
the difficulty in articulating a sensible standard of jurisdictional due
process for Internet activity, or any other kind of activity, stems
from the misleading terminology employed in personal jurisdiction
analysis. Consider the Supreme Court’s core criterion of ‘‘foreseeabil-
ity’’ or ‘‘reasonable anticipation.’’ This standard is in a very real
way circular. A defendant should anticipate being haled into fora
with which he has minimum contacts. But what constitutes mini-
mum contacts? On the Internet, in particular, one could very easily
anticipate having contacts with every jurisdiction in the nation. The
Supreme Court has indicated that only certain kinds or levels of
contacts will render a defendant amenable to suit. What contacts
are those? Why, the kind of contacts that one might reasonably
anticipate would render one amenable to suit. But this brings us
precisely back to where we started—in other words, defendants
should reasonably anticipate being haled into any court into which
they should reasonably anticipate being haled.70 This kind of tautol-
ogy is, to say the least, not helpful in structuring one’s primary
conduct.

Foreseeability. There is a way out of the tautology, however. Previ-
ous personal jurisdiction analyses have already recognized that this
problem may be illuminated by reference to relevant substantive
law.71 A similar tautology appears to occur, for example, when the
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term ‘‘reasonably foreseeable’’ is employed in tort law: the law of
negligent torts requires that an actor be held liable for the reasonably
foreseeable consequences of his acts. This rule does not contemplate
a standard of actual foreseeability. On the one hand, tortfeasors may
clearly be held liable for consequences that they should have foreseen
but in fact did not. On the other hand, given sufficient time and
contemplation, any consequence in theory is foreseeable. An actor
thus should expect to be held liable for those consequences that the
law considers reasonably foreseeable—but this standard is suppos-
edly based on what the ordinary prudent person would foresee—
an apparent tautology.

In tort law, courts and commentators have avoided chasing their
tails by recognizing that ‘‘reasonable foreseeability’’ in fact com-
prises a social value judgment. The parameters of this policy are
embodied in the famous ‘‘Learned Hand inequality,’’ which would
impose liability where the cost of taking additional preventive mea-
sures would be less than the expected cost of additional accidents.72

Under this calculus, actors would be required to take precautions
up to the point at which the marginal cost of an additional unit of
prevention equaled the marginal cost of the next unit of accidental
harm; taking more precautions would be socially wasteful.73 In the
causation context, this means that cost-effective precautions would
be taken only against the most likely consequences of an act; precau-
tions against remote or unlikely accidents would cost more than
they are worth.74

This reasoning suggests that to avoid chasing our tails in the law of
personal jurisdiction, we must similarly recognize that ‘‘reasonable
anticipation’’ comprises a social value judgment regarding costs and
benefits, allowing us to articulate a procedural analogue for the
Learned Hand negligence calculus. Stated simply, societal interests
are best served when we require defendants to defend suits in a
particular forum only when the societal benefits accruing from the
defendant’s activity there exceed the aggregate social costs of forcing
him to defend in that forum.75 Understood in this fashion, the ‘‘rea-
sonable anticipation’’ test no longer requires circular guessing about
how prescient defendants must be; the standard rather recognizes
that a societal value judgment is being made, and should be made
on the basis of at least roughly quantifiable costs and benefits.
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This approach helps to solve certain vexing puzzles of the Supreme
Court’s jurisdictional jurisprudence. For example, some previous
commentators have noted that in many cases the amount of the
cost of defending in a distant forum appears irrelevant; minimum
contacts may be lacking even when the cost to the defendant appears
relatively modest.76 This result can be explained in part on the aggre-
gate social welfare model: because the absolute magnitude of the
cost is not the issue; it is rather the comparative magnitude of the
cost of defending in that jurisdiction against the benefit conferred
by the jurisdiction.

However, the court’s calculus is not finished with the determina-
tion of ‘‘minimum contacts.’’ In performing the contacts calculus,
the court risks the costs of both type I and type II error; that is,
finding jurisdiction in which it should have found none, or failing
to find jurisdiction in which it should have been found. Either mis-
take is eminently possible, as the question of jurisdiction will be
decided at the initial stages of the proceeding, before discovery or
any other significant development of the facts of the case, and thus
likely on incomplete information about relevant costs and benefits.
Error of the first kind is likely to be unnecessarily costly to the
defendant, whereas error of the second kind will likely be unneces-
sarily costly to the plaintiff: one party or the other will be forced by
the decision to defend in a distant forum.77 Consequently, as it is
making its decision under uncertainty, the court is required to bal-
ance the five ‘‘fairness factors’’ to determine the probability of harm
given one type of error against the probability of harm given the
other type of error. It is critical to note that the court is balancing
the possible harm under one set of assumptions against the possible
harm under a different set of assumptions—that is, the social harm
if jurisdiction is erroneously asserted against the social harm if juris-
diction is erroneously declined.

Sovereignty and Contacts. This general framework takes us a consid-
erable way toward articulating a coherent standard for personal
jurisdiction. One important puzzle remains, however, which is the
problem of sovereignty. The Supreme Court has repeatedly stated
that state sovereignty forms an integral part of the personal jurisdic-
tion calculus. In particular, the Court has stated that its personal
jurisdiction jurisprudence incorporates the limits imposed on state
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sovereignty by the sovereignty interests of sister states.78 On its own
terms, this is somewhat puzzling since the Due Process Clause is
generally understood to guarantee a personal freedom for individu-
als—in other words, it defines a relationship between an individual
and the state, not between sovereign states. Neither is it immediately
clear where the matters of horizontal federalism fit into a personal
jurisdiction cost/benefit calculus such as that just described.

In resolving this puzzle, the precepts of competitive federalism
prove exceptionally helpful. As noted, competition between jurisdic-
tions may function to promote personal liberty, and the ability to
‘‘vote with one’s feet’’ is integral to such competition. Of course, as
in the case of Delaware incorporation, such ‘‘exit’’ may or may not
be physical exit; consumers of law products may simply select from
among jurisdictions the ‘‘law product’’ best suited to their individual
needs or business transaction. But to preserve this ability to choose,
a theory of personal jurisdiction must respect the individual’s choice.
If I write a contract anticipating that it will be enforced in California
courts but it is instead haled into court in Texas, my choice of law
products is nullified. Similarly, if I move to Arizona to take advan-
tage of that state’s community property law but my estate is instead
divided under the law of Illinois, my revealed preference for Arizona
law is frustrated. Neither can such preferences be properly imple-
mented under choice-of-law rules alone.79 Recall that in the Delaware
phenomenon, the attractiveness of Delaware incorporation arises not
simply from the substantive law of the state but from the expertise of
Delaware courts in corporate law. Even if the Illinois court decides
to apply Arizona community property rules to the division of my
estate, my true preference may have been to have an Arizona court
with expertise in community property perform the division.

Stated differently, due process requires a jurisdictional rule that
encourages interstate entrepreneurs to take advantage of the benefits
offered by a particular state, but does so only up to the point where
the costs of doing so exceed the aggregate social benefits of doing
so; when that point is reached, we want to leave the entrepreneur
free to shift his activities to any more cost-efficient venue. The federal
system accomplishes this end by allowing entrepreneurs to ‘‘vote
with their feet’’ among the 50 states, selecting the law ‘‘products’’
of the jurisdiction that best suits the particular transaction or set of
transactions in which the entrepreneur wishes to engage.
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Problems may arise, however, because the application of a jurisdic-
tion’s rules occurs only after something has gone wrong with a
transaction. On the basis of their own cost-benefit analysis, entrepre-
neurs may select one set of law ‘‘products’’ ex ante, but prefer a
different set after a mishap in fact occurs. Such strategic behavior
may be particularly prevalent where contracts are silent as to choice
of forum, or in situations of negligence where the parties had no
opportunity to negotiate forum at all. And, if the defendant will
frequently have reason to engage in ex post forum selection, so too
will the forum itself; as described previously, states are under com-
petitive pressure to lower the cost of domestic regulation, and if
they can do so by forcing those costs onto extraterritorial actors, it
is to their advantage to engage in such a ‘‘race to externalize.’’80

In such situations, the arbiter of a dispute will be called on to
infer from the defendant’s course of conduct which set of law
‘‘products’’ the defendant would have selected had he explicitly
done so. The determination must be done both with an eye to prevent
windfalls to defendants attempting to free-ride on the benefits of a
jurisdiction’s regulatory offerings, and also to prevent states from
imposing their regulatory costs on out-of-state actors who did not
and would not have chosen to assume those costs. In some instances,
this determination will be relatively straightforward, as where a
forum selection clause has been included in a contract. Strong infer-
ences as to jurisdictional preference may also be drawn from the
residence or business domicile that a defendant has chosen. In the
majority of cases, however, the arbiter will be required to draw
inferences on the basis of the defendant’s course of conduct; only
when the course of conduct reaches the level of minimum contacts
is a revealed preference for the forum inferred.81

And here the calculus of costs and benefits described previously
comes fully into play. If defendants must take the bitter with the
sweet—if amenability to suit in a jurisdiction is the price interstate
actors pay for the benefits of that forum’s law ‘‘products’’—then
we may infer that a rational defendant would cheerfully choose to
defend a suit in a jurisdiction so long as the marginal benefits associ-
ated with doing so at least equal the marginal costs.82 In addition,
this approach suggests that the costs to be balanced are not merely
the costs of traveling to a distant forum; they also include the external
costs of allowing the jurisdiction to export its substantive law. Thus,
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all the important considerations of such a ‘‘competitive federalism’’
analysis are found embedded within the fairness factors that have
been articulated by the Supreme Court.

Finally, as in any adjudicatory system, an additional factor may
be the cost of administering the rule chosen. It may be possible to
identify situations in which jurisdiction is nearly always justified
and apply a rule automatically granting jurisdiction in every such
situation. The rule becomes in essence a presumed outcome for
balancing the factors in the competitive jurisdictional analysis.
Application of such a rule may on occasion improperly find jurisdic-
tion where more nuanced analysis would have denied jurisdiction.
However, if such occasions are rare, the cost of such mistakes may
be outweighed by the savings from avoiding costly case-by-case
inquiries within the situations governed by the rule.

This consideration may explain the ‘‘effects test’’ of Calder v. Jones,
which has become almost a per se rule of jurisdiction for the forum
in which a libel defendant dwells. When a tort requires intentionality
toward the plaintiff, purposeful direction of activity toward the
forum will be likely in the majority of cases. Thus, the Calder rule
may entail a procedural ‘‘shortcut’’ designed to truncate expensive
inquiries into the nature of contacts in a given set of circumstances
when the cost of detailed inquiry will typically be greater than the
savings from applying a consistent rule.

This perspective on jurisdiction clearly shows that online contacts
or transactions by themselves will frequently, if not routinely, fail
to support an assertion of jurisdiction over the person engaging in
the activity. The argument that an Internet user exposes himself to
lawsuits in any and every jurisdiction that his packets may reach is
an argument unsupported by either doctrine or policy. From a purely
doctrinal standpoint, this standard affords Internet users no mean-
ingful opportunity to ‘‘structure their primary conduct’’ so as to
accept or avoid the risk of litigation in a given forum: Internet users
cannot ‘‘vote with their feet’’ if their feet are in essence planted
everywhere. As a matter of policy, the standard would similarly
afford states enormous opportunities for overreaching by imposing
their domestic regulatory costs on out-of-state Internet users.

In the context of general jurisdiction analysis, courts have tended
to comprehend and apply this principle. For example, in McDonough
v. Fallon McElligott, Inc.,83 the district court rejected the assertion that
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Internet access could form the sole basis for general jurisdiction.
The suit involved misappropriation of a photographer’s work; the
defendant moved to dismiss the case for lack of personal jurisdiction.
In response to the plaintiff’s allegation that accessibility to the defen-
dant’s Web site within the forum established general jurisdiction,
the court noted:

Because the Web enables easy worldwide access, allowing
computer interaction via the Web to supply sufficient con-
tacts to establish jurisdiction would eviscerate the personal
jurisdiction requirement as it currently exists; the Court is
not willing to take this step. Thus, the fact that Fallon has a
Web site used by Californians cannot establish jurisdiction
by itself.84

Unfortunately, courts have had more difficulty grasping this prin-
ciple when specific jurisdiction is involved. Several early cases found
specific jurisdiction based merely on the availability of the Web site
in the forum.85 Subsequently, courts realized the error of such a
position and moved toward an ‘‘interactivity’’ analysis, by which
the degree of interaction between a user and a Web site was held
to determine the purposeful availment of the Web site owner.86 Such
a rule is fine, so long as the interactivity analyzed is jurisdictionally
relevant interactivity: that is, the interactions must be such that they
would meaningfully indicate to the potential defendant the location
of the users, or otherwise show purposeful direction of activity
toward the forum. Recent cases suggest that courts are now moving
past formalistic inquiries into ‘‘interactivity,’’ recognizing the need
to base jurisdiction on real indicia of purposeful availment.87

Dormant Commerce Limits
The extensive discussion of due process and competitive federal-

ism set forth here should facilitate similar discussion of a second and
equally significant constitutional barrier against state jurisdictional
overreaching. Separate constitutional grounds for limiting state
Internet regulation may be found in dormant commerce analysis.
The standard formulation of this analysis is well known. In its nega-
tive or ‘‘dormant’’ aspect, the Commerce Clause limits the ability
of states to impede the flow of interstate commerce. Most especially,
the dormant Commerce Clause enjoins the states from the problem
that prompted its adoption and that was endemic under the Articles
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of Confederation: economic protectionism.88 A state may not discrim-
inate solely on the basis of geographic origin against articles of
commerce from outside the state.89 Neither may a state sacrifice the
unity of the national market to reap purely local benefits.90 Tariffs
and taxes against out-of-state commerce are almost per se prohib-
ited,91 but more subtle nontariff barriers may be prohibited as well.92

If the statute treats domestic and out-of state commerce equally to
achieve some legitimate local purpose, incidental effects on interstate
commerce will be tolerated unless those effects exceed the putative
local benefits.93 This test requires courts to balance local benefits
against systemic detriments, looking particularly to the effect on the
interstate economic compact should many states adopt measures
similar to the one in question.94 In addition, the court balancing the
costs and benefits should look to whether the same benefit could
be achieved by some other means with a lesser degree of burden
on interstate commerce.95

Commerce Holdouts

Many of the state laws now being enacted or enforced with regard
to online activity lie within the ‘‘traditional police powers’’ of the
states and so may be given special deference in this balancing test.
For example, states have inherent power to safeguard the health
and safety of their citizens and to protect them from fraud and
deceptive trade practices.96 The state interest component for such
regulation will weigh heavily in the balance.97 At the same time,
the courts must be wary when a health and safety rationale is the
purported basis of an enactment that tends to burden interstate
commerce. The degree of deference accorded states in this area
naturally makes consumer protection rationales particularly attrac-
tive to state legislatures, and, where possible, they will likely articu-
late such a rationale to avoid dormant commerce nullification of a
given statute.98 The courts are not blind to such subterfuge, and so-
called health and safety measures cannot be simply ‘‘convenient
apologies’’99 for constructive trade barriers between the states.

These rules constitute in part an adjunct to the federal system for
situations in which the right of exit alone may not preserve the
benefits of interjurisdictional competition.100 For example, the dor-
mant commerce requirements modulate the multistate coordination
problem inherent in building interstate facilities such as a railroad,
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or in operating interstate business ventures such as those of a major
insurer.101 If each state can impose restrictions on the portions of the
venture within its territory, then each state can act as a ‘‘holdout,’’
seeking to extract from the interstate enterprise the profits from the
entire venture.102 Alternatively, the aggregate cost of inconsistent
state demands may well exceed the total value of the interstate
enterprise. However, the dormant Commerce Clause forestalls such
dissipating regulation by its nearly per se rule prohibiting open
discrimination against out-of-state commerce, and by prohibiting
even facially nondiscriminatory regulation that is overly burden-
some to interstate commerce. Thus, courts have been quick to strike
down overly burdensome state regulation of ‘‘instruments of com-
merce’’ such as railroads or trucking; interstate disparities in the
requirement of train length or mudflap size may constitute a counter-
productive burden on national systems of transportation and
communication.

The similarity of the Internet to previous interstate ‘‘instruments
of commerce’’ such as railroads or trucks is striking. Given that the
Internet is not simply a means of communication but a conduit for
transporting digitized information goods such as software, data,
music, graphics, and videos, there may be a variety of instances in
which state regulation of network traffic constitutes an impermissible
burden on commerce similar to burdensome regulation of tractor-
trailer mudflaps, or of the length of railway trains. For example,
several states have enacted burdensome provisions designed to
prohibit access to online pornography; some such provisions would
make the ISP liable if such images were transmitted on the provider’s
system. Several courts have recognized, as discussed at some length
earlier, that it is unrealistic to believe that ISPs can reliably screen
or block such images, and, more important, that the aggregate cost
of attempting to do so may be significant.103 ISPs facing the choice
between liability and cost may simply choose to shut down or to
significantly curtail their services, a result that suggests that such
regulation is properly challenged as an impermissible burden on
interstate commerce.

Thus, there are already examples of state Internet regulation that
raise the same kind of ‘‘holdout’’ or coordination problems pre-
viously addressed by the dormant Commerce Clause cases. How-
ever, in the case of the Internet, such state regulatory peccadilloes
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will strike far closer to core liberties than those previously experi-
enced. One of the Internet’s great benefits is that the average citizen
can participate for a relatively small investment. In the past, commu-
nicating or catering to a national constituency required heavy capital
outlays; the Internet makes nationwide communication and com-
merce accessible to citizens for as little as a few hundred dollars.
Similarly, smaller or entrepreneurial businesses may be able to reach
customers that could previously only be reached by large established
businesses with extensive marketing and distribution channels. The
dramatically lowered costs of Internet communication promise to
increase interstate commerce and communication.

But the prospect of multijurisdictional liability, or the imposition
of multijurisdictional regulatory costs, may very well raise the price
of participation beyond the reach of the average citizen or the small
entrepreneur. Much of the network’s democratizing influence may
be lost if costs deter all but the most heavily capitalized entrepre-
neurs from pursuing all but the most highly profitable ventures—
essentially re-creating the marketplace without the benefit of the
network. The average user simply cannot afford the cost of defending
multiple suits in multiple jurisdictions, or of complying with the
regulatory requirements of every jurisdiction the user might elec-
tronically touch. Thus, the need for dormant commerce nullification
of state overreaching is greater on the Internet than it has been for
any previous scenario.

Exporting Law

The impact of dormant commerce analysis on problems of state
Internet ‘‘holdouts’’ is intriguing and deserves further exploration.
However, consistent with my competitive federalism analysis of due
process limitations on the states, I wish to focus here on a different
set of dormant commerce cases which indicate that the dormant
Commerce Clause operates to prohibit states from exporting their
law ‘‘products’’ into the local markets of sister states. In particular,
I wish to focus on the line of cases beginning with Edgar v. MITE
Corp.,104 which explicitly analyzes dormant commerce not in terms
of the ‘‘vertical’’ relationship between the states and the federal
government but as a significant regulation on the ‘‘horizontal’’ rela-
tionship between sister states. The language of these cases implicitly
recognizes a competitive federalism role for the dormant commerce
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clause, and hence for modulating horizontal federal relationships
with regard to the Internet.

Extraterritoriality. The seminal case of Edgar v. MITE Corp. dealt
with an Illinois securities law requiring a tender offerer in a takeover
to register with the Illinois secretary of state in order for the secretary
to oversee the fairness of the takeover and full disclosure to the
offerees.105 In the particular case decided, the shareholders of the
takeover target were scattered throughout the country; 27 percent
of the shareholders lived in Illinois. In addition, on its face the statute
could have allowed the Illinois secretary to block takeovers in which
not a single Illinois shareholder was affected. In a plurality opinion,
Justice White suggested that a statute allowing one state to interdict
a tender offer to not only its own residents but shareholders in
other states offended the dormant Commerce Clause.106 The opinion
suggested that this was not simply because the state had intruded
on power reserved to Congress but because of the intrusion upon
the sovereignty of sister states.

The extraterritoriality portion of the Edgar opinion commanded
only a plurality of the court.107 However, Edgar was cited with
approval and relied upon in a subsequent majority holding, Healy
v. The Beer Institute.108 In Healy, the Court struck down a Connecticut
statute that required beer merchants to certify that they offered their
products for the same price in states neighboring Connecticut as
they did in Connecticut itself. The court held that the effect of the
statute was to impermissibly regulate beer pricing outside the bor-
ders of the state. Citing Edgar v. MITE, the majority reaffirmed the
principle that state regulation of activity wholly outside the borders
of a state offends the commerce clause, whether or not the activity
has some effect within the state.109

The Court then went on to explain:

A statute that directly controls commerce wholly outside
the boundaries of a State exceeds the inherent limits of the
enacting State’s authority and is invalid regardless of
whether the statute’s extraterritorial reach was intended by
the legislature. The critical inquiry is whether the practical
effect of the regulation is to control conduct beyond the
borders of the State. . . . [T]he practical effect of the statute
must be evaluated not only by considering the consequences
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of the statute itself, but also by considering how the chal-
lenged statute may interact with the legitimate regulatory
regimes of other States and what effect would arise if not
one, but many or every, State adopted similar legislation.110

The Court concluded by emphasizing that ‘‘the Commerce Clause
dictates that no State may force an out-of-state merchant to seek
regulatory approval in one State before undertaking a transaction
in another.’’111

Most recently, the Supreme Court has invoked the Edgar/Healy
line of cases in its analysis of federal due process limitations on
punitive damage awards. In BMW of North America v. Gore,112 the
Supreme Court addressed a punitive damage award assessed against
an automobile manufacturer that failed to disclose repainting of new
cars damaged in transit from the factory. This nationwide practice
by the manufacturer violated the consumer fraud provisions of the
state of Alabama. However, the defendant showed that its practice
complied with the requirements of at least 25 states. In analyzing
BMW’s challenge to the constitutionality of the punitive damage
award, the Supreme Court laid considerable significance on the
impact that punitive damages awards in one state might have on
the substantive policies of sister states. The majority cited both Healy
and Edgar for the proposition that ‘‘One state’s power to impose
burdens on the interstate market . . . is not only subordinate to the
federal power over interstate commerce, but is also constrained by
the need to respect the interests of other states.’’113 The opinion
particularly stressed that a state cannot impose economic sanctions
on violators of its laws in order to induce those entities to alter their
lawful conduct in other states.114

Regulation and Competition. The function of the Edgar/Healy rationale
seems clear as a matter of competitive federalism: states may not
attempt to externalize the costs of their domestic regulatory schemes
on other states, or ‘‘export’’ their domestic regulations into another
jurisdiction.115 The most blatant attempt to do this appears in Healy,
where Connecticut’s certification program was admittedly designed
to deter Connecticut residents from driving to neighboring states to
purchase beer at lower prices than those available in Connecticut.
In other words, Connecticut hoped to deter its residents from exiting
or from voting with their feet against the state’s regulatory scheme.
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Only by inducing beer distributors to artificially inflate their prices
in neighboring states could Connecticut hope to stem deter such
exit. But by forcing a price increase in neighboring states, Connecti-
cut would effectively export the costs of its domestic regulation to
its neighbors, potentially frustrating their own domestic regulatory
schemes. Edgar and BMW arose from similar attempts to export the
costs of domestic regulation of, respectively, securities and products
disclosures.

Much as in the case of due process, the dormant commerce doc-
trine articulated in these cases functions as a buffer against such
externalization. Yet, although the court in the Edgar line of cases
analogizes its dormant commerce analysis to due process analysis,
it is clear that the two doctrines perform different, though comple-
mentary, functions. In each of the dormant commerce cases
described, the individual or entity that the state sought to regulate
was properly subject to personal jurisdiction in that forum, but the
activity the state sought to reach was territorially exempt from that
state’s regulation. The net result is that even if an entity’s activities
within the forum may be reached by domestic regulation, its activi-
ties within a sister jurisdiction remain insulated from regulatory
‘‘leakage.’’

This difference in doctrines is thrown into sharp relief when exam-
ined in light of the Court’s ruling in Quill v. North Dakota.116 There,
the Supreme Court held that a mail order company was properly
subject to North Dakota’s jurisdiction for purposes of taxation: ship-
ment of goods into the state provided sufficient contacts.117 However,
in the second half of the same opinion, the Court held that taxation
of a business with no physical presence in the state violated the
dormant commerce clause.118 This holding, which fully accords with
the Edgar line of cases, illustrates that due process analysis is a
necessary, but not sufficient, criterion for regulatory jurisdiction in
a federal system: states cannot be allowed to impose their domestic
policies extraterritorially, even if minimum contacts are present in
the particular instance.119 As the Court explained the distinction:

Due process centrally concerns the fundamental fairness of
governmental activity. Thus, at a most general level, the due
process nexus requires that we ask whether an individual’s
connections with a State are substantial enough to legitimate
the State’s exercise of power over him. We have, therefore,
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often identified ‘‘notice’’ or ‘‘fair warning’’ as the analytic
touchstone of due process nexus analysis. In contrast, the
Commerce Clause, and its nexus requirement, are informed
not so much by concerns about fairness for the individual
defendant as by structural concerns about the effects of state
regulation on the national economy. . . . Thus, the ‘‘substan-
tial nexus’’ requirement is not, like due process’ ‘‘minimum
contacts’’ requirement, a proxy for notice, but rather a means
for limiting state burdens on interstate commerce. Accord-
ingly . . . a corporation may have ‘‘minimum contacts’’ with
a taxing State as required by the Due Process Clause, and
yet lack the ‘‘substantial nexus’’ with that State as required
by the Commerce Clause.120

The principle applied in Quill and in the Edgar line of cases has
important ramifications for online commerce. Take for example,
Internet enforcement activities of the Securities Bureau in the state
of New Jersey. Early in the history of public Internet usage, these
state regulators adopted a highly proactive stance toward supervi-
sion of investment solicitations offered online, and with good reason:
a variety of fraudulent investment schemes have appeared both on
the Internet and on proprietary systems such as Prodigy and
America Online.121 However, at least some of these regulators have
adopted the rather extreme position that any electronic communica-
tion that may be received in New Jersey and that meets the statutory
definition of a ‘‘security’’ is subject to New Jersey securities law,
including requirements of registration and disclosure.122 A former
chief of the FBI has opined that online offerings by registered brokers
in other jurisdictions, even when legitimate and accompanied by
full disclosure, violates New Jersey law if the broker is not registered
in New Jersey.123

This position looks suspiciously similar to that of Illinois in Edgar
v. MITE: a state demanding that out-of-state businesses comply with
its domestic securities law, even if the business has fully complied
with the securities law of its own state. Indeed, under the New
Jersey rationale, the online activity is subject to New Jersey regula-
tion whether or not it has any effect in the state; to trigger regulation
the offer need only be electronically accessible from New Jersey, let
alone accessible to anyone actually investing. In effect, under this
policy New Jersey is attempting to dictate to the entire nation—if
not the world—what the standards for investment offerings shall
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be. Although a clearer example of a state attempting to export its
domestic law can hardly be imagined, any area in which the state
attempts to regulate dissemination or receipt of online information,
including its sale, will raise similar problems.

Other examples abound. As electronic commerce grows, among
the most valuable services available to consumers are automated
data retrieval systems that ‘‘crawl’’ commercial sites on the World
Wide Web, using automated data retrieval systems to aggregate
pricing data for a variety of consumer products, from books and
music CDs to airline tickets.124 The easy availability of such data
is an attractive benefit of online markets, as enhanced consumer
information spurs competitive pricing. But some Internet vendors,
who might prefer that consumers not be able to easily compare
prices, have objected to retrieval of information from their sites as
constituting state law ‘‘trespass’’ against their computer systems.125

Application of such trespass law clearly burdens the interstate com-
merce system, potentially disabling data aggregation services that
supply valuable pricing information to consumers and enhance the
function of online markets. The local benefits are dubious at best,
which suggests that the application of this state law would fail
dormant commerce balancing.

But, in addition, such application of trespass law may trigger the
extraterritoriality prong of dormant commerce analysis. The compo-
nents of Internet systems are rarely located in only one state; for
example, the Web site for an airline such as American Airlines or
Northwest Airlines may be ostensibly located on servers in a particu-
lar state, such as, respectively, Texas or Minnesota. But the ticket
pricing data for either Web site are in fact drawn from airfare data-
bases such as SABRE, APOLLO, GALILEO, or WORLDSPAN, which
are housed in other states entirely. Yet other elements or services
of the Web site may be located in yet other states. Application of
Texas or Minnesota state trespass law to such conglomerate sites
would in fact constitute application of those states’ laws to computers
residing elsewhere, an impermissible export of one jurisdiction’s
regulatory scheme to a sister jurisdiction.

As a practical matter, such regulation is counterproductive. As
described earlier with regard to due process, Internet businesses
and content providers simply cannot tell with any degree of assur-
ance the geographic location from which access to data has been
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requested, and there is no practical way to screen out contacts from
particular jurisdictions, especially particular English-speaking juris-
dictions. The end result is that online businesses have no way of
knowing whether their communications, advertisements, transac-
tions, and even shipments of digital goods comply with the regula-
tory regime of wherever the goods or information may end up. If
a rule other than that of Quill were to be applied to online businesses,
and they were subject to the regulation of the recipient jurisdiction,
online commerce would face an almost insurmountable burden in
attempting to predict which requirements might be imposed on it.

Since there are a finite number of U.S. jurisdictions that might have
contact with an online site, and so a finite number of regulations,
a business could gather information on the complete universe of
potential regulations—a burdensome task but not an impossible
one. The question would then be which strategy a business should
adopt, knowing the possible rules but being uncertain which might
apply. Two strategies might be expected to emerge, depending on
the pattern of regulation. Where the regulation of the 50 states was
consistent but merely different in magnitude, the ‘‘lowest common
denominator’’ would have to prevail. If, for example, various states
required increasing levels of disclosure about a product or transac-
tion, an online business could opt to offer the highest level of disclo-
sure required. By complying, as the case might be, with either the
most demanding or restrictive regulatory regime, a business might
satisfy the lesser requirements of all the other jurisdictions as well.

A different result would be expected where state regulations were
inconsistent—if, for example, some jurisdictions required disclosure
of certain facts about a product or service but other jurisdictions
forbade such disclosure. In such instances, being unable to predict
which jurisdiction’s regulation might apply, and being unable to
comply with all the potential requirements, online businesses might
choose to comply with the rule of the majority of jurisdictions and
hope that no transactions occurred where compliance was lacking.
But unless the possibility of such transactions was very small, or
the penalties for noncompliance were substantially outweighed by
the profit to be had from taking the risk, it seems more likely that
rational businesses would simply cease to transact business online.126

One set of commentators has suggested that state regulation
should be accommodated via changes in the ‘‘architecture’’ of the
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network that may facilitate determinations of geographic location.127

The particular suggestions made in fact are not architectural changes
but more application-level retrofits of the type described earlier,
overlaying the actual architecture of the network. Actual architec-
tural changes could of course be imagined. For example, U.S. Attor-
ney General Janet Reno once suggested that pressure should be
brought to bear on the engineers designing the next generation of
Internetworking Protocols, IP version 6, to ensure that the next IP
upgrade made law enforcement easier by facilitating packet tracing
and end-user location. Another idea that has been circulated is that
of requiring global positioning devices to be incorporated into all
computing equipment and their geographic coordinates attached
to packet routing information. Such fundamental changes in the
architecture of the network might indeed make jurisdictional dis-
crimination feasible and even routine.

Sufficient regulatory pressure placed on the network might in fact
result in such changes; just as law adapts to new technological
challenges, technology may respond to legal challenges. Ironically,
though, these kinds of costs seem to be precisely the ones that the
dormant commerce cases are intended to deter. It would of course
be possible to facilitate the different requirements of state mudflap
regulation by redesigning all models of freight-hauling trucks so that
the mudflaps could be quickly and efficiently changed, or perhaps by
redesigning the interstate highway system itself. Railroad tracks and
cars could no doubt be redesigned to simplify the lengthening and
shortening of trains to lower the cost of differing regulatory require-
ments as trains passed from state to state. But the costs associated
with such redesign, together with the propensity of states to act
opportunistically were such redesign to occur, creates the need for
dormant commerce doctrine to deter such regulatory pressure. One
would expect the dormant commerce cases to be properly employed
in deterring state-induced redesign of the Internet as well.

The Interstate Laboratory

Under the traditional commerce analysis, either of these results
is likely to place a serious burden on interstate commerce; depending
on the local benefits to be gained from the regulations, the burden
may or may not be undue. At least in situations in which the
demands of conflicting regulations drive an online business out of
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the market, the detriment to commerce would appear so severe that
it is difficult to imagine what local benefits would be sufficient to
compensate. This may not always be true in the lowest common
denominator situation. In the example given of product disclosure,
excessive disclosure dictated by the most demanding jurisdiction
may be costly, but one can imagine that consumers might benefit
enough to outweigh the costs.

However, from the perspective of competitive federalism, the situ-
ation is far more grave than the traditional balancing test might
suggest. If the lowest common denominator prevails among online
services, then the ‘‘laboratory of the states’’ is disabled. No state
wishing to experiment with a lesser level of regulation will be able
to do so. Similarly, it goes almost without saying that the ‘‘labora-
tory’’ is disabled when online services are driven out of business
by conflicting requirements. Either result arises out of the inability
in an online environment to geographically circumscribe contacts.
In essence, if businesses are subjected to a state’s regulation merely
on the basis of online contacts, then the businesses cannot ‘‘exit’’ or
‘‘vote with their feet’’ to escape the burdensome regulation of a
particular jurisdiction. The regulation follows them wherever they
go.

This situation constitutes an enormous problem for horizontal
federalism. It is one thing if a particular state wishes to regulate all
the businesses within its borders out of existence: the result simply
constitutes a terrible failure (or, depending on the state’s goal, per-
haps a spectacular success) of that state’s regulatory experiment
within its own laboratory. But it is another matter entirely if a state
regulates out of existence businesses that its sister states are attempt-
ing to foster within their borders. A particular state cannot be permit-
ted to dictate to the entire country the regulatory standards for any
activity. If national uniformity is to be imposed on a regulatory
matter—and I have shown that for some types of ‘‘law products’’
it must be—then it is the prerogative of the federal government to
do so, and not the prerogative of a particular state.

Consider, for example, Pennsylvania legislation ostensibly
intended to block the availability of child pornography on remote
servers that may lie beyond the geographic reach of the state authori-
ties.128 The statute allows the state attorney general to obtain an ex
parte order requiring ISPs operating within the state to block access
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to the IP address of the offending material. For example, the attorney
general might obtain an order requiring WorldCom to block a site
in the Philippines.129 WorldCom, however, is a national ISP whose
system operates not only in Pennsylvania but in many other states.
WorldCom cannot feasibly determine whether users of its system
are located in Pennsylvania or elsewhere; consequently, by blocking
the offending site in response to Pennsylvania regulation, it will cut
off access to the site for subscribers in other states. This, again,
constitutes a severe burden on interstate commerce, which may or
may not be justified by the local benefit of blocking child pornogra-
phy. But even if this balance tips in the state’s favor, the Pennsylvania
rule dictates WorldCom’s activity not only within its own borders
but also within the borders of other sovereign states. And while it
is unlikely that other states will object to having their citizens
deprived of access to child pornography, they might well object if
this approach were applied to some other online activity, such as
advertising, about which regulatory attitudes might differ. Indeed,
even in the case of child pornography, the Pennsylvania blunderbuss
approach may disrupt another state’s experimentation in finding a
more innovative and nuanced solution to the problem.

It may be, of course, that in some instances the Internet will facili-
tate externalization of domestic regulatory costs. A state might
decide to attract businesses by permitting lax Internet advertising
standards bordering on deception. One would expect that the costs
of any deception resulting from the lax regulation would accrue
primarily outside the permissive jurisdiction, effectively forcing out-
of-state residents to pay for the permissive state’s system. Might
such a situation justify extraterritorial application of other states’
stringent regulation to reach the shady advertisers? Under the dor-
mant commerce analysis, clearly not. To the extent that some Internet
activity may facilitate externalization of regulatory costs, then the
competitive federal model will function poorly in those areas. But
this means that federal regulation, not extraterritorial state regula-
tion, is required—precisely the reason that, under the federal Consti-
tution, regulation of commerce was placed in the hands of a cen-
tral authority.

State regulators may of course complain that the constitutional
constraints I have outlined will prevent them from protecting their
citizenry against the very real threats of fraud and vice on the
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Internet. The answer to such an objection is that although the state
may not regulate the citizenry of other states, it is perfectly free
to regulate its own citizenry: Pennsylvania is welcome to penalize
Pennsylvanians who peruse online child pornography, and New
Jersey is welcome to require its residents to file disclosures certifying
that they have thoroughly investigated any online opportunity in
which they decide to invest. Demand-side regulation is naturally less
convenient for the state regulators, but the federal system considered
here was not designed with the convenience of regulators in mind.
Rather, if citizens value stringent protection from online fraud and
vice, and one state or another offers such protection, then that state
may expect an influx of citizens seeking the safety of that regime.
If, on the other hand, citizens find such regulation overly burden-
some, then that judgment will similarly be manifested by either
voice or exit, and the regime should go the way of previous failed
experiments in the laboratory of the states.

Conclusion

There should be little doubt that the widespread availability of
the Internet has changed the nature of commerce and of communica-
tion, and changed them profoundly. The unprecedented speed and
reach130 of communication now available to average citizens have
dramatically altered the frequency, transparency, and nature of con-
tacts between jurisdictions in the federal system. At the same time,
in another sense, the more things change, the more they stay the
same. Dramatic technological change is not unprecedented, nor is
the accommodation of legal rules to new technology. There is little
question, for example, that the advent of affordably priced automo-
biles radically changed the jurisprudence of jurisdiction in the federal
system as courts were for the first time faced with an exceptionally
mobile populace that could exit territorially based jurisdictions at
will. The jurisdictional jurisprudence we take for granted today has
been shaped by this and similar technological change.

Thus, the difficulty courts have had in formulating a coherent and
sensible approach to Internet-based jurisdiction suggests that the
‘‘unexceptionalists’’ are in some sense correct that nothing about
the challenge of this technology is new. The rules governing personal
jurisdiction are just as predictable and lucid as they ever were—
which is of course to say that those rules are decidedly turbid and
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nearly incomprehensible to the majority of lawyers, let alone to the
general populace. Experts on civil procedure are no doubt accus-
tomed to operating under dysfunctional rule sets, but that is cold
comfort to consumers and businesses engaged in trying to build
new online markets. Indeed, the jurisdictional difficulties posed by
this new technology may finally have pushed such incomprehensible
analyses to the breaking point, necessitating a fresh look at the
familiar rules, much as occurred years ago in the landmark Interna-
tional Shoe decision. As Kuhn observed with regard to ‘‘normal sci-
ence,’’ discrepancies in the dominant paradigm accumulate until it
must be discarded in favor of a new analytical framework.131

Neither is it helpful to argue that we can force technology to
conform to previous legal outcomes; this gets the result precisely
backwards, much like ranting that the automobile was spoiling the
‘‘established principles’’ of jurisdiction before International Shoe.
Unexceptionalists at the time might have demanded that automo-
biles be redesigned to accommodate the pre–International Shoe physi-
cal presence rule, perhaps by limiting automobile speed or the size
of their fuel tanks, so that extraterritorial jaunts would be impractical
or infrequent. This strikes us in hindsight as silly, and for good
reason. The clear benefits of automotive range and speed required
a readjustment of the legal framework, not a readjustment of technol-
ogy that might have been inconvenient to the prevailing legal regime.
The benefit that Internet technology brings to commerce and commu-
nication may require similar adjustments to the legal regime that is
the legacy of previous technology. Both law and technology are
malleable, but it is counterproductive to impose costs upon the
technology and the users of the technology to accommodate a ‘‘set-
tled principle’’ of law simply because it is a settled principle, espe-
cially when the cost of altering the settled principle is low relative
to the benefits of the new technology.

This is not to say that some sovereigns will not try to force technol-
ogy to fit their preferred legal model, or that such changes cannot
be forced to occur if the sovereign is willing to pay the price of
diminished speed, reach, and usability.132 But it is to say that if there
is an established legal principle to be regarded, it is that a given
sovereign state within the federal system may not impose such
idiosyncratic costs on other states, or on the system as a whole.
Consequently, in considering state regulation of the Internet, we are
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required to ask whether application of current jurisdictional law will
yield desirable results, to adjust the rule where it does not, and to
assess the desirability of the result by its compatibility with the goals
of competitive federalism.
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7. Multijurisdictional Regulation
of the Internet

Bruce H. Kobayashi and Larry E. Ribstein

Introduction
Electronic commerce provides both opportunities and challenges

for markets. Reduced transaction costs and more rapid dissemina-
tion of information offer the potential for more efficient consumer
markets. At the same time, however, new markets and technologies
can create perceived regulatory gaps and apparent opportunities for
new regulation. One example is venders’ use of consumer marketing
information that they obtain on the Internet. The Federal Trade
Commission has recommended regulating privacy,1 and Congress
has legislated practices for using personal information collected from
consumers.2 Another is the debate concerning regulation of the
licensing of software and other computer information, particularly
in transactions over the Internet. The National Conference of Com-
missioners for Uniform State Laws (NCCUSL) has promulgated the
Uniform Computer Information Transactions Act (UCITA).3 The
FTC has considered the possibility of federally regulating such
transactions.4

Some commentators dispute the notion that new legislation is
required,5 and have noted the potential costs of such regulation.6

This chapter focuses on the more fundamental question of who
should make such regulatory decisions. The chapter mainly concerns
the issues specifically relating to federal and state regulation within
the United States. We also discuss broader questions concerning
regulation by nations in the international setting.

In contrast to the substantial disagreement over the substantive
provisions of new legislation regulating electronic commerce, there
is widespread agreement that such regulatory decisions should be
made at the federal level.7 Those favoring new substantive regulation
of electronic commerce argue that states are not the appropriate
regulators because new contracting technologies and the global
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nature of the Internet will allow firms to evade state regulation
easily. Moreover, businesses engaging in electronic commerce do
not want to be subject to overlapping regulation by many states,
and thus support broad federal preemption of state regulation.

This chapter shows, instead, that allowing states to make the
decision whether or not to regulate electronic commerce has a signifi-
cant chance for success relative to having such decisions made at
the federal level, and that the criticisms of leaving these decisions
to the states are not persuasive. Allowing the states to decide if and
how to regulate electronic commerce has the important advantages
of being dynamic and decentralized, and so more suitable to the
evolving nature of electronic commerce than top-down methods of
lawmaking. Moreover, the costs of overlapping state regulation can
be minimized by the use and enforcement of parties’ contractual
choice of jurisdiction and law.

Finding the Right Regulatory Balance
There is significant uncertainty about how to regulate electronic

commerce, about whether there is any market failure that requires
regulation, and about whether government needs to supply what-
ever regulation is required. This is important background for the
discussion below of state law’s advantage over federal law by allow-
ing for a variety of approaches and facilitating legal experimentation
with and competition among diverse regimes. Two specific types of
transactions have figured prominently in the debate over regulating
electronic commerce—consumer marketing information and sales of
software and other electronic information. These issues are intended
only as illustrations. The chapter’s basic analysis of state and federal
regulatory approaches can be generalized to deal with other regula-
tory issues concerning electronic commerce.

Arguments for Regulation of Electronic Commerce
The regulation of electronic commerce is typically invoked as a

way of addressing potential harms to consumers in an unregulated
market, assuming there are defects in the private contracting process.
The benefits are discussed separately regarding consumer marketing
information and sales of computer information.

Consumer Marketing Information. The technology of Internet shop-
ping has generated new types of markets for information. Consum-
ers who move through a Web site leave behind two types of data
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trails they would not generate in a shopping mall: the more conven-
tional track from e-mail addresses or other information needed to
enter a Web site, which can be linked with other information through
databases and search tools; and clickstream data, which are more
significant for present purposes because they are generated silently
and therefore raise more significant issues about informed consent.
Web sites place unique identifying numbers called ‘‘cookies’’ on the
hard drives of surfing consumers who use the popular Netscape
and Internet Explorer browsers. Web site operators can use cookies to
combine all information generated by visits to the site by a particular
computer. Thus, the Web site operator knows which pages the com-
puter visited and how long it spent on each page.

The most important concern about consumer marketing informa-
tion is not with clickstream data itself, but with the Web site opera-
tor’s ability to link this information with identifying information the
consumer has supplied, including e-mail addresses, passwords, and
credit card numbers. Such linkages explain how Amazon.com knows
not only that you are ‘‘Larry’’ or ‘‘Bruce’’ when you visit, and what
books you have bought in the past, but also your address and credit
card information.

Concern over such linkages has led some to advocate regulations
that would prohibit the sale or further dissemination of consumer
marketing information. The assurance that their information will
not be resold can increase consumers’ willingness to transact busi-
ness and disclose information, either explicitly or through visiting a
Web site.8 Moreover, some argue that individuals have fundamental
privacy rights and that mandatory rules should enforce the protec-
tion of personal information.9

Before continuing the analysis, it is important to distinguish the
issues concerning cookies from those concerning other types of pri-
vacy invasions. First, government intrusions differ qualitatively from
those of firms. Private firms that abuse consumer information lose
customers. People lack analogous exit opportunities regarding gov-
ernment intrusions. A state’s residents must comply with the entire
bundle of state rules mandating disclosure of personal information
when they engage in state-regulated or state-monitored activities,
including birth, driving, working, or dying. Equating governments’
and firms’ privacy incursions, as some commentators have done,10

questionably assumes that product markets are so deficient that they
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leave people as helpless to deal with private companies as they are
to deal with state governments.

Second, it may be helpful to further distinguish relatively mun-
dane identifying information from information that consumers
clearly expect to be kept private, such as medical records.11 People
turn over such information expecting that it will not be disclosed
to others without their consent. The main issues here concern
whether firms and governments should be able to use the informa-
tion notwithstanding this expectation, and how and under what
circumstances violators should be punished. Given greater unifor-
mity of preferences and expectations, state law’s advantage of offer-
ing diverse approaches does not come as strongly into play.12

Electronic Information Sales. Electronic information sales (e.g., the
sale of databases or e-books over the Internet) involve many of the
same problems of fraud and product defects as other products sold
over the Internet. This raises questions of whether special rules
should apply to contracting for electronic information because of
the rapid nature of the Web site contracting process.

There are also questions regarding the seller’s ability to restrict
use of the information through the license agreement and by design
of the product. In general, limiting use of information has external
effects on other users by allowing contracting parties to keep private
information that would otherwise fall into the public domain. This
applies, for example, to license terms that restrict the buyer’s right
to resell13 and that let licensors price discriminate among users.

Costs of Regulating Electronic Commerce

The costs of regulating electronic commerce are as uncertain as
the benefits. This fact is demonstrated in the following subsections,
again focusing on consumer marketing information and electronic
information sales.

Consumer Marketing Information. In general, consumer marketing
information, like other arguably private information, benefits both
merchants and consumers by reducing information and transaction
costs, and, in turn, inefficient transactions and fraud.14 Such disclo-
sures can be part of a mutually beneficial exchange of money and
information for goods and services on terms that incorporate the
value of the information. Exchange of this information allows Web
site merchants to monitor how many and what types of consumers
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they are reaching, and helps them target particular advertisements to
particular consumers. More precise targeting of Web site advertising
increases its information value to consumers, thereby helping con-
sumers satisfy their preferences.15 Consumers also get reduced prices
or free benefits for using Web sites that collect data and from an
expanded choice of products and services.16 Thus, prohibiting collec-
tion of cookies containing consumer information could impede the
development of valuable databases and increase transaction costs.17

Privacy regulation of cookies could have other negative conse-
quences. In general, privacy is not always desirable because it cloaks
undesirable activity.18 This is as true of privacy concerning Web
site–related conduct as it is outside the Internet context. An impor-
tant recent example concerns A&M Records v. Napster,19 in which the
district court found that the majority of files transferred by persons
using the Napster service were unauthorized copies of copyrighted
music, and ordered Napster to cease operations for contributing to
copyright infringement. The Ninth Circuit affirmed the district
court’s grant of the plaintiff’s motion for a preliminary injunction
but remanded for a determination as to whether Napster could
differentiate infringing and noninfringing uses so that a remedy
would not unduly interfere with legitimate activities, noting that
the ‘‘mere existence of the Napster system, absent actual notice and
Napster’s demonstrated failure to remove the material, is insufficient
to impose contributory liability.’’20 In an attempt to comply with the
preliminary injunction subsequently ordered by the district court,
Napster employed filtering technologies to block the sharing of copy-
righted materials.21 The district court concluded that these filters
were ineffective and ordered Napster to shut down.22 Napster subse-
quently sought bankruptcy protection.23

Limitations on the ability of Napster users to remain anonymous
might have been useful here. Napster or the recording companies
could use cookies or Globally Unique Identifier (GUID) technology
to allow copyright holders to identify those engaged in licensing or
copyright violations without deterring noninfringing uses.24 Indeed,
some type of identifier may be necessary to prevent the sharing of
copyrighted works through the newer generation of peer-to-peer
(P2P) file sharing software that proliferated after Napster’s demise,
such as Gnutella, Aimster, Kazaa, and iMesh. These programs do
not use a central server to connect users, thereby precluding the use
of filtering software.25
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In short, cookies provide valuable information. Because informa-
tion generally has some of the qualities of a public good in that it
is difficult for suppliers to internalize all of the benefits, there is
reason to suspect that a socially suboptimal amount of this informa-
tion will be produced.26 It is, therefore, important not to overregulate.

Attempts to determine the appropriate regulatory balance focus
on whether an individual should have a privacy right and, if so,
what form this right should take.27 Cookies are not protected as an
intellectual property right of the consumer who is the subject of the
information.28 Some privacy protection for consumer data may be
sought—for example, when there is concern over such data being
collected and used without the consumer’s knowledge or agreement.
A potential conflict exists between the social benefits of disclosure
(such as the creation of new databases), and an individual’s desire
to control the further dissemination of consumer information (per-
haps out of concern over reputation, a general taste for privacy or
autonomy, or the possibility of identity theft).29

The fundamental issue is whether a default rule of privacy is more
efficient than a default rule that allows collection and dissemination
of consumer data. Because circumstances vary across transactions,
a contract default rule may be more efficient than a mandatory rule.30

Even if merchants collect and use information for purposes other
than completing the transaction, as when they sell transactional and
clickstream data to third parties, there is no problem if the consumer
is informed and agrees. Informed consumers will give up personal
information when its privacy value is less than what someone else
is willing to pay for it, which in turn depends on the value of
subsequent use of the information. The default rule could be embod-
ied in statutes or tort law,31 although protection against dissemina-
tion of accurate and factual personal information based on the tort
of invasion of privacy is limited.32 There is limited protection of
privacy based on the tort doctrine of breach of trust,33 and it has
been suggested that this doctrine should be expanded.34 However,
a separate economic analysis is not required, as the only discernable
principle underlying such duties is one of implied contract and
efficient default rules.35

In the presence of positive transaction costs, an efficient default
rule would be the rule that results in the highest social surplus net
of the costs incurred by those that choose to contract out of the
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default rule.36 This choice of a default rule depends partly on what
the parties would have agreed to ex ante, in the absence of transaction
and information costs.37 As noted, parties presumably would agree
to allow collection and dissemination of consumer data if and only
if the expected value of future uses of the information at the time
of contracting exceeds the value of privacy. For example, in Moore
v. University of California,38 where a valuable and patented cell line
was eventually established from tissues obtained from a patient
being treated for leukemia, the court recognized a fiduciary duty
by the doctor to disclose the reasons for taking the cells, but denied
the patient an intellectual property right to his cells because the
medical research use of his cells did not require attribution to or
identification of him, and because Moore had signed a standard
form before surgery consenting to having blood and tissue samples
taken after surgery for medical research.39 In a case like Moore, the
fiduciary duty is arguably based on the patient’s ability to demand
payment for his continued cooperation if he knows the medical
value of his cells. But this might prevent valuable medical research.
More generally, the law encourages production of information by
enforcing contracts despite one party’s failure to disclose material
information about which it knows the other side is mistaken (e.g.,
Moore’s mistaken belief that his blood is only being used for diagnos-
tic purposes).40 This supports a default rule in the Moore situation
permitting use of the information even without explicit patient
consent.41

In contrast to the Moore context, a default rule that requires disclo-
sure of the potential uses of consumer data may be efficient because
one consumer could not capture the value of a compilation of cookies
by threatening to withhold his future cooperation, and because
privacy concerns may be greater regarding consumer data that iden-
tifies the individual. Thus, in Dwyer v. American Express,42 where
American Express (Amex) had collected and analyzed cardholders’
spending patterns without obtaining informed consent, the court
held, consistent with Moore, that there was no tort misappropriation
because the defendant created the value ‘‘by categorizing and aggre-
gating [cardholders’] names.’’43 However, the court held that Amex’s
failure to inform cardholders that their spending habits would be
analyzed and their names sold to advertisers constituted a deceptive
practice under the Illinois Consumer Fraud Statute because some
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consumers might not have used the card if they had known of
the practice.44

Still another situation is invoked in a case involving medical infor-
mation that identifies the individual. Here, the individual’s need for
protection may be stronger than for other private information
because of the greater sensitivity of the information. An example is
Weld v. CVS Pharmacy,45 where CVS used information collected from
customers who filled prescriptions at its stores to maintain, without
customers’ informed consent, a database that CVS used to conduct
a direct mail campaign funded by several pharmaceutical compa-
nies. The trial court denied the defendant’s motions for summary
judgment on customers’ privacy-related claims, noting individuals’
special expectation of privacy concerning medical information, and
distinguishing Dwyer.46 But medical information that identifies the
patients may be at least as valuable as the information collected in
Moore, which suggests a possible collision between the individual’s
privacy rights and the social costs of privacy.

These cases indicate the difficult trade-offs involved in creating
efficient privacy rules, and how these rules should depend on,
among other things, the consumer’s expectations of privacy and on
how regulation will affect incentives to produce valuable informa-
tion. Thus, a particular rule may be wrong for a significant number
of transactions.47

In general, given the transaction-specific nature of the appropriate
rules and the costs associated with adopting too high a level of
privacy protection, contract default rules would appear to be the
right approach. But even if that principle is accepted, it may not be
clear what the default rules should be or who should provide them.
These issues do not lend themselves to a one-size-fits-all, all-at-once
federal approach.

Computer Information Transactions. Internet sale of computer infor-
mation, such as computer software programs, raises several ques-
tions about the appropriate level of regulation. First, what does
‘‘merchantability’’ mean with respect to computer software, where
consumers expect some ‘‘bugs’’ but not too many? Second, what
terms are appropriate to the sorts of licensing transactions that occur
in this context as distinguished from outright sales? Third, what
levels of detail and clarity should be required in disclosures to con-
sumers? Fourth, how explicitly must consumers waive warranties
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or other protections? In general, highly detailed disclosures and
explicit assent procedures impose additional transaction costs in
terms of reducing the speed of electronic commerce that may or
may not be outweighed by the benefits in terms of effectuating
consumer preferences.

There are additional issues concerning the social costs and benefits
of regulation, particularly including those relating to incentives to
produce information. Unlike the usual sale of a consumer product,
software licenses typically restrict or limit resale of the product by
the consumer. By preventing resale by original buyers, these terms
allow licensors to price discriminate between low-value and high-
value users.48 Price discrimination, in turn, may enable licensors to
extract more profits from the product and thus increase their incen-
tives to produce the information. Although licensors may be able to
use self-help even without legal enforcement, this may significantly
increase licensors’ costs.49

Apart from rules regarding resale, contracts may protect property
that is not protected by intellectual property laws,50 such as data-
bases,51 thereby remedying Congress’s failure to foresee the path of
technological development. This protection increases the return on
a compiler’s investment, and therefore the probability that the infor-
mation will be produced.52 Any policy that leaves everything to
Congress’ limited foresight might create a centralized, uninformed,
and inflexible system that provides inadequate incentives for the
creation of intellectual property, and therefore would not serve the
intellectual property laws’ goal to ‘‘promote the progress of the
sciences and useful arts.’’53 Indeed, private ordering may produce
more efficient results than those under the copyright laws.54

Arguments for Market Failure
It is known that regulators face significant questions in balancing

the costs and benefits of regulation. This raises the question of
whether merchants and consumers are likely to do a better job in
formulating and agreeing to mutually beneficial terms and prices.
More specifically, is there anything about the contracting process in
this context that may be conducive to market failure, and that there-
fore may justify having regulators making the difficult cost-benefit
decisions discussed earlier? These arguments will be discussed gen-
erally in this section and then revisited later in the specific context
of enforcing contractual choice of law.
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The Internet as a ‘‘Lemons’’ Market. Some have argued that consum-
ers will resort to bricks-and-mortar merchants unless online mer-
chants are tightly regulated.55 This claim implies that consumer mar-
keting information involves a ‘‘lemons’’ market: because consumers
cannot distinguish between high- and low-quality promises of data
protection and enforcement levels, they will not be willing to pay
for higher levels of protection and low-quality merchants will domi-
nate the market.56 It arguably follows that merchants and consumers
both would benefit from strong legal rules that induce consumers
to rely on Web site merchants.

The ‘‘lemons’’ argument assumes that companies can survive on
the Internet by selling low-quality goods at high prices to dumb
consumers. However, this argument seems inconsistent with several
important features of Internet markets.

First, the Web site enables consumers to deal in a brief period and
at low cost with many different merchants. This opportunity lets
consumers compare terms and products offered by many merchants.

Second, because online merchants need to encourage consumer
trust in this new market, they have ample incentives to build reputa-
tions for and otherwise signal their trustworthiness. Merchants that
frustrate consumer expectations devalue their reputations and effec-
tively forfeit their bonds.57 Consumers, after all, can choose not to
deal with merchants that are perceived as untrustworthy or can
limit their disclosure of information. Consumers can refuse to make
personal disclosures, turn off the cookie feature of their browsers,
or use a variety of devices that control the amount of marketing
information consumers make available and to whom they give it.58

Third, various media, including the Internet itself, spurred by
highly vocal privacy advocates, rapidly disseminate information
about background facts regarding new uses of consumer information
and the behavior of individual merchants. For example, when Dou-
bleClick acquired a direct-mail company and planned to merge its
cookie data with the direct-mail database, ‘‘a fierce backlash’’ forced
DoubleClick to postpone the database merger plan and hire promi-
nent consumer advocates as privacy monitors.59 Because consumers
can refuse to deal with offending Web sites or deny marketing
information to these sites, a consumer backlash can reduce Web
site operators’ ability to accumulate information and give them an
incentive to change their practices. Moreover, it is cheap and easy
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for individual consumers and competing merchants as well as orga-
nizations to post information about defective products and dishonest
merchants, and sophisticated search engines enable shoppers to find
this information.

It is unnecessary for all consumers to be sophisticated or aware
of the problems for markets to protect all consumers. Because of
venders’ high costs of discriminating between the informed and
uninformed in this setting, due partly to their reliance on standard
form contracts, competition for the marginally informed consumer
protects the uninformed consumer.60 Marginal Internet consumers,
who are likely to be more informed than consumers generally, there-
fore will set contract terms in this setting.

The Nature of Web Site Contracts. The process of contracting on the
Web site might seem to handicap consumers. Consumers typically
do not bargain over terms but rather either accept or reject the
standard form contracts they are offered on merchants’ Web sites.
The rushed and casual atmosphere of Web site surfing might be
said to be nonconducive to contracting.61 However, even if consum-
ers cannot bargain with each of their venders, they can easily shop
among many alternative venders, as discussed in the previous sub-
section. Accordingly, the non-bargained-for or ‘‘adhesive’’ nature
of a contract does not alone make it inefficient.62 Moreover, regulation
that, in effect, requires bargaining by refusing fully to enforce adhe-
sion contracts would be inefficient if the benefits of bargaining did
not outweigh the costs.63

A Web site may actually offer more opportunities for viable bar-
gaining than contracting off the Web site, because it makes more
feasible mechanisms by which consumers can carefully read con-
tracts before buying or licensing products. This fact particularly
applicable to the problem of licensing software. Because it is difficult
to design a mechanism for reaching agreement on complex terms
of a license before sale, venders commonly use licenses that are
included in the product that consumers do not see until they have
bought and paid for the product, taken it home, and torn off the
product’s shrink wrap. Consumers thus are bound by a complex
contract with little opportunity to negotiate or read it. On the other
hand, if consumers’ consent is not deemed to occur until a later
period, they might benefit from the product without paying for it.
A Web site makes it easy for merchants to give consumers as much
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time as they want to read the contract before they click on the
download button. In addition, a Web site facilitates a kind of auto-
mated contracting where consumers can configure Web site agents,
or bots, to look for and accept or reject certain types of contract
terms.64

Finally, the Internet does not necessarily involve the asymmetry
of bargaining position that often seems to exist between buyers and
sellers. Because the Web site has reduced the costs of selling by
eliminating the need for bricks-and-mortar storefronts, it is condu-
cive to smaller venders.

The Internet as a ‘‘Lamb’s Market.’’ Even if consumers can compare
the deals offered by many merchants, they still have to understand
what they are buying and (in the case of consumer marketing infor-
mation) selling. Advocates of privacy regulation argue that consum-
ers may be unable to value their information accurately in monetary
terms.65 Like lambs, they will be shorn unwittingly of their informa-
tion. Merchants able to obtain consumer marketing information at
less than its value to consumers will have little incentive to offer
high levels of consumer protection to lure consumers to the Web
site. Having obtained the information cheaply, merchants will be
better able to price discriminate among consumers, thereby reducing
customers’ surplus.66

As previously discussed, consumers probably are not ignorant of
merchants’ use of consumer marketing information.67 The question
is whether consumers systematically undervalue their information,
or value it correctly but nevertheless derive enough benefit from
Web site transactions that they are willing to give up the information
for less than its value to merchants. Assuming that consumers know
that their marketing information is valuable to merchants, it is not
clear why they would systematically undervalue the information,
rather than either systematically overvalue it or, more likely, value
it accurately on average across consumers and transactions. The fact
that merchants, such as Internet service providers, are willing to
buy advertising space on consumers’ computers by offering free or
heavily discounted services suggests that consumers are aware of
the value of their data.68 If consumers accurately value their informa-
tion but nevertheless choose to sell it for less than it is worth to Web
site operators, then there is a further question of whether this division
of the surplus is somehow inefficient.69
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Advocates of regulation argue that markets are inadequate
because they do not protect nonmarket values such as dignity and
self-expression.70 Circulating information about individuals con-
strains their ability to take positions and lead lifestyles that do not
conform to social norms, thereby becoming a strong force for confor-
mity. But again, it is not clear why these considerations would not
lead people to overvalue their information and therefore make too
little of it available from a social welfare standpoint. Moreover,
it is not clear why government would make better choices than
individuals. Regulators’ estimates of values higher than those
reflected in market transactions might be wrong. If so, they might
reduce rather than increase individual autonomy—for example, by
preventing people from effectuating their shopping preferences
through cookies. This suggests that government should move care-
fully in second-guessing market decisions. One way it could do
so is by increasing choice of what law would apply to any given
transaction through an emphasis on state, rather than federal,
regulation.

Externalities. Contracts may lead to inefficient results if they mate-
rially affect noncontracting parties. This is arguably the case, for
example, with respect to restrictive software licenses that impede
the flow of information and therefore inhibit productive efforts that
would benefit society as a whole. Some commentators claim that
venders’ use of consumers’ personal information involves social
costs that the consumers themselves do not bear—for example, by
restricting self-expression and thereby the choices made in a demo-
cratic society.71 However, it is not clear why restricting self-expres-
sion by Internet tracking also would affect nontracked decisions
like those people make in voting booths. Moreover, as discussed
previously, it is just as plausible that restricting consumer marketing
information will impede individuals’ expression of preferences.

A particular externality that may affect regulation of electronic
commerce involves network effects. Network externalities are dis-
cussed in more detail below. For present purposes, it is enough to
summarize the phenomenon as involving failure by new adopters
of a standard or service to consider the benefits that adoption might
confer on other users. The result is that people may not buy a new
product or adopt a new standard even if it is better than the old
one apart from network benefits, and a new product or standard
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might not emerge even if it might have given rise to a superior
network but for externalities. Thus, information ‘‘norms’’ may be
unfavorable to consumers,72 or technical standards may not effi-
ciently reflect consumer preferences. For example, consumers and
venders may not want to incur the costs of implementing the privacy
standard Platform for Privacy Preferences Project (P3P) until it has
become successful, creating a kind of vicious cycle. In other words,
P3P will be unable to create a new ‘‘network’’ in which users can
connect efficiently with Web sites. But this ignores the fact that if a
new standard such as P3P is efficient, venders as well as users will
gain and therefore will have incentives to invest in marketing the
standard. Conversely, the market’s failure to adopt a new standard
may be due to its inherent inferiority rather than to network external-
ities.73 Thus, if P3P fails, despite all of the attention it has been given
and its high-profile backers, that may be because few consumers
want the privacy it enables.74 If so, mandating the device through
government regulation obviously will entrench inefficiency rather
than cure a market failure.

A final kind of externality concerns wealth distribution. It has been
argued that permitting consumers to sell marketing information lets
rich consumers reap merchant discounts, while the poor get higher
prices because merchants do not value their information.75 But it is
not clear that the advantage the rich get in this context can be
distinguished from other problems associated with the allocation of
wealth in a capitalist economy. The rich get better schools, housing,
health care, information, and so forth, all of which enables them to
get richer still. Perhaps this is a social injustice that government
should address, but it is not clear why government should start with
electronic commerce.

Thus, arguments for government regulation of Internet contract-
ing rest on questionable assumptions concerning consumers’ ability
to protect themselves and the existence of externalities. All of this
is not to say that markets will operate perfectly. For example, even
if most firms have market incentives to respect consumer privacy,
a failing firm with no further reputation to protect may make an
unauthorized one-shot sale of consumer data before going out of
business. But it is unlikely any regulation could solve problems like
this. More important for present purposes, even if some regulation is
appropriate, it should not necessarily be all-encompassing regulation
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imposed by federal law. As discussed below, state regulation and
enforcement of contractual choice facilitates diversity, experimenta-
tion, and competition among regulatory approaches.

Alternative Forms of Regulation

Even if some form of regulation is appropriate, it may not be clear
which form the regulation should take. The following discussion
compares some possible requirements concerning consumer market-
ing information. Many of these requirements have been proposed
in state bills regulating consumer marketing information. This vari-
ety of approaches reflects the extent of experimentation that is possi-
ble under a state regulatory approach and that would be precluded
by full or even partial federal regulation.

Disclosure Mechanisms. Regulation may require, or subject contract
enforcement to the condition, that venders disclose certain informa-
tion to consumers. With respect to any disclosure requirement, the
question for regulators is how the disclosure must be made. For
example, venders may be required to disclose through an informa-
tion screen flashed as the individual user logs on, a statement that
the information is available at a specified Web site address or a
location on the Web site the consumer is already surfing, or by e-mail
request, telephone, or letter. The appropriate approach obviously
depends on balancing the costs to both the vender and the consumer
of more affirmative disclosure methods—including forcing Web site
surfers to click through disclosure screens—against the benefits of
reducing consumers’ search costs.76 The appropriate approach also
may depend over time and across situations on rapidly developing
technologies. For example, a form of privacy notice that is appro-
priate for a 19-inch monitor may not be appropriate for a Personal
Digital Assistant (PDA),77 or its appropriateness for computer dis-
plays may depend on developments regarding screen resolution.
Thus, prescribing a particular standard may stunt or inefficiently
direct the development of technology.

Opting In vs. Opting Out. Regulators might provide for certain
types of protection but allow contrary agreements. The main ques-
tion in this situation is whether the consumer must opt in to the
protection or opt out. For example, a Web site operator might be
prohibited from collecting any information unless it obtains the con-
sumer’s affirmative consent to the particular use, or alternatively
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only if the consumer opts out of the practice the operator proposes.
In either case, disclosure to the consumer is required. Or, software
might be sold with certain types of warranties unless consumers
waive the protection. Consumer consent in either case might be as
simple as clicking on an ‘‘I accept’’ box or even just deciding to use
the Web site that gathers the information. On the other hand, the
law might require an actual written, or at least electronic, signature.
Where use of the product precedes precise disclosure, consent may
or may not be predicated on the consumer’s general knowledge of
the information-gathering activity. An opt-in procedure draws the
consumer’s attention to his or her right to refuse to consent. By
contrast, an opportunity to opt out of a Web site operator’s or seller’s
practice, such as use of consumer marketing information, would
give legal significance to consumer inaction, and therefore reduce the
directness with which the consumer is presented an explicit choice.

As with disclosure, the appropriate policy depends on balancing
the costs to Web site operators and consumers of offering and making
choices against the benefits to consumers of making the choices more
obvious.78 Aggressively presenting choices to consumers might give
them more leverage over merchants. On the other hand, affirmative
disclosures slow down consumers’ Internet surfing, increase transac-
tion times, and tie up servers. Although these costs increase directly
with the number of disclosures, repetitively reminding consumers
of privacy choices may have diminishing benefits.

Minimum Requirements. The foregoing discussion makes the
amount of regulation turn on consumer choice. An alternative would
be to require Web sites to offer certain minimal protections, such as
warranties or restrictions on use of marketing information, to all
consumers. This approach could be combined with one of the others
by requiring disclosure of additional protections, perhaps coupled
with opt-in or opt-out rules. This alternative is generally identified
with government regulation and is discussed as such below. But a
minimum standards approach also might be applied by private
regulatory groups, or incorporated into consumer self-help if con-
sumers configure their computers to accept only certain vender poli-
cies. In the latter situation, the standard applies to all Web sites but
varies from one consumer to the other.79

Again, policymakers must balance costs and benefits. Offering
choices may consume valuable resources of both consumers and
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Web site operators. On the other hand, adopting minimum standards
precludes some choices that might better balance costs and benefits.
The efficiency of this approach depends on, among other things,
consumers’ ability to obtain and process information relevant to
bargaining, regulators’ ability to anticipate vender and consumer
preferences in particular situations, and the degree of variation
among transactions. Thus, the efficiency of minimum standards may
depend on who imposes the constraints. Particular minimum stan-
dards might make sense for individual consumers or industries, but
not for across-the-board federal regulation.

Public vs. Private Regulators

Rather than governments supplying default rules or enforcement
mechanisms, firms could post their own rules or subscribe to organi-
zations that supply the rules and police violations through fines
or expulsion.80 Johnson and Post discuss the potential for private
regulatory structures on the Internet, possibly including consumer
protection doctrines,81 analogizing these organizations to the private
regulatory structures that have developed in other areas, including
securities exchanges82 and the law merchant.83 Third-party control
and monitoring is currently provided by organizations such as
TRUSTe.84 Commercial entities might select private providers of
legal rules whose judgments are enforced as final in state courts.85

Another example is the ‘‘P3P’’ protocol, which would permit a kind
of automated contracting whereby consumers’ computers can block
access to personal information by firms whose privacy policies do
not meet user-configured standards.86 This would permit individu-
als, at low cost, to contract for precisely the level of privacy protection
they prefer.87

The problem with these private solutions is that whether they are
allowed to work depends ultimately on the level of government
regulation. Thus, permitting private regulation should be viewed as
a regulatory option. Regulators might choose to impose liability on
Web site venders for violation of rules of self-regulatory organiza-
tions, leave these violations to private procedures, or impose wholly
separate regulations or remedies. For example, a firm may be liable
if it changed its privacy policy after obtaining information without
getting customer consent, could not adequately document how they
used consumer information, or slipped in giving consumers access
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to their information. Although the firm could try to contract with the
consumer to make private remedies exclusive, that contract might be
rendered unenforceable by a judicial rule or regulation because of its
‘‘adhesive’’ nature. This, in turn, would deter firms from relying
on such private solutions. Johnson and Post assert that territorial
governments will have incentives to grant ‘‘comity’’ to, and not inter-
fere with, these regimes,88 but these incentives are not self-evident.

The many e-commerce–related policy issues and regulatory options
discussed in this section are summarized in Table 1. This discussion
is intended to emphasize the difficulty faced by a single set of federal
regulators in formulating a regulatory policy in this area. This sug-
gests the appropriateness of offering a multiplicity of approaches
through 50 state legislatures.

Advantages of a State Approach
This section discusses three important advantages of resolving

Internet policy issues through a multiplicity of state laws, as opposed
to a uniform federal law. First, we discuss how market participants’
ability to exit states limits the extent to which powerful interest
groups can control regulation and secure inefficient rules that trans-
fer wealth from weaker interest groups. Second, we outline how
states can offer a variety of laws that suit different sets of preferences,
including a preference for no regulation. Third, we discuss how, even
in the absence of active competition, variety in state law facilitates
experimentation with alternatives and promotes an evolutionary
process as individuals and firms choose the laws under which they
prefer to operate.

Exit and Political Discipline
Legislation may favor the interest groups that can organize most

cheaply and effectively to raise and spend money, or to mobilize
votes and other political resources.89 Since a successful interest
group’s gains reflect its organization costs, these gains may not
outweigh losses to the rest of society. Interest group dynamics at the
federal level may lead to stringent regulation of consumer marketing
information. Larger and more established Web site operators may
favor disclosure and monitoring burdens that would restrict entry
into the industry. This meshes with the interests of consumer advo-
cates and trial lawyers who gain from increased remedies. Also,
privacy advocates would favor legislation that heightens public
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Table 1
REGULATORY ALTERNATIVES

Nature of ● Sensitivity
regulated data Sensitive (with clear expectation of privacy) vs.

nonsensitive personal data
● Substitutability

Idiosyncratic vs. fungible (valuable only when
aggregated with data from others)

● Identity
Personally identifiable vs. anonymous

● Method of collection
Passive (clickstream/tracking) vs. active collection

Disclosure ● Information to be disclosed
requirements Fact of collection and potential use vs. specific

detail, including nature and type of information
collected, how information is to be used, identity of
any third party that will receive the information

● Method of disclosure
On welcome screen, available on site, or available
by request

Consent ● Consent trigger
requirements Collection vs. use by third party or use related to

collection
● Type of consent

Negative (opt-out) vs. affirmative (opt-in)
● Manner of consent

Assent/clicking vs. in writing/electronic signature
● Frequency of disclosure/consent

At time of initial agreement or visit vs. each time
disclosure of data occurs

Exemptions to ● Industry self-regulation
government ● Consumer self-protection (e.g., P3P)
regulation

Preemption ● Scope
of state law Broad preemption of state law vs. no preemption

Exclusive federal enforcement vs. concurrent state
and private enforcement

● Preemption with Exceptions
Fraud and consumer protection
Tort, common law, and other state or private civil
actions
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awareness of the privacy issue and thereby increases the demand
for these groups’ lobbying activities. Large, established firms such
as AOL Time Warner, Inc., may want federal regulatory standards
suitable to a closed architecture or at least prefer federal preemption
of burdensome state regulation to an open Internet.90 Mostly lost
in this mix are those who would tend to oppose strict regulation,
including low-margin operators and potential new entrants who
are hurt most by regulatory burdens, and consumers who prefer
convenience to disclosure screens and ‘‘I accept’’ boxes.

Although interest groups operate at the state level as well, here
the social costs of legislation are constrained by individuals’ opportu-
nities to exit undesirable regimes.91 Charles Tiebout recognized that
people decide on their preferred levels of taxes and expenditures
by voting with their feet.92 Any interest group compromise at the
state level faces competition with the laws of 50 other jurisdictions
operating on the level playing field set by the Constitution, including
the dormant Commerce Clause. By contrast, competition between
U.S. federal law and that of other countries is constrained by the
costs of dealing with different legal systems, languages, and infra-
structures and has no constitutional protection. The significant
potential for exit in the U.S. federal system means that overregulating
state lawmakers may lose ‘‘clientele.’’

Exit is a potentially more effective disciplinary mechanism than
the political process because it operates through individual choice
rather than the need to coordinate through interest groups. As exit
costs fall, such as by letting people contract for the applicable law
rather than having to move physically from one jurisdiction to
another, so does the effect of inefficient laws. For example, because
firms can avoid application of local state corporation laws through
their ability to easily choose their states of incorporation, such laws
have been described as ‘‘trivial.’’93

Parties’ ability to exit inefficient laws reduces the effect of those
laws and therefore potentially increases efficiency. This is a relatively
weak form of the state competition argument because it does not
depend on exits having any effect on the substance of the laws
themselves but rather only on the laws’ effect on regulated parties.
A stronger form of the argument is that exit, particularly given
parties’ ability to contract for the applicable law, disciplines state
lawmakers to compete to enact efficient laws. This argument is
discussed below.
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Variation and Individual Preferences

Legal rules are most likely to vary in two distinct cases. First,
legal rules are likely to vary when different rules are likely to have
similar effects, so that the choice of a particular rule does not much
matter and there is little incentive to unify them. Second, rules are
likely to vary when there is substantial disagreement or uncertainty
over the effects or wisdom of alternative legal rules.94 As previously
discussed, regulation of electronic commerce may be a prime exam-
ple of the latter situation, given not only the uncertainty concerning
the effects and efficiency of various legal rules, but also varying
effects in different situations.

Given these varying effects, state regulation may result in an
equilibrium in which different laws appeal to different types of
venders rather than the emergence of a single dominant or uniform
law across states. For example, some firms might seek the flexibility
and lower transaction costs offered by a more permissive regime,
while other firms would not take that option because their customers
would be wary of such a choice. Firms would seek to cater to these
different preferences just as they do regarding preferences along
other dimensions.95

To the extent that a variety of regulatory approaches is desirable,
relying on state law may provide significant advantages over a
federal regime that broadly preempts state law. Under such circum-
stances, while state law would enable the use of different regulatory
approaches, federal and other centralized approaches would per-
versely attempt to achieve a uniform approach.96 Thus, whether or
not state competition effectively disciplines interest groups, relying
on state law is more likely to allow firms and individuals to select
from among different types of regulatory approaches and to produce
efficient variation.97

Experimentation and Evolution

Even if a single law ultimately proves desirable, that law should
not be imposed at the federal level until state experimentation identi-
fies the best approach.98 Once federal law is imposed, it is difficult
for opponent interest groups to mobilize to change the law. More-
over, Web site architecture and industry practices necessarily would
follow the law, which would make change costly.99 On the other
hand, a variety of state laws enables efficient alternatives to emerge
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and attract adherents, even if state legislators are not knowingly
competing or attempting to supply efficient laws.100 This process
operates with the effects of exit discussed previously. Assuming
only that market actors have incentives to minimize their transaction
and information costs and an ability to choose legal regimes that
accomplish this goal, efficient regimes will end up governing more
transactions and inefficient regimes fewer transactions.101

State Overregulation

This section evaluates an important potential argument against
relying on states to regulate electronic commerce: sellers would be
exposed to regulation in every state in which their Web sites are
accessible. Although complying with multiple rules may be costly
for any business, it is arguably particularly so for a Web site vender
that presents buyers with a single interface on their Internet pages.
Thus, Johnson and Post claim that territorial-based restrictions will
lead to each jurisdiction’s attempt to regulate the entire Web site,
and argue that cyberspace itself should be considered a distinct
regulatory jurisdiction to avoid such overlapping regulations.102

The real problem with state regulation of the Internet, however,
is not that multiple states might regulate a given transaction but
rather how the regulating state is selected. As long as state regulation
does not require inconsistent acts—such as some states prohibiting
disclosures that other states require—venders can protect them-
selves by complying with the most rigorous state law that a court
or regulator might apply. The problem is that, under open-ended
default conflict of law and jurisdiction rules, the courts decide which
state’s law applies ex post, after a dispute arises, rather than ex ante,
at the time of entering into the transaction.103 This uncertainty over
what law will apply ex post can negate state law’s advantage of
offering a variety of regulatory alternatives by impeding parties’
ability to choose the law that is most efficient or that best fits
their situation.

This section discusses the choice of law and jurisdiction rules that
create this problem. This discussion shows that the overregulation
problem with state regulation of the Web site is not as serious as
might first appear. As discussed below, under U.S. jurisdiction rules
a state cannot regulate Web site transactions based solely on the
local accessibility of the Web site. Also, in determining the applicable
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state law, a court needs to sort through only a limited number of
options and must evaluate only the sufficiency of the local basis
for regulating rather than the claims of all states that can exercise
jurisdiction.104 Moreover, as discussed below, state law becomes an
even more viable approach to regulating the Web site when the
potential for enforcement of contractual choice of law and forum is
taken into account.

Conflict of Laws

The approach contained in the American Law Institute’s influen-
tial Restatement (Second) of Conflict of Laws is frequently used by
courts to determine which state’s law applies in conflicts cases. The
Restatement’s approach depends on weighing a variety of facts in
the particular case. If the transaction involves a breach of contract,
as is likely the case for either software sales or use of consumer
marketing information, the applicable law would depend on place of
contracting, negotiation of the contract, performance, subject matter,
and domicile, residence, nationality, place of incorporation, and
place of business of the parties,105 weighed in light of such general
considerations as the parties’ expectations and the policies of the
forum and other interested states.106 Alternatively, under the Uni-
form Commercial Code (UCC), a court would apply its own law if
the transaction bears ‘‘an appropriate relation to this state.’’107 If the
merchants’ use of consumer marketing information is considered a
tort invasion of privacy, the applicable law may be that of the state
where the defendant communicated the information and thereby
appropriated the plaintiff’s name or likeness, or the plaintiff’s domi-
cile if the invasion is deemed to occur in multiple states.108

These rules obviously could support application of the buyer’s
local law in many electronic commerce cases.109 For example, if the
case involves a software sale, or if the court deems the vender’s use
of cookies to be a breach of its contract with the buyer, it might
reason that the consumer’s purchase, or the vender’s placing a cookie
on a consumer’s computer, locates the performance, subject matter,
one of the parties, and perhaps contracting and negotiation in the
consumer’s state. If sale of a consumer marketing information data-
base is considered a tort breach of privacy, the applicable law may
be that of the plaintiff’s domicile, the purchaser’s location, or some
other place.
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The Constitution only loosely checks state courts’ selection of the
applicable law. In Allstate Insurance Co v. Hague110 the Supreme Court
held as a matter of due process and full faith and credit that Minne-
sota, where the decedent worked, the widow resided, and the insurer
did business, could apply its rule ‘‘stacking’’ uninsured motorist
coverage on the insureds’ vehicles. Despite the fact that the policy
was issued and the insured resided in Wisconsin, the Court chose
to apply the Minnesota rule over the Wisconsin rule that did not
allow stacking, reasoning that Allstate would not be unfairly sur-
prised by the application of Minnesota law.111 An expectations-based
test provides little predictability as long as the parties’ expectations
can be shaped by the choice of law rules the courts happen to apply.112

The dormant Commerce Clause might play some role in choice
of law.113 The Supreme Court arguably has endorsed an interpreta-
tion of the Commerce Clause that invalidates state regulation that
involves significant ‘‘spillovers’’—that is, where costs fall mostly on
interest groups outside the state while benefits accrue to those within
it.114 This theory could be applied to regulation of the Internet.
Indeed, courts have invalidated, on Commerce Clause grounds, state
statutes regulating Internet conduct based on minimal jurisdictional
contacts that significantly burdened multistate Internet operations.115

However, state regulation should not be deemed to violate the
dormant Commerce Clause merely because it might have out-of-
state effects. Rather, courts should, and in effect do, balance any
costs imposed on out-of-state parties against the local harms the
statute is intended to redress.116 Courts must analyze costs and bene-
fits of state regulation of electronic commerce in light of the available
and potential technology, including Web site operators’ ability to
block access to their site by users in particular states and users’
ability to configure their browsers to avoid intrusive Web sites. Thus,
the application of the Commerce Clause to electronic commerce may
depend on how easily Web site operators can restrict access to their
sites or avoid sales in states where their sites are illegal, on whether
application of the law takes such efforts into account, and on whether
customers can cheaply avoid dealing with companies whose sales
or privacy policies they do not like. In other words, constitutional
constraints may not be justified under a balancing test for the same
reasons that state law is ultimately likely to produce efficient results,
as discussed below.
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Jurisdiction

The applicable state law is determined not only by conflict of laws
rules but also by where the plaintiff can obtain personal jurisdiction
over the defendant. The Due Process Clause generally permits the
state to assert jurisdiction over only those parties who have had
minimum contacts with the state.117 The most likely rule to be applied
is that the jurisdiction must be based on an action directed toward
the forum rather than merely on the defendant’s awareness that
action might result there.118 Once a state with jurisdiction enters
judgment, the judgment may be enforced in any state where the
defendant has assets.119

Internet jurisdiction has gone through three phases. A few courts
initially held that a state could exercise jurisdiction merely on the
basis that a Web site was broadcast into the state.120 However, courts
now generally deny personal jurisdiction based merely on a receiv-
er’s downloading.121 In the second phase of Internet jurisdiction
cases, the courts focused on the degree of interactivity of the Web site
in the relevant jurisdiction.122 Several cases have based jurisdiction
primarily or exclusively on the maintenance of an interactive Web
site that can take orders.123

In the third phase, a defendant may be able to escape jurisdiction
in a state if it has not ‘‘targeted’’ that jurisdiction or has targeted its
conduct elsewhere. The leading case suggesting this approach, GTE
New Media Services, Inc. v. Bellsouth Corp.,124 reasoned that due process
requires predictability, analogizing Web site access to an out-of-state
telephone call that had been held not to trigger long-arm jurisdiction.
The Court also distinguished this case from prior cases involving
activities directed toward the forum that had held in favor of mini-
mum contacts.125 It has been said that GTE endorses a ‘‘strict purpose-
ful availment standard,’’ and that ‘‘because defendants can control
whether they engage in activities targeted toward a specific forum,
it is easier for them to predict whether a court will find that they
have done so than to predict whether a court will label their Web
sites as sufficiently interactive to warrant jurisdiction.’’126 Some other
cases also hint at a targeting standard.127

The American Bar Association (ABA) Committee on Cyberspace
Law has recommended a targeting limitation on jurisdiction based
on devices sponsors use to purposefully avail themselves of states’
commercial benefits, or that they use to avoid jurisdictions, such as
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blocking and screening, disclaimers, identification of their home
state, listing targeted or nontargeted destinations, and, more gener-
ally, controlling how goods are advertised, sold, and shipped.128

Restrictions on jurisdiction also may take into account the availability
of intelligent software agents, or bots, that consumers can program
to prevent access to particular sites, aided by sellers’ electronic agents
and global protocol standards.129

In general, although the law is still developing, the trend in juris-
diction law is toward viable limits on state law’s reach. Technology
and flow control will determine the meaning of minimum contacts
in cyberspace and ultimately may erect electronic borders that make
personal jurisdiction in cyberspace comparable to that in real space.130

Based solely on rules regarding choice of law and jurisdiction, it
sometimes may be difficult for Web site venders to predict precisely
which state’s law will be applied at the time of the transaction.
However, as discussed next, ex ante predictability may be enhanced
by contractual choice of law and forum, particularly when these are
combined with the limitations on jurisdiction.

Uniform State Laws as a Solution to Overregulation

Uniform state laws theoretically could address the potential prob-
lem of overregulation of electronic commerce by multiple state
laws.131 Specifically, a uniform lawmaking body such as the NCCUSL
could propose a law that is then adopted by all states. There are,
however, reasons to be skeptical about the potential for uniform
laws to solve this problem.

The basic problem, of course, is that legislators would have an
incentive not to adopt a uniform law that restricted their freedom,
so that uniform laws are unlikely to deal effectively with the spillover
problem.132 The NCCUSL has an interest in maximizing the states’
adoption of their proposals and therefore is likely to craft its propos-
als to achieve that result. Thus, in order to minimize controversy,
the NCCUSL will pay close attention to groups that can influence
enactment in states,133 and try to broker compromises that lead to
unclear rules.134 The NCCUSL is unlikely to be effective in reforming
the law because it will be reluctant to adopt proposals that states
will shun.135 Because the uniform law process depends on states’
cooperation, it is unlikely to place significant constraints on states’
adoption of legislation that has local benefits but exports costs to
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other states.136 Moreover, the uniformity process is particularly sus-
ceptible to interest group influence. Because uniform legislators lack
even the modest resources that state legislators have for investigating
interest group claims,137 and because (as discussed immediately
below) a uniform law proposal may have an impact on state legisla-
tors, some interest groups may have an even greater incentive to
lobby at the uniform lawmaking level than they would in individual
state legislatures.

The Uniform Computer Information Transactions Act, in particu-
lar, involves a specialized area about which uniform lawmakers may
not be well informed and in which several interest groups—such
as software manufacturers, sellers, and users—had strong incentives
to lobby.138 Reformers, who may be no better able than interest
groups to speak for the ‘‘public’’ interest, also can have their say in
the uniform lawmaking process. UCITA involved a battle between
the American Law Institute, which sought strong protections for
consumers, and the more practical-minded lawyers and politicians
associated with the NCCUSL, who relied on traditional notions of
unconscionability and consumers’ self-help rights—for example, the
consumer’s right to obtain a full refund before using the product if
the consumer objects to the terms of a shrink-wrap license.139

States can disregard uniform law proposals, and indeed tend to
do so where uniformity is likely to have greater costs than benefits.140

Thus, it might be argued that NCCUSL-type proposals can do little
harm. Conversely, the NCCUSL might do some good if it leads to
uniformity in a situation in which it is efficient, as is arguably the
case for sales transactions like those covered by UCITA.141 Neverthe-
less, the NCCUSL’s influence may cause states to enact inefficient
provisions that they would not otherwise adopt by cloaking interest
group legislation in the NCCUSL’s officially accredited mantle,
focusing attention on a particular proposal that helps spur wide-
spread adoption, and lobbying state legislators.142

A Contractual Solution

This section discusses an important way of enhancing the viability
of state regulation of the Internet—through enforcement of contrac-
tual choice of law and forum.143 We begin by discussing the law on
enforcement of these contracts. Next, we discuss how firms can

185



WHO RULES THE NET?

induce increased enforcement through their power to avoid nonen-
forcing jurisdictions. Then, we respond to arguments that this might
lead to underregulation of electronic commerce. Finally, we discuss
the emergence of efficient state law from enforcement of contrac-
tual choice.

Enforcing Jurisdictional Choice

The courts’ applications of the preceding conflicts rules do not
necessarily let merchants and consumers jointly determine the appli-
cable rules at the time of their transaction, when the winners and
losers from a particular rule have not yet been determined and when
knowledge of the law could shape the parties’ conduct. Rather, these
rules let consumers choose the law unilaterally at the time of injury
by picking a forum in which to sue, which often turns out to be
local law. Under this ex post approach to resolving conflicts of law,
states have incentives to respond to consumers’ or trial lawyers’
interests rather than to maximize the contracting parties’ joint
wealth.144

Web site venders can, however, counteract the effects of applica-
tion of these conflict rules through their ability to select the applicable
forum, adjudicator, and law contractually. Enforcing these forum
selection clauses maximizes the welfare of all affected parties rather
than just the welfare of the one who happens to sue. Contractual
jurisdictional choice addresses the most significant problems inher-
ent in diverse state laws. These contracts are particularly useful in
dealing with state regulations that, for example, impose onerous
mandatory limitations on software licenses, restrict use of consumer
information even with disclosure, require onerous disclosures or
consent procedures, significantly impose costly consumer access
requirements, or provide for draconian liability.

More specifically, under our proposal, merchants might condition
the use of their Web sites on consumers’ acceptance of the designated
law and forum. Such a clause was enforced in the consumer market-
ing information context:

This License Agreement shall be governed by the laws of
the State of Washington, without regard to conflicts of law
provisions, and you hereby consent to the exclusive jurisdic-
tion of the state and federal courts sitting in the State of
Washington. Any and all unresolved disputes arising under
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this License Agreement shall be submitted to arbitration in
the State of Washington.145

The contract might be entered into by placing the clause in a
general ‘‘terms of use’’ section of the Web site, or by making accep-
tance of the clause a condition of entering the Web site. Alternatively,
states might offer firms the opportunity to select their laws through
a procedure analogous to incorporation or formation of other types
of business associations. For example, a Virginia bill proposed per-
mitting firms to ‘‘domesticate’’ their Web sites in Virginia by making
a local public filing and thereby effectively to disclaim certain types
of liabilities.146

General Rules on Enforcing Contractual Choice of Law and Forum.
Restatement (Second) of Conflicts of Laws, Section 187(1), uses the
law selected by the parties as the starting point for determining
the law applicable to a contract dispute. However, Section 187(2)
qualifies this rule by permitting nonenforcement of this selection as
to the validity of the contract where—

(a) the chosen state has no substantial relationship to the
parties or the transaction and there is no other reasonable
basis for the parties’ choice, or

(b) application of the law of the chosen state would be con-
trary to a fundamental policy of a state which has a materially
greater interest than the chosen state in the determination
of the particular issue and which, under the rule of § 188,
would be the state of the applicable law in the absence of
an effective choice of law by the parties.147

The first exception may restrict shopping for the applicable law
in some cases by requiring a connection with the chosen jurisdiction.
The second limitation can operate to prevent evasion of state
regulation.

Courts applying the Restatement rule have quite generally
enforced contractual choice of law, at least in commercial contracts.148

Several states, including California, Illinois, Delaware, New York,
Oregon, and Texas, have promulgated statutes that, to varying
degrees, clarify the enforcement of contractual choice of law clauses
in large, commercial-type cases.149 Also, the UCC provides that
‘‘when a transaction bears a reasonable relation to this state and
also to another state or nation the parties may agree that the law
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either of this state or of such other state or nation shall govern their
rights and duties.’’150 Thus, the UCC does not currently include the
Second Restatement ‘‘fundamental policy’’ exception.

The enforceability of contractual choice is most doubtful in con-
sumer cases and in statutory provisions that apply to such cases.
The court may refuse to enforce the contract because it may have
doubts about consumers’ ability to make an informed decision and
to have a realistic choice concerning choice of law. The court may
first decide that the contractually selected state’s law is inapplicable
under law concerning contract validity,151 which may be determined
by the Restatement test first discussed, and then decide the applica-
ble law under the open-ended default choice of law rules that apply
in the absence of contract.

Perhaps the most important limitation on contractual choice in
consumer cases may enter the law through the American Law Insti-
tute’s revision of the UCC.152 The draft proposed for adoption would
sharply distinguish consumer and nonconsumer transactions. The
proposed provision would enforce contractual choice in business-
to-business transactions as long as it has a ‘‘reasonable relationship’’
to the transaction,153 and is not ‘‘contrary to a fundamental policy
of the State or country whose law would govern in the absence
of agreement.’’154 For transactions in which one of the parties is a
consumer, however, the revision would refuse to enforce the clause
where the chosen law would deprive the consumer of the protection
of any rule of law, that both is protective of consumers and may
not be varied by agreement, of the state or country (a) in which the
consumer habitually resides, unless subparagraph (B) applies; or
(b) if the transaction is a sale of goods, in which the consumer makes
the contract and takes delivery of those goods, if such state or country
is not the state or country in which the consumer habitually resides.155

As noted, courts have stronger incentives to enforce contractual
choice of forum and adjudicator than to enforce contractual choice
of law. This is confirmed by the case law. U.S. Supreme Court cases
have recognized the enforceability of consent to jurisdiction156 and
forum-selection157 clauses even in ‘‘adhesion’’ contracts between
merchants and consumers.158 Although the Supreme Court was
deciding constitutional issues or admiralty cases rather than apply-
ing state law, the cases represent an important general recognition
of enforceability.
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With respect to arbitration clauses, Section 2 of the U.S. Federal
Arbitration Act159 mandates enforcement of arbitration agreements
involving transactions in interstate commerce. Consistent with its
approach to choice of forum, the Supreme Court has been very
receptive to enforcement of arbitration clauses even in cases involv-
ing important federal rights.160

The Link between Choices of Law, Forum, and Adjudicator. It is useful
to emphasize the importance of contracting not only for the applica-
ble law but also to require disputes to be tried in the state whose
law is selected and that the parties consent to the jurisdiction of that
court. Because the forum court ultimately decides which law to
apply, the parties seeking the application of a particular state law
likely will choose the forum that is most likely to apply that law,
including a forum that is likely to enforce the parties’ contractual
choice. Moreover, because a court has a tendency to apply its own
law, and a comparative advantage in applying that law, the contrac-
tual choice of law and forum likely will be the same.161

Although a court in which a plaintiff sues theoretically can decide
not to enforce a choice of forum clause, it may be willing to defer
to the contractual selection of a different forum even if it would not
be willing to apply another state’s law.162 And although a judge
may face difficulty and not much reward in making new law when
applying another state’s law, enforcing a choice of forum clause lets
a court both enforce the contract and avoid directly contravening
legislative policy or establishing a potentially troublesome precedent
on contractual choice of law. Thus, contractual choice of forum helps
courts resolve conflicting incentives regarding enforcement of con-
tractual choice of law.

The contract also might adopt a private regulatory regime or
provide for arbitration.163 Again, a court may be willing to permit
arbitration even if it would not enforce contractual choice of law.164

Although state judges have incentives to enforce local law because
the local legislature controls their tenure, salary, and perks,165 arbitra-
tors have less incentive to resist evasion of state regulation because
they are paid by the parties rather than by the state. A recent paper
confirms this observation by showing that franchisers tend to use
arbitration clauses in their agreements when they also contract for
the applicable law.166

An important relationship exists between contracting over the
forum and contracting for private remedies. States may regulate
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Internet transactions whether or not the parties want to deal with
the problem only in cyberspace. A consumer or regulator therefore
may circumvent attempted contractual privatization by suing in a
state that is likely to apply its strong regulatory policy. Thus, firms
effectively can contract for private rather than government rules and
adjudication only by contractually designating a state forum that
respects private remedies. Accordingly, our proposal for enforcing
contractual choice of state law and forum does not mean that we
prefer government to private ordering but rather it provides a way
to make private remedies viable. We do not necessarily disagree
with Johnson and Post’s arguments for private regimes operating
and competing in cyberspace.167

Enforcing the Clauses in Electronic Commerce Cases. This subsection
considers enforcement of contractual choice of law, forum, and adju-
dicator in the specific context of electronic commerce. Whether con-
sumers’ bargaining and information problems may lead to a ‘‘race-
to-the-bottom’’ in electronic commerce law is discussed below. For
present purposes, it is enough to note that, consistent with the above
analysis of so-called ‘‘adhesion’’ contracts, merchants’ designation
of the applicable law without bargaining does not necessarily make
the contract one-sided or unenforceable. A consumer, in effect, votes
with his mouse for the applicable law and forum by contracting
with the seller or Web site operator, perhaps using an automatic
contracting mechanism such as P3P. Moreover, consumers’ lack of
information concerning various legal systems is not as serious a
problem as might first appear, given various market devices and
the availability of abundant information.

The law on enforcing contractual choice in electronic commerce
cases reflects a division in the courts concerning the nature of the
requisite consent in Internet contracting generally. Recent federal
and state decisions have enforced arbitration provisions in Gateway,
Inc.’s mail-order and telephone computer sales without evidence of
the plaintiff’s overt consent to or actual awareness of the provision.168

In a frequently cited case, Hill v. Gateway 2000, Inc.,169 Judge Frank
Easterbrook held in favor of enforcement of the clause in a contract
included with a Gateway computer based on retention of the computer
for the requisite period to indicate consent under the agreement
even in the absence of explicit consent.170 A later federal case,
relying on Hill, held that the arbitration clause in the license accom-
panying the computer purchase was broad enough to cover related
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purchase of software services, although there was no arbitration
clause in the agreement specifically relating to those services.171

In Brower v. Gateway 2000, Inc.,172 a New York state court, also
relying on Hill, held that the provision was not unenforceable as an
unconscionable ‘‘adhesion’’ contract despite inequality of bargaining
position between the seller and the consumer, the consumer’s failure
to read or understand the agreement, and the fact that the arbitration
provision foreclosed a low-cost class action remedy.173 It was enough
that the consumer had 30 days after receiving the computer to return
it (although return would have entailed expense and inconvenience),
and that the agreement was not unduly lengthy (3 pages and 16
paragraphs, all in the same size print).174 The court did invalidate
the agreement but on the sole ground that it designated arbitration
by the International Chamber of Commerce, an organization based
in France and little known in the United States.175

Judicial recognition of jurisdictional choice has been extended to
clickware Internet contracts. An important recent case involving
consumer marketing information is Lieschke v. RealNetworks, Inc.,176

in which the court enforced contractual arbitration in the defendant’s
home state of customers’ claims of privacy and trespass to property
based on RealNetworks’ use of its products to access users’ electronic
communications and stored information without the users’ knowl-
edge or consent.177 Before installing the software, users were required
to accept the RealNetworks license agreement quoted above,178 which
provided that Washington law governed and that users consented
to exclusive jurisdiction and arbitration in state and federal courts
in Washington. The court interpreted this as applying the law of
the Seventh Circuit (the forum) rather than enforcing the agreement
to arbitrate, which, as discussed immediately below, is notably favor-
able to enforcement of computer and software agreements,179 rather
than the less pro-enforcement law of the Ninth Circuit, where the
contractually selected forum was located.180 It also rejected an inter-
venor’s unconscionability arguments based on the location of the
agreement, the size of the font, difficulty of use, distance of the
designated forum from some users’ homes, and the failure to provide
for classwide arbitration.181

Courts have enforced contractual choice of law and forum in other
types of Internet transactions. New Jersey residents injured in a
Nevada hotel had to go to Nevada for trial under a clause entered
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into on the defendant’s Web site providing for trial in Nevada state
and federal courts.182 The forum selection clause helped justify hold-
ing against jurisdiction in New Jersey, the court reasoning in part
that ‘‘the forum selection clause in defendant’s Web site demon-
strates that it could not reasonably anticipate being haled into court
in New Jersey.’’ Contractual choice of Ohio law was enforced in a
declaratory judgment action on an Internet transaction based on
repeated interactions between an Ohio computer network and a
customer who agreed to market his product over the defendant’s
system.183

UCITA also strongly supports contractual choice of law and forum
in the context of computer information sales, and perhaps in con-
sumer marketing information transactions also under a trade secret
licensing approach to those transactions.184 UCITA would enforce a
choice-of-law clause in electronic consumer sales unless it would
vary a mandatory rule in the licensor’s state.185 UCITA drops the
‘‘reasonable relationship’’ requirement under the general Restate-
ment rule for enforcing contractual choice of law.186 The Reporter’s
Notes state that in a ‘‘global information economy, limitations of
that type are inappropriate and arbitrary’’ and cite the costs of
complying with the inconsistent laws of many jurisdictions as the
reason for mandating application of the law of the licensor’s state
in electronic transactions.187 Although the rule upholds mandatory
rules in states where licensors are located, licensors can escape appli-
cation of stringent rules in states that adopt this UCITA provision
by establishing the contacts that UCITA finds critical, including place
of business and chief executive office,188 in permissive states. The
Reporter’s Note to UCITA also adopts a permissive approach to
enforcing choice of forum clauses, noting that the choice ‘‘is not
invalid simply because it has an adverse effect on a party, even if
bargaining power is unequal’’ and that ‘‘in an Internet transaction,
choice of forum will often be justified on the basis of the international
risk that would otherwise exist. Choice of a forum at a party’s
location is reasonable.’’189

There is, however, authority against enforcing contractual arbitra-
tion in an Internet transaction that did not, as in Lieschke, require
the consumer to assent before downloading the product. In Specht
v. Netscape Communications Corp.,190 the Court refused to enforce a
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provision for binding arbitration in California in what it character-
ized as a ‘‘browsewrap’’ license where the consumer could down-
load the product (the SmartDownload feature of Netscape) without
going through an acceptance procedure.191 The license agreement
triggered by the download was visible only if the user scrolled to
the next screen.192 Below the screen used for downloading, the user
was invited to view and agree to the license agreement before down-
loading and using the software but was not told at that point (but
only in the license itself) that he had to agree to the license terms
before downloading and using the software. The court sharply dis-
tinguished cases in which the user had to click the ‘‘accept’’ box
before being able to use the product, stating:

The case law on software licensing has not eroded the impor-
tance of assent in contract formation. Mutual assent is the
bedrock of any agreement to which the law will give force.
Defendants’ position, if accepted, would so expand the defi-
nition of assent as to render it meaningless. Because the user
Plaintiffs did not assent to the license agreement, they are
not subject to the arbitration clause contained therein and
cannot be compelled to arbitrate their claims against the
Defendants.193

The court also noted that:

From the user’s vantage point, SmartDownload could be
analogized to a free neighborhood newspaper, readily
obtained from a sidewalk box or supermarket counter with-
out any exchange with a seller or vender. It is there for
the taking.’’194

Consistent with this demand for something approaching actual
consent, the ABA’s Committee on Cyberspace Law has recom-
mended enforcement of nonbinding arbitration clauses that call for
enforcement of awards pursuant to adequately disclosed choice of
forum and law and jurisdictional choices, where the consumer has
‘‘demonstrably bargained with the seller’’ or if the contract was
made through a bot programmed to reflect the consumer’s choices.195

Thus, it is not clear that a plaintiff will be bound to contractual
choice provisions, including those for arbitration, in a Web site-
based transaction (as distinguished from those based on shrink
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wrap) unless they are contained in an agreement to which the con-
sumer must explicitly consent before downloading. It is not clear
how such a rule can be reconciled with the Gateway cases discussed
previously, which upheld enforcement of clauses in the absence of
such explicit consent. Ripping off a plastic shrink wrap is more
comparable to a license notice somewhere on a Web site than
requiring positive assent to downloading. And a requirement of
explicit consent before downloading can be costly. Although soft-
ware sellers easily can comply with the condition that the consumer
go through an acceptance procedure as specified in Specht—indeed,
Netscape itself used an assent procedure similar to the one in Lieschke
for its main product196—the Specht procedure may complicate trans-
fer of cookies because the consumer may have to assent explicitly
before the vender can place a cookie on the Internet surfer’s
computer.

The biggest risk for merchants involves actions by state attorneys
general, primarily under state consumer fraud statutes.197 Although
such actions would not appear to be constrained by clauses in partic-
ular contracts selecting states with less restrictive laws, they do not
undercut the case for state rather than federal law. First, unlike
private plaintiffs, state attorneys general are subject to political pres-
sures, including those that may arise from merchants avoiding strict
regulation as discussed below. Second, and perhaps most important,
as discussed in more detail below, federal law not only is unlikely
fully to address the problem of state enforcement actions but may
even exacerbate it.

Finally, one commentator has raised questions concerning the
constitutionality of enforcing contractual choice of law under the
Full Faith and Credit Clause to the extent that venders can choose
jurisdictions that otherwise have no relationship to the parties or
transaction, as under the proposed revised UCC and UCITA provis-
ions discussed previously.198 However, no case law or policy support
exists for the argument that the Full Faith and Credit Clause
demands that a state have a relationship with the parties or transac-
tion other than having been selected in the contract. Indeed, a restric-
tive interpretation of Full Faith and Credit may bring it into conflict
with the policies underlying other constitutional provisions. For
example, such a restrictive interpretation arguably conflicts with the
policy of the dormant Commerce Clause to the extent that it elimi-
nates a contractual device for eliminating spillovers of costs to other
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jurisdictions. Moreover, enforcement of contractual choice of law
may be necessary to preserve privacy regulation from constitutional
challenge under the First Amendment.199 Given these competing
considerations, to preserve an efficient balance regarding choice
of law, the Constitution should be applied neither to support nor
undermine enforcement of contractual choice.

Avoiding Nonenforcing Jurisdictions

Even if contracting parties cannot be sure that courts will enforce
their contractual choice of law or forum, they can avoid giving a
nonenforcing or excessively regulating state a jurisdictional predi-
cate for imposing its law, or can reward states with reasonable
regulation by investing or paying fees in those jurisdictions. Thus,
contractual jurisdictional choice can be made more effective by com-
bining it with physical jurisdictional selection and avoidance. We
envision a multistage process—involving regulation, contracting,
and moving in reaction to inefficient regulation and failure to enforce
contracts—that ultimately can discipline inefficient state attempts
to regulate. This process has worked before to constrain inefficient
laws, most notably relating to corporations and other business associ-
ations and franchise contracts.200 It is particularly likely to work in
the Internet context, given the availability of cheap information and
the ease and potential mechanization of the contracting process.

First, sellers may be able to block access to their Web sites at some
addresses, including in states that do not enforce choice-of-law or
choice-of-forum clauses.201 To the extent that this action is fully suc-
cessful, states would have no basis for exercising jurisdiction under
any jurisdiction rule. Even if sellers cannot block their Web sites
from nonenforcing jurisdictions, the targeting tests discussed earlier
may let them avoid jurisdiction in a state if they show that they
have taken all available precautions to block access and disclaim
the making of an offer there. Sellers who successfully avoid nonen-
forcing states will, of course, have to forego the benefits of transac-
tions in those states. Thus, a Web site operator can avoid jurisdiction
in a state with regard to consumer marketing information only by
not planting cookies on and taking information from computers in
that state. But consumers also incur costs if their state’s onerous law
cuts them off from many Web sites or forces them to go through
extra steps to access the sites. Consumers may respond either by
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lobbying against the regulation or by refusing to support consumer
groups’ efforts in favor of the regulation.202

Second, firms can minimize the possibility that a state’s law will
apply by avoiding placing significant assets or headquarters there.
Even if states can exercise long-arm jurisdiction over remote sellers,
the seller’s location is relevant for purposes of general jurisdiction
and the enforcement of choice-of-law and choice-of-forum clauses.
As previously discussed, the Restatement provides for nonenforce-
ment of contractual choice where the contractually selected state
lacks a ‘‘substantial relationship’’ to the parties or the transaction
or ‘‘other reasonable basis for the parties’ choice,’’ or where the
chosen law contravenes a ‘‘fundamental policy’’ of a state that has
‘‘a materially greater interest than the chosen state’’ and would be
the applicable law under the default choice of law rule. The default
rule, in turn, looks to such factors as the parties’ place of incorpora-
tion and place of business. UCITA looks to similar factors in deter-
mining the state whose mandatory rules apply. A seller therefore is
better able to secure enforcement of choice-of-law or choice-of-forum
clauses over the range of its Internet dealings if it has its home office
in the selected state.

These rules may marginally influence some seller location deci-
sions. Analogously, firms have generally avoided locating in states
that have the most stringent franchise regulations and that fail to
restrict application of their laws to residents.203 In addition, insurers
have shown that they will pull out of states where regulation con-
strains profits.204 Because Internet firms can connect their servers to
the Internet from any location and their assets consist mostly of
highly mobile human capital and intellectual property, states easily
can attract Internet companies with favorable regulation, and just
as easily lose such companies by increasing regulatory burdens.

Firms’ location decisions, in turn, have real economic conse-
quences for states’ residents who depend on the firms’ business,
including local lawyers.205 These residents could be expected to
lobby their legislators for rules that attract, or at least do not repel,
firms that might be clients or customers, including moderate levels
of regulation, narrow application of the regulation, or enforcement
of contractual choice.206 This may counteract lobbying by pro-regula-
tory groups.207

In general, therefore, contractual and physical jurisdictional selec-
tion and avoidance can significantly reduce the need for a federal
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rule. To be sure, contracts alone may not be enough because of
nonselected jurisdictions’ incentives to enforce local law, and physi-
cal avoidance and selection may not alone be enough because of
multistate firms’ costs of avoiding large state markets. But the two
strategies together can effectively constrain state law. Moreover,
even if state competition does not fully constrain inefficient regula-
tion, the relevant question, considered next, is whether it is likely
to produce better laws over time than a federal regime.

It is important to emphasize that the analysis so far in this section
mainly responds to the perceived problem of inefficient state laws
resulting from states’ excessive exercise of jurisdiction. The analysis
suggests that venders may be able to choose to be governed by laws
that are at least not very contrary to their interests. The question of
how far states are likely to go in actively competing to provide
efficient laws is discussed further below.

Underregulation, Contractual Choice, and Markets
If courts enforce choice of law and forum contracts, the question

arises whether electronic commerce, having avoided overregulation
by a multiplicity of states, will be subject to underregulation because
venders will be able to designate state law that is favorable to them
and thereby evade efficient state regulation. In other words, if firms
can effectively shop for state law, some critics claim that state legisla-
tures will ‘‘race for the bottom’’ to see who can regulate least.208

Choice of law and forum might be said to involve even more
serious problems than contracting over other terms because the
relevant terms are embedded in the chosen law rather than disclosed
directly.209 It has been argued that sellers, as experts and repeat
players, have a strong advantage over consumers in choosing the
law.210 Consumers usually cannot justify the cost of hiring legal help,
while sellers enter into similar deals with a number of other parties
and therefore can afford to invest in legal expertise about various
state laws.211 Indeed, one commentator ridicules the idea that con-
sumers ‘‘shop’’ for law.212 Similarly, in the corporate context it has
been said that states attract incorporation business by exploiting
principal-agent problems resulting from the separation of ownership
and control.213 The contrary argument, that corporate law is a ‘‘race
to the top’’ disciplined by efficient capital markets,214 arguably does
not apply to Internet transactions in the absence of the disciplinary
force of an informationally efficient market.
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These arguments might lead nonselected states either to refuse to
enforce clickware choice of law or forum clauses, or to condition
application of another state’s law on disclosure and consent proce-
dures that address this problem. Mandating such procedures might
significantly reduce consumers’ ability to choose among varying
levels of state law protection. These arguments might also be used
to justify federalizing Internet rules.

However, contractual choice of law and forum in the context of
electronic commerce does not handicap consumers to the extent that
the critics have supposed. Although venders rather than consumers
may be the ones who ‘‘shop’’ for law, the market is capable of
disciplining venders’ choices in this regard. Some of these arguments
already have been discussed for the general electronic context and
now will be applied specifically to contractual choice of law and
forum.

First, as already discussed, Internet firms have strong reputational
incentives to disclose and not to cheat customers. Lacking bricks-
and-mortar storefronts that give assurances to customers, the firms
cannot afford to generate suspicion by proposing outlandish legal
terms, such as relying on a provision hidden in the contractually
chosen law that frustrates buyers’ expectations. For example, in the
Gateway situation discussed previously, Gateway apparently made
a point of explaining to consumers a change in its arbitration provi-
sion in the magazine it voluntarily sends to its customers as a way
of building customer loyalty and goodwill.215 While fly-by-night
venders may try to get away with legal tricks, they are least likely
to be concerned about legal sanctions. In any event, the costs of
regulating an entire market solely to catch miscreants may outweigh
the benefits.

Second, informed buyers protect the uninformed.216 Because Web
site merchants sell through a single Web site rather than through
personalized communications with consumers, they would find it
hard to aim different law choices at informed and uninformed con-
sumers. Thus, as long as there are enough knowledgeable consumers
in the marketplace, the general price is likely to reflect knowledge-
able consumers’ awareness of the effect of harmful choice-of-law or
choice-of-forum clauses.

Third, it might be argued in response to the last point that there
will be few expert consumers to lead the market because they face
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high costs of learning about the chosen law or forum. However,
consumers have cheap access to many sources of buyer-oriented
information about sellers, including third-party ratings services,
competitors, consumer magazines, and the Internet. For example, a
consumer who wants to buy computer or electronic products can
view on Cnet.com not only the current prices of various venders
but also how the venders’ services are rated by a service known as
Gomez.com. It may be that such information intermediaries alone
cannot be fully relied on to create fully efficient markets—for exam-
ple, if consumers will not pay for accurate information about specific
products, if advertising-supported services skew recommendations,
or if the low-marginal-cost nature of the Internet market limits the
number of competitors.217 But their consumers’ efforts are supple-
mented by the general news media that reports on legal develop-
ments such as vender misuse of choice-of-law clauses that are of
general interest to consumers. In particular, litigated cases can gener-
ate publicity and work together with reputational constraints to
deter sellers from using oppressive choice-of-law clauses.218 Because
the Internet market circulates so much seemingly obscure data, it
has some of the characteristics of efficient capital markets, which
commentators have argued discipline corporations’ choice of incor-
porating state.219 The Internet market does not necessarily have to
be fully efficient220 to provide a suitable alternative to costly and
imperfect regulation.

Fourth, contractual choice of law and forum may not be very
different from many other highly technical aspects of products such
as computers, software, and electronic products. One might argue
that important characteristics of a product, such as a computer’s
clock speed, a television’s scanning mechanism, or countless other
product characteristics, are beyond the understanding of most con-
sumers. However, no one has suggested special federal regulation to
ensure that consumers are adequately informed about such features.
Moreover, these details provide further evidence of the information
efficiency of Internet markets, since computer and electronics maga-
zines, Web sites, and the like have been effective in broadly dissemi-
nating such information.

Finally, even if markets do not adequately protect consumers from
oppressive choice-of-law and choice-of-forum clauses, it is important
to keep in mind that these clauses are subject to political as well as
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market discipline, in the sense that political entities rather than
private parties design the relevant choices. Thus, even if venders
could get away with oppressive clauses in the product market, they
may still be unable to find states that provide the low level of
regulation they seek. A state legislature that fails adequately to
regulate consumer marketing information lets merchants harm users
who live in the state. Internet users can use the same information
and sophistication that they use in the product market in making
political choices, and the pro-regulatory coalition of consumer
groups and big firms will have some influence at the state level.
These interest groups also influence state attorneys general, elected
officials who have ample incentive to bring highly publicized
enforcement actions against Internet firms.221

Of course, these above arguments may fail to persuade all states
to enforce contractual choice.222 Pro-regulatory interest groups may
be able to inhibit enforcement of contractual choice or other forms
of exit up to the point that venders’ losses provoke them completely
to avoid offending jurisdictions or lobby effectively to change the
law. This may explain Iowa’s ‘‘bomb shelter’’ provision in its Uni-
form Electronic Transactions Act denying application of another
state’s law pursuant to a choice-of-law clause if UCITA is the chosen
law.223 This equilibrium may be less efficient than one in which
choice-of-law clauses are enforced everywhere. But the potential for
state resistance actually supports a state rather than federal approach
to regulating the Internet to the extent that it constrains excessive
laxity. By contrast, federal legislation may lock in inefficiently lax
or excessively rigorous regulation.

The Emergence of Efficient State Law

The discussion so far has shown that state regulation of the Internet
coupled with enforcement of contractual choice of law and forum
at least enhances efficiency by enabling firms to exit excessive state
regulation. This means that the least efficient state laws will govern
fewer parties and transactions and the more efficient state laws will
govern more parties and transactions. However, without change in
the law, contractual choice of law might do no more than help
affected parties make the best of a bad lot. If individual states lack
adequate incentives to compete to supply efficient law, this strength-
ens the argument for uniform or federal law. This section discusses
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whether contractual choice of law has the additional effect of causing
the laws themselves to become more efficient. First, it considers
whether state legislators and regulators have the political incentives
to respond to these competitive pressures by enacting more efficient
laws. Second, it discusses whether development of efficient state
laws will be inhibited by lock-in of existing standards.

States’ Ability and Incentives to Compete. It is not clear what states
have to gain from passing innovative laws dealing with electronic
commerce. This contrasts with Delaware’s incentive to attract sub-
stantial incorporations, where franchise fees of large corporations
form a significant fraction of the state budget.224 Moreover, even if it
is in a state’s interest to provide a suitable environment for electronic
commerce, it is not clear that individual state legislators have incen-
tives, resources, and expertise to compete.225 Even if the state as an
entity would gain by attracting users of its law, public choice theory
assumes that state lawmakers act in their own, rather than the state’s,
interests by maximizing the rents they receive from interest groups.
Legislators who can earn support from trial lawyers, pro-consumer
groups, and others by brokering changes in mandatory rules may
lack incentives to sponsor enabling rules. Even if politicians have
some incentive not to provide inefficient laws, they may have little
incentive to innovate because other jurisdictions can easily copy
their successes while the innovators suffer the embarrassments and
loss of rents from their failures.226

There are, however, several reasons why states might actively
compete to supply efficient laws for electronic commerce. First, law-
yers, who are one of the most influential interest groups because
they are highly organized and know the law, have incentives to
lobby for efficient laws. Because of firms’ ability to contract for law
and forum, efficient laws would attract both litigation and planning
business to enacting states.227 Indeed, there is significant evidence
that lawyers played an active role in spurring state competition to
supply limited liability company statutes228 and that this competition
has produced efficient state laws.229 Second, state legislators can earn
political credit, which can generate funds, votes, and other rents, by
making their states attractive centers for business and technology
generally and electronic commerce in particular. These industries
attractively combine high wages and low pollution as well as offer
an increasing returns phenomenon whereby the presence of more
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skilled workers attracts more firms and reduces the costs of skilled
labor.230 Many areas of the country might seek to build on their
existing attractions for these industries, such as the presence of pres-
tigious universities, by offering the appropriate ‘‘legal infrastruc-
ture.’’231 For example, Virginia, which has aggressively sought to
become a hub of high-tech or Internet activity, was the first state to
enact the generally pro-seller UCITA.232

This does not necessarily suggest that all or even many states will
have an incentive to offer innovative laws on electronic commerce.233

Even states that seek to attract high-technology companies can do
so by, in effect, free-riding on other states’ efforts by copying their
laws or by enforcing contractual choice of law and forum to permit
local firms to take advantage of other states’ laws. But as long as a
few states have incentives to attract business by innovating, that
may be enough to spur development of efficient laws even if other
states only copy or enforce these statutes and other states do not
compete at all.

Network Externalities and Lock-In. State-by-state lawmaking argua-
bly can be inefficient because of the importance of ‘‘networks’’ of
users that can arise from adoption of a national standard. For exam-
ple, a statutory disclosure rule relating to terms of software licenses
might require that the disclosure be where the buyer is likely to see
it—for example, ‘‘in close proximity to a description of the computer
information, or to instructions or steps for acquiring it’’ or ‘‘in a
prominent place on the site from which the computer information
is offered.’’234 Although a legislature cannot practicably go much
further in Web site design, the market can provide useful information
in the form of venders’ actual practices in complying with the rule.
More generally, the parties’ transaction and information costs in
complying with a statutory standard may depend on the size of
the network of users of this standard that generates these forms
and practices.

The development of a network involves a potential externality.
Vendors or consumers who adopt a standard consider only their
own benefits from the adoption and not the benefits conferred on
others who use the standard. As a result of this externality, although
society may gain from a user’s move to a new network, the old
network may be ‘‘locked in.’’235 Commentators have argued that
there are similar effects in connection with contracts and statutes.236
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For example, Michael Klausner suggests that the long dominance
of Delaware law might be due to lock-in effects rather than to the
superiority of the Delaware regime.237

‘‘Network externalities’’ may affect the development of state laws
dealing with electronic commerce. Standards may not develop under
individual state laws, or if they do develop they may become locked
in because they determine the technological architecture of Web site
commerce, or because a new standard would forego the benefits of
case law that interprets the existing standard. For example, if a
first-mover state becomes an early ‘‘Delaware’’ of the Internet and
provides for particular default rules, contracting mechanisms, or
disclosures, all clarified by interpretive case law, the many firms that
select this state’s law will design their Web site pages accordingly.
Consumers, for their part, may expect venders to use particular
standardized procedures. Thus, even if a new standard is more
efficient than an existing one, network externalities may prevent
the standard from developing a large enough network of users to
generate interpretive devices or to induce venders and consumers
to change their procedures or configurations. This phenomenon, for
example, might prevent widespread adoption of the P3P protocol.
In light of these problems, the law regulating electronic commerce
arguably should be provided by a centralized, expert body rather
than by the first state law that happens to become widely accepted.

The network externalities theory is, however, a questionable basis
for abandoning the process of state-by-state lawmaking because of
the many uncertainties about how and when the theory operates.238

First, even if an inefficient standard has developed, lock-in is a
problem only if users’ costs of moving to a new standard are high
enough to outweigh their present discounted benefits under the new
standard. It is not clear under what conditions that will be the case.
Second, users’ failure to move to the new standard is likely to be
inefficient only if neither users nor any third party will internalize
the benefits of doing so. Again, it is not clear when that will occur.
Among other things, venders themselves may benefit from sponsor-
ing a new standard, as in the case of the P3P protocol. Third, even
if lock-in of inefficient standards occurs, it does not in itself justify
using a centralized lawmaking process because lock-in may occur
under that process as well. Thus, the question is whether the central-
ized process is more likely to lead to an efficient result than a stan-
dard arrived at by a decentralized process.
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Given these theoretical uncertainties, it would be prudent at least
to have some data on network externalities in the context of state
lawmaking before using this theory to support relying on centralized
lawmaking. Data on an analogous issue support the opposite conclu-
sion. Our study of lock-in in the context of state laws regarding
statutory business forms showed evidence that lock-in was not a
significant factor in explaining choice of form.239 In contrast, a broad
federal solution that preempts state law eliminates competition, in
effect ensuring that parties will be locked in to the mandatory parts
of the regulation.240

The Federal Alternative to State Law
As discussed, an argument in favor of federal regulation of elec-

tronic commerce is that states will tend to overregulate because
ambiguities in the law of jurisdiction and conflict of laws give states
substantial reach. Moreover, although enforcing contractual choice
of law and forum addresses this overregulation problem, it does not
immediately or completely solve the problem because state courts
will retain some ability and incentive to override contractual choice
of law and forum. That, however, does not necessarily justify a
federal solution because of the Nirvana fallacy: the inadequacies of
state law must be compared with those of federal law.

This section shows that federal law is unlikely to eliminate, or
even to significantly address, overregulation of electronic commerce.
We first discuss problems regarding preemption of state by federal
law and then outline inherent problems with any federal law that
may be adopted in this area. Next, we show that actual adoption of
federal law is not only premature but unnecessary at this time
because the threat of federal regulation may constrain inefficient
state law. Finally, we discuss a limited approach to federal regulation
focusing on enforcement of contractual choice of forum.

Incomplete Preemption
The biggest problem is that federal regulation of aspects of elec-

tronic commerce may not preempt all state law on the subject. Many
of the federal privacy bills that have been introduced do not purport
to preempt state law, particularly including state actions based on
common law fraud or tort or on general consumer fraud statutes.241

To the extent that preemption is unclear, plaintiffs’ lawyers and state
regulators can be expected to exploit the gaps. For example, the
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Gramm-Leach-Bliley Financial Services Modernization Act, which
does not preempt state law but is subject to the Fair Credit Reporting
Act,242 which does preempt, has not stopped state legislators from
passing state privacy laws relating to third-party information
firms.243 Moreover, in the absence of preemption, federal law could
even multiply regulatory burdens by imposing stringent disclosure
requirements that might give rise to misleading statements that in
turn trigger state fraud remedies.

Although federal laws theoretically could purport to preempt all
relevant state law, that would be extremely difficult. In the first place,
every state has general law that may apply to electronic commerce,
including sales law, the common law of tort, privacy regulation, and
regulation of deceptive transactions. It may not be clear how this
law relates to or conflicts with federal regulation.244

Second, even if complete preemption were technically possible, it
is politically infeasible because of the interest groups allied against
preemption. They include, of course, state regulators—particularly
state attorneys general acting through the National Association of
Attorneys General—and consumer groups. Even without explicit
interest group opposition, Congress would be unlikely to invade
traditional areas of state legislation such as regulation of fraud unless
there were a strong constituency supporting such invasion.245

Inherent Problems with Federal Law

Apart from the preemption problem, federal law dealing with
electronic commerce might be even more inefficient than forcing
firms to comply with the most rigorous state law in the absence of
federal law. First, as discussed, the resulting law might end up
favoring influential pro-liability interest groups such as power-seek-
ing consumer groups and trial lawyers at the expense of low-margin
operators, potential new entrants, and individual consumers.

Second, even electronic commerce firms might favor a strong
federal law if they do substantial business outside the United States
and are subject to foreign country law. U.S. firms may be tempted
to tailor their policies to foreign laws rather than fight them and
then seek federal regulation that conforms to European standards
so that they can compete on a level playing field with U.S. firms
that do not do business internationally. However, as a matter of
general policy it would be better to give the state law approach a
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chance to take root and demonstrate its merits in preference to a
one-size-fits-all federal or global standard. U.S. firms can use their
considerable market clout to force non-U.S. regulators to abandon
or moderate their protectionist approaches. Moreover, a choice-of-
law model, having demonstrated its success in the United States,
could be scaled up to provide a model for global regulation. The
alternative of U.S. firms complying with European standards would
be a global victory for mandatory privacy policies.246 Thus, what
may be good policy for some firms in the short run may be bad
policy for the regulation of electronic commerce in the long run.

Third, even if the federal law appears benign, it may be inefficient
in the hands of the federal agency that administers it. Bureaucracies
can promote expansionist agendas through aggressive interpretation
of statutes.247 One technique is to promote self-regulation as a way
of avoiding government regulation and then apply federal remedies
based on violation of voluntarily adopted policies, as the FTC has
done with respect to consumer marketing information.248

Fourth, federal law can have unpredictable effects because of liti-
gators’ efforts to apply it to new technologies. For example, litigators
have attempted to apply older laws relating to interception of elec-
tronic communications and unlawful access to stored communica-
tions to cases involving the placing of cookies on consumers’
computers.249

Fifth, even if federal law does preempt state law and is relatively
innocuous, it might still have perverse effects because the existence
of broad federal regulation discourages the development of state
law. A similar phenomenon has been observed, for example, with
regard to the effect of federal bankruptcy law on state debtor-credi-
tor law.250

The current set of federal privacy laws provide a preview of what
federal regulation of the Internet might entail. For example, the
Children’s Online Privacy Protection Act adopted in 1998,251 as inter-
preted by the FTC’s 1999 rules,252 requires ‘‘operators’’ of Web sites
or online services ‘‘directed to children under 13,’’ or who have
actual knowledge that the person from whom they seek information
is a child, to comply with strict notice and parental consent require-
ments before collecting and disclosing individually identifiable
information.253 The application of the Act’s burdensome require-
ments is potentially quite broad despite the actual knowledge
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requirement because sites may have to collect age information from
users to avoid appearing to evade the rule.254

Congress also has regulated privacy of particular types of informa-
tion. Under Gramm-Leach-Bliley,255 financial institutions must pro-
vide a ‘‘clear and conspicuous’’ disclosure of their privacy policies
to consumers ‘‘at the time of establishing a customer relationship
with a consumer and not less than annually during the continuation
of such relationship.’’256 Gramm-Leach-Bliley has resulted in the
costly mailing of billions of privacy notices, not just once but annu-
ally, whether or not firms change their policies or contemplate fur-
ther disclosure of information.257 The act applies to ‘‘any informa-
tion’’ provided to or obtained by a financial institution during a
transaction or an attempt by a consumer to obtain a financial product
or service, either online or offline.258 It applies not only to financial
institutions but also to ‘‘other persons,’’ such as lawyers, who receive
protected information from a financial institution.259

Another example is the Health Insurance Portability and Account-
ability Act of 1996,260 which regulates privacy of health information.
The Act’s regulations regarding consent are extremely complex and
costly.261 The regulations require notice even where collection of
information is obvious, when no further use of information is
intended, and when the subject of the information is deceased. More
important, these rules’ costly disclosure requirements can deter med-
ical research.262

Finally, an important federal law affecting electronic commerce
generally is the Electronic Signatures in Global and National Com-
merce Act.263 Among other things, this Act requires firms that use
electronic means to communicate with consumers to follow certain
rules in providing the information and obtaining consumers’ con-
sent.264 These requirements may impede firms’ use of low-cost means
of providing information by raising questions about when consum-
ers have validly consented to electronic communications.265

The point of reviewing these laws is not to demonstrate that such
federal laws are inefficient but rather to emphasize that the supposed
excesses of state law should be compared with a realistic view of
the burdens imposed by federal law. The main difference between
federal and state law is that federal laws like those discussed immedi-
ately above are not easily avoided and do not accommodate experi-
mentation or contextual variation.
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When Should Congress Regulate the Internet?
If, contrary to the analysis in this chapter, state law proves inade-

quate to the challenge of regulating electronic commerce, then fed-
eral regulation ultimately may be efficient. The point of this chapter
is that federal regulation is inefficient at this early stage in the history
of electronic commerce because of the substantial issues that have
not been resolved, the rapidly developing technology in the area,
and the potential for evolution of state law.

It is important to note in this regard that, even without actual
federal regulation, the threat of federal preemption may be significant
in constraining inadequate or excessive state regulation. The threat
of takeover by a broader jurisdictional authority can be viewed as
a ‘‘vertical’’ dimension of jurisdictional competition.266 Indeed, the
threat of preemption contributes to a presumption that state regula-
tion is efficient.

A Compromise Approach to Federal Regulation: Contractual Choice
of Forum

Congress might eliminate doubt about enforcement of contractual
choice by enacting a statute mandating the enforcement of contrac-
tual choice of law. Congress could do so by exercising its powers
under the Commerce Clause or the Full Faith and Credit Clause.267

The statute might provide for application either generally or in
Internet transactions in which choice of law is a particular concern.

There would, however, be significant problems with a federal
statutory approach.268 Apart from the basic statute implementing the
clause,269 Congress has exercised its Full Faith and Credit power
only once in the last 200 years—to empower states not to enforce a
state law, including one contractually selected in a contract, to the
extent that it authorizes same-sex marriage.270 Enacting neutral pro-
cedural rules probably would not earn enough rents for federal
legislators to justify the political risks of interfering with the tradi-
tionally state-governed area of conflict of laws.271 This suggests that
Congress is unlikely to pass a general choice-of-law statute. It may
act specifically regarding Internet transactions, but then probably
in response to the pro-regulatory coalition that is likely to influence
federal substantive regulation, and therefore subject to significant
exceptions. Indeed, the federal statute might serve only to lock into
inefficient regulation that which state competition ultimately would
have eroded in the absence of federal law.
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Federal law might, however, play a limited role as an adjunct to
a state regime of contractual choice rather than as the source of
substantive regulation. Specifically, federal law might provide a
shortcut around the evolutionary process discussed by ensuring
immediate enforcement of contractual choice of law and forum.
That would be consistent with federal cases favoring enforcement
of choice-of-forum clauses and with the Federal Arbitration Act that
mandates enforcement of arbitration clauses in some situations. Such
a statute would not involve the same problems as a choice-of-law
statute, since it would be neutral as to the type of law that is enforced.
However, there remains the danger of exceptions to enforceability,
which inhibits evolution of efficient law.

Beyond Contracts and States

This chapter has focused on a relatively easy case of multijurisdic-
tional conflict in Internet regulation—that among U.S. states in cases
that are potentially amenable to a contractual solution. More difficult
issues are raised in cases involving conflict among sovereign nations
that have sharply contrasting values and whose disputes are not
mediated by a Constitution. In addition, contracting parties would
seem to be inherently unable to contract out of regulation that is
intended for the protection of others or of society as a whole, such
as speech restrictions. These situations might seem to justify moving
regulation to a federal or global body rather than permitting states
or nations potentially to impose their laws and values on the rest
of the country or the world.

Despite the differences between the international and noncontrac-
tual contexts and those discussed, this section shows that aspects of
the foregoing analysis remain relevant. In particular, firms can use
their power to exit to discipline overregulating jurisdictions. In con-
texts such as privacy, in which contracts between the beneficiaries
of regulation and regulated firms are feasible, enforcement of those
contracts is a possible outcome even in the international context.
Even where contracts are not an answer, the threat of exit can still
have a moderating influence on regulation. Accordingly, jurisdic-
tional competition and variation need not give way to regulation
by a central governing body.

To concretize the analysis, consider the following specific scenar-
ios. First, a U.S. company may deal with customers outside the
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United States who are protected by privacy or consumer-protection
regulation that gives significantly more rights than that in any U.S.
state. For example, privacy advocates are pushing for globalization
of privacy norms,272 and European countries already mandate strin-
gent fair information practices.273

Second, a U.S. state may attempt to impose content or other regula-
tion on an interstate entity that affects the firm’s national operations
and that the firm cannot avoid by contracts with customers. For
example, Pennsylvania recently enacted a law that requires an
Internet service provider to ‘‘remove or disable access to child por-
nography items residing on or accessible through its service in a
manner accessible to persons located within this Commonwealth
within five business days of when the Internet Service Provider is
notified by the Attorney General . . . that child pornography items
reside on or are accessible through its service.’’274 The Pennsylvania
attorney general obtained an order pursuant to the statute to force
WorldCom to remove or deny access to certain offending sites.275

Although WorldCom did not host any of the sites, it responded by
preventing routing through its system to any sites that had not
already been removed by the host. Thus, if any of these sites
remained on the Internet, they were rendered inaccessible by World-
Com users located anywhere in the United States.276

Third, U.S. firms are subject to regulation by jurisdictions located
outside the United States. This was illustrated graphically when La
Ligue contre le Racisme et l’Antisemitisme (LICRA) and L’Union des
Etudiants Juifs de France sued Yahoo!, Inc., a Delaware corporation
based in California, for offering on its Yahoo.com auction service
Nazi-related propaganda and Third Reich memorabilia, Mein Kampf,
The Protocol of the Elders of Zion, and purported ‘‘evidence’’ of the
nonexistence of the Holocaust.277 Offering access by French citizens
to these materials violated French law.278 A Paris court entered an
order on May 20, 2000, that, among other things, required Yahoo!
to eliminate French citizens’ access on Yahoo.com to Nazi items and
Internet pages on Yahoo.com displaying text, extracts, or quotations
from Mein Kampf and The Protocol of the Elders of Zion, upon penalty
of 100,000 Euros (approximately $13,300) for each day of noncompli-
ance.279 The court reaffirmed its order on November 20, 2000, order-
ing Yahoo! to comply with French law within three months or begin
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facing the penalty, to be assessed against Yahoo!, Inc, and not collect-
ible from Yahoo! France. Yahoo! was served with this order in
California.

In the wake of the French lawsuit, Yahoo! has amended
Yahoo.com’s auction policies so that they now prohibit auction of

Any item that promotes, glorifies, or is directly associated
with groups or individuals known principally for hateful or
violent positions or acts, such as Nazis or the Ku Klux Klan.
Official government-issue stamps and coins are not prohib-
ited under this policy. Expressive media, such as books and
films, may be subject to more permissive standards as deter-
mined by Yahoo! in its sole discretion to prohibit items that
promote hate groups, including the Nazis.280

However, Yahoo! continues to offer some Nazi memorabilia and
materials for sale in apparent violation of the French order.

Along similar lines, Dow Jones was sued for allegedly defaming
Harrods, Limited, in a story appearing in the Wall Street Journal.281

Harrods April Fool’s Day press release said that it was going to
’’float’’ Harrods by building a ship version of the store on the
embankment of the Thames River. The Wall Street Journal responded
a few days later with an article it says was intended to be humorous.
Titled ‘‘The Enron of Britain,’’ the article suggested that ‘‘if Harrods,
the British luxury retailer, ever goes public, investors would be wise
to question its every disclosure.’’ Harrods promptly sued Dow Jones
in England.282

These cases illustrate the potential effect of regulation in one corner
of the world, whether in Pennsylvania, Paris, or London, on firms
doing business on the global Internet, and the clash of values that
may result from such regulation. The Pennsylvania case involved
special U.S. concerns with obscenity in general and child pornogra-
phy in particular. The French case illustrates Europeans’ special
concerns with Nazi material, perhaps understandable in light of
Europe’s history. The British case may illustrate the consequences
of varying senses of humor, even among people who seem to share
a common language. Although the suits arose from country-specific
values, they imposed their outcomes on firms’ worldwide
operations.

These cases indicate not only a special need to limit the geographi-
cal scope of regulation of the Internet but also the inadequacy in
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such contexts of the sort of contractual choice-of-law solution this
chapter proposes. In none of these cases did the interests protected
by the relevant statute—children exploited by child pornographers,
victims of anti-Semitism, a defamed firm, and society as a whole—
have an actual or potential contractual interface with the regulated
parties. This contrasts with cases involving consumer marketing
information, where the party whom regulation seeks to protect is a
party to the case and therefore at least arguably capable of protecting
his or her own interests by contract.283 Even where there is a contrac-
tual interface, contracts may not be a full solution in the international
context because of cross-country differences regarding enforcement
of contracts. In particular, international law limits enforcement of a
choice of forum clause in a consumer contract.284

Despite the differences between the contexts described in this
section and that which is the focus of this chapter, a significant
element of our analysis remains relevant. Regulated parties retain
some ability to cause governments to limit their reach by choosing
where to maintain contacts and hold assets. Moreover, this ability,
especially as it relates to withdrawal of assets, is greater in the
foreign than in the domestic U.S. context, which mitigates the greater
clash of values in the former context.

With respect to firms’ ability to exert discipline by withdrawing
assets, it is important to keep in mind that foreign judgments are
not entitled to full faith and credit in U.S. courts as are judgments
by U.S. state courts. Instead, such judgments are entitled only to
‘‘comity.’’285 Accordingly, where a foreign judgment does not reflect
U.S. values, it may not be enforceable in the United States. That
gives U.S.-based firms some incentive to move assets out of countries
with offensive laws.286 In the wake of the Yahoo! judgment, a Web
site operator was quoted as saying that ‘‘companies are going to
ensure that they have no assets in Europe to reduce the chances of
being successfully sued.’’287

Firms not only may be able avoid collection of foreign judgments
from U.S. assets but also may be able to persuade a U.S. court to
enjoin the suit. Thus, Yahoo! sued in California federal court for a
declaratory judgment that the French court’s orders are not enforce-
able under U.S. law. Yahoo! claimed that it was not technically able
to block French citizens from accessing the Yahoo.com auction site
to view prohibited materials and therefore could not comply with
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the order without banning Nazi-related material, which would
infringe its First Amendment rights. After denying a motion to dis-
miss based on personal jurisdiction,288 the court granted the declara-
tory judgment.289 The court held that the French court’s order vio-
lated the First Amendment as an impermissible restriction on
Yahoo!’s speech right irrespective of its ability to comply with the
French order. The court reasoned that the order’s intended effect
was to deprive a U.S. citizen of its First Amendment rights as to
activities in the United States, so that French sovereign interests
were outweighed by those of the United States. 290

A more recent case indicates the limits of the procedure used in
Yahoo! to protect U.S. firms from actions in the courts of other coun-
tries. A New York federal court held that Dow Jones could not block
a suit in England for defamation arising out of the Wall Street Journal
article.291 The court emphasized the risks of exercising preemptive
global jurisdiction, including the possibility of foreign retaliation
against U.S.-originated actions,292 and the unlikelihood that the
English court would enforce the U.S. court’s order. The court also
noted critical differences from Yahoo!, including the fact that that case
involved consequences of adjudication already reduced to judgment
and involved enforcement and modification of corporate actions in
the United States rather than in the foreign country.293 This case
indicates that, while U.S. firms may be able to avoid punishment
abroad for actions centered in the United States, they are not immune
from consequences for actions with effects specifically in the foreign
country (i.e., defamation of a British firm).

In general, the spectre of chaotic regulation of global firms by
individual nations may not be as serious as it might seem at first
glance. Global firms can balance the effect on their business of com-
plying with the regulation and of avoiding contacts with the regulat-
ing country. Firms that suffer enough from the regulation and that
do not value business in the regulating country can avoid contacts
with it. 294 The impact of the regulation depends on a variety of
factors, including firms’ technical ability to avoid sanctions by block-
ing access to offending materials while permitting access to non-
offending materials, and firms’ reputational incentives to self-regu-
late, as Yahoo! did in the French case. These factors mitigate the
feared effects of permitting regulation at every national node.
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It is important to emphasize the differences and similarities
between situations that do, and do not, involve a potential contrac-
tual interface. In both situations, firms’ ability to exit overregulating
countries may cause nations to moderate their regulation. Where
contracts are feasible, firms’ ability to exit may persuade countries
to enforce contractual choice of law and forum. In Yahoo!-type cases,
on the other hand, moderation may have to take the form of reducing
the impact of the regulation on all transactions. For example, the
court may be willing to accept a less strict blocking of access to
offending materials than it initially indicated.

To be sure, these potential outcomes are not perfect. Firms may
find themselves having to comply with offensive regulation as a
cost of maintaining valuable local markets. But attempting to cure the
problem of overlapping national jurisdiction by giving regulatory
authority to a world body may be worse than the disease because
it invites heavy-handed and inflexible regulation.

Conclusion

Electronic commerce is best regulated at the state rather than
the federal level. It would be counterproductive to straightjacket
emerging technologies and business practices with a federal law, at
least before a process of state experimentation, competition, and
evolution has had an opportunity to discover the right approach or
mix of approaches. At this point, there is not even a clear basic
model for allocating rights in this area. A state law approach will
not lead to over- or underregulation as some have predicted as long
as merchants and consumers can contract for the applicable law and
forum. Indeed, this approach points the way toward solutions for
other aspects of Internet regulation.

First, although this chapter has focused on situations in which
there is a contractual interface between suppliers and the most
directly affected parties, aspects of the analysis also apply as to
conduct, such as child pornography and gambling, where regulation
is arguably necessary to protect noncontracting parties. In such situa-
tions, states may be justified in refusing to enforce contractual choice
of law and forum where the conduct has caused harm within the
jurisdiction. Thus, enforcing such contracts is not a viable solution
to costly diversity and potential overregulation by multiple state
laws. However, firms still have the option of avoiding jurisdictional
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contacts with states that impose excessive regulation, which may be
enough to constrain the most egregious forms of state regulation.
Moreover, it is important to keep in mind that any federal law will
not necessarily be more reasonable, might be subject to bureaucratic
agency creep, and might not preempt all existing state laws related
to the conduct. Further, federal regulation may not be a political
option. For example, regulation of gambling is a cherished state
prerogative, particularly in that state-run gambling provides a large
source of state revenue. It is hard to believe that Congress would
incur the political costs of stepping on this prerogative.295
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8. Caught in the Seamless Web: Does the
Internet’s Global Reach Justify Less
Freedom of Speech?

Robert Corn-Revere

An instance of the inexplicable conservatism and arrogance
of the Turkish customs authorities was recently evidenced
by the prohibition of the importation of typewriters into the
country. The reason advanced by the authorities for this step
is that typewriting affords no clew to the author, and that
therefore in the event of seditious or opprobrious pamphlets
or writings executed by the typewriter being circulated it
would be impossible to obtain any clew by which the opera-
tor of the machine could be traced. . . . The same decree also
applies to the mimeograph and other similar duplicating
machines and mediums.

Scientific American, July 6, 1901

Introduction: Technologies of Freedom

The history of censorship is inextricably intertwined with techno-
logical progress. From the printing press, through television, and
on to the Internet, innovations in communication inevitably have
prompted official efforts to limit or control new media. The United
States was the first nation to provide formal protection for freedom
of the press. Nevertheless, despite America’s foundational commit-
ment to liberty for the technology of print, policymakers and courts
in the United States historically have been slow to extend the same
freedom to newer innovations.

The Internet bucked that trend. In the brief time between 1996
and the present, U.S. courts were presented with a number of signifi-
cant cases involving attempts to restrict information available on
the Internet and the World Wide Web.1 That growing body of law
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required courts to devote significant attention to the nature of the
Internet as a medium of communication and to assess its importance
to the American system of free expression. As a result of this review,
virtually every federal judge who was asked to rule on direct censor-
ship of protected expression on the Internet held that such restric-
tions violate either the First Amendment to the U.S. Constitution or
the Commerce Clause, or both. The U.S. Supreme Court struck down
key portions of the Communications Decency Act, and federal courts
have invalidated similar laws in New York, Michigan, Virginia, New
Mexico, Arizona, and Vermont.2 Most recently, the Supreme Court
held that restrictions on Internet speech based on community stan-
dards did not necessarily invalidate a federal law targeting such
speech, but the Court kept in place an injunction blocking the law’s
enforcement while lower courts grapple with other difficult issues,
including whether the law bans too much speech, is unconstitution-
ally vague, or supplants less restrictive alternatives.3

The consensus thus far is that the Internet fulfills the ultimate
promise of the First Amendment and should receive the highest
level of constitutional protection. The Supreme Court found that
the information available on the Internet is as ‘‘diverse as human
thought’’ with the capability of providing instant access to informa-
tion on topics ranging from ‘‘the music of Wagner to Balkan politics
to AIDS prevention to the Chicago Bulls.’’4 Judge Stuart Dalzell
of the U.S. District Court for the Eastern District of Pennsylvania
characterized the Internet as ‘‘a never-ending worldwide conversa-
tion’’ and ‘‘the most participatory form of mass speech yet devel-
oped.’’5 Judge Lowell Reed wrote that in ‘‘the medium of cyberspace
. . . anyone can build a soap box out of Web pages and speak her
mind in the virtual village green to an audience larger and more
diverse than any the Framers could have imagined.’’6 Another dis-
trict court judge, noting that ‘‘it is probably safe to say that more
ideas and information are shared on the Internet than in any other
medium,’’ suggested that it may be only a slight overstatement
to conclude that ‘‘the Internet represents a brave new world of
free speech.’’7

One key aspect of this ‘‘brave new world’’ that has played a central
role in the decisions to fully protect Internet speech is the global
nature of the medium. The Supreme Court described the Internet
as a ‘‘unique and wholly new medium of worldwide human commu-
nication’’ that makes information available ‘‘not just in Philadelphia,
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but also in Provo and Prague.’’8 As it more recently noted, ‘‘One
can use the Web to read thousands of newspapers published around
the globe’’ and ‘‘can access material about topics ranging from aard-
varks to Zoroastrianism.’’9 Cyberspace has no particular geographi-
cal location, has no centralized control point, and is available to
anyone, anywhere in the world, with access.10 It is ‘‘ambient—
nowhere in particular and everywhere at once.’’11 That quality makes
geography ‘‘a virtually meaningless construct on the Internet.’’12

Accordingly, U.S. courts have been strongly influenced by the
‘‘unique character of these new electronic media.’’13

Such a reaction is not unexpected where a free and open medium
of communication is compatible with a political system predicated
on the free exchange of ideas. But that also is the very reason the
Internet is seen as a threat in societies that lack the same free speech
traditions as the United States. Other nations have responded to the
advent of the Internet in various ways, ranging from open hostility
to attempts to regulate it in the same way as traditional electronic
media. Such divergent national responses to technology and political
freedom are nothing new and historically have had little impact on
the United States. But when such differences are applied to a global
medium of communication, the resulting legal conflict can have
significant ramifications for freedom of speech in this country.

The Yahoo! Case

A decision by a county court in France has crystallized questions
arising from the application of national standards to an international
medium. The case began in April 2000, when La Ligue contre le
Racisme et l’Antisemitisme (LICRA) and L’Union des Etudiants Juifs
de France (UEJF), two organizations opposed to racism and anti-
Semitism, sent a ‘‘cease and desist’’ letter to the California headquar-
ters of the Internet service Yahoo! demanding that ‘‘unless you cease
presenting Nazi objects [on the U.S. online auction site] within
8 days, we shall size [sic] the competent jurisdiction to force your
company to abide by [French] law.’’ The law on which the demand
was based, Article R645-1 of the French Criminal Code, prohibits
the display of any symbol associated with an organization deemed
criminal, such as the Nazis.14

Yahoo! is an Internet service provider that operates various Web
sites and Internet-based services that are offered through its main
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U.S. servers as well as through servers operated by foreign subsidiar-
ies. Yahoo! subsidiary corporations operate regional services in 20
countries (for example, Yahoo! India and Yahoo! Korea) through
Web sites that use the local region’s primary language, direct their
services to the local population, and abide by local laws. Yahoo!’s
services include an automated auction site, online shopping, e-mail,
a search engine, personal Web page hostings, Internet chat rooms,
and club listings. The auction site allows users to post items for sale
and to solicit bids from other users from around the world. In short,
Yahoo! epitomizes the type of worldwide communication made pos-
sible on the Internet. Yahoo!’s home Web site (http://www.yahoo.com)
is accessible globally, even though its services are in English, are
oriented toward a U.S. audience, and are hosted entirely on servers
located in the United States.

That the Yahoo! U.S. site can be reached by French citizens was
the basis of the demand by LICRA and UEJF. They did not send a
cease and desist letter to Yahoo! France, the regional subsidiary
that serves the local population, because that service complies with
French law, including Article 645-1. Instead, it was sent to Yahoo!’s
U.S. service, which is, like all Internet-based services, available inter-
nationally for those who seek it. When Yahoo! declined to alter its
U.S.-based service in response to the demand, the French groups
filed suit in Paris.

In May 2000 the French court ordered Yahoo! to dissuade and
render impossible any access through yahoo.com by Internet users
in France to the Yahoo! Internet auction site displaying Nazi artifacts,
including objects, relics, insignia, emblems, and flags. It also ordered
Yahoo! to block access by French citizens to personal Web pages
displaying text, extracts, or quotations from such works as Adolph
Hitler’s Mein Kampf and The Protocol of the Elders of Zion, the anti-
Semitic report of the czarist secret police. After an interval during
which the court heard evidence on the technical feasibility of its
order, it reaffirmed its directive for Yahoo! in November 2000 and
ordered it to ‘‘take all necessary measures to dissuade and make
impossible any access via Yahoo.com to the auction service for Nazi
merchandise as well as to any other site or service that may be
construed as an apology for Nazism or contesting the reality of Nazi
crimes.’’15 The French court held that ‘‘the simple act of displaying
[Nazi artifacts] in France violates Article R645-1 of the Penal Code
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and therefore [is] a threat to internal public order.’’16 It described the
mere availability of such information as ‘‘a connecting link with
France, which renders our jurisdiction perfectly competent to rule
in this matter.’’17

In specific terms, the order of the Paris county court directed
Yahoo! to (a) reengineer its content servers in the United States and
elsewhere to enable them to recognize French Internet protocol (IP)
addresses and block access to Nazi material by end-users assigned
such IP addresses, (b) require end-users with ‘‘ambiguous’’ IP
addresses to provide Yahoo! with a declaration of nationality when
they arrive at Yahoo!’s home page or when they initiate any search
using the word ‘‘Nazi,’’ and (c) implement these changes within
three months or face a penalty of 100,000 francs (approximately
$13,300) for each day of noncompliance. The French court order also
provided that the penalties assessed against Yahoo! Inc. may not be
collected from Yahoo! France. In other words, if the plaintiff groups
want to enforce the judgment, they must persuade a U.S. court to
recognize it and apply it against Yahoo!’s U.S. service.

The French Yahoo! decision cuts sharply against the grain of the
emerging jurisprudence in the United States that strongly protects
Internet speech because of its global reach. The French view is not
that geography is ‘‘a virtually meaningless construct on the Internet’’
but that geography is all-important and should determine which
information should be available online. It envisions a world in which
Internet surfers must ‘‘show their papers’’ at the border, even when
that border exists in a server located wholly outside the nation whose
law would be applied. Accordingly, the French Yahoo! decision
represents a direct attempt by a foreign nation to apply its law
extraterritorially to restrict the freedom of expression of U.S.-based
online speakers who are protected by the First Amendment.

You Say That Like It’s a Bad Thing

The French Yahoo! decision has its defenders—not just among
Europeans who sneer at America’s ‘‘free speech fetish.’’ Supporters
include people who evidently would like to see the Internet get its
comeuppance. Sebastian Mallaby of the Washington Post’s editorial
page staff cited the Yahoo! case to support his conclusion that ‘‘the
real story on the Net these days is that the cyberanarchists are
losing.’’ He noted the existence of technology ‘‘that can pinpoint the
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geographic whereabouts of cybernauts.’’ ‘‘Once that is done,’’ he
concluded, ‘‘French surfers can be blocked from Nazi sites while
leaving Americans to enjoy the full freedoms of the First Amend-
ment.’’ Such creative use of law and technology debunks ‘‘the old
cyberanarchist nostrum that national governments can no longer
expect to enforce national laws.’’18

Mallaby’s repeated use of the word ‘‘cyberanarchist’’ as an epithet
brings to mind the February 2002 Vatican position paper decrying
the ‘‘radical libertarianism’’ of the Internet.19 The paper notes that
a consequence of deregulation has been ‘‘a shift of power from
national states to transnational corporations’’ and that the Internet
has produced ‘‘a mindset opposed to anything smacking of legiti-
mate regulation for public responsibility.’’ That has led to an ‘‘exag-
gerated individualism’’ and a view of cyberspace as a ‘‘new realm’’
where ‘‘every sort of expression was allowed and the only law was
total individual liberty to do as one pleased.’’

In the Vatican’s view, ‘‘The only community whose rights and
interests would be truly recognized’’ would be ‘‘the community of
radical libertarians.’’ Such thinking ‘‘remains influential in some
circles,’’ according to the Vatican paper, ‘‘supported by familiar
libertarian arguments also used to defend pornography and violence
in the media generally.’’20 Describing the ‘‘ideology of radical liber-
tarianism’’ as both mistaken and harmful to ‘‘legitimate free expres-
sion in the service of truth,’’ the paper concludes that the Internet
‘‘is no more exempt than other media from reasonable laws against
hate speech, libel, fraud, child pornography, and pornography in
general.’’ Accordingly, it calls for ‘‘international cooperation in set-
ting standards and establishing mechanisms to promote and protect
the common good.’’21

Coming, as it did, just as stories were breaking about the pedo-
philia scandals in the Catholic Church and decades of cover-ups,
the Vatican paper’s theme of ‘‘freedom’’ versus ‘‘truth’’ might seem
a bit hypocritical.22 Nevertheless, the pontifical pronouncement
dovetails with Mallaby’s conclusions that ‘‘government must act as
the ultimate enforcer’’ of norms in cyberspace23 and that the ‘‘real
debate will not be whether you can enforce rules on the Net but
how the enforcers should adapt to the new medium.’’24 In addition
to discussing the French Yahoo! case, Mallaby pointed out that the
Chinese dictatorship has found new ways to stifle dissent online:
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‘‘The regime blocks out much of the content it dislikes, official news
agencies get a new way of disseminating the party line and dissidents
become the victims of Web-enabled smear tactics.’’25 As for regulat-
ing pornography, Mallaby notes, ‘‘Scary offshore porn sites won’t
seem so scary anymore. If a government wants to block them, it can
tell credit card companies not to process payments to them.’’26

Mallaby has recognized that applying myriad national laws to
cyberspace could cause the Net to ‘‘lose some of its borderless
appeal’’ and that we risk converting the World Wide Web to
‘‘Numerous National Nets.’’27 He notes, for example, that an online
magazine oriented toward teens could violate the law in countries
with severe restrictions on advertising to children. But from the
perspective of other countries, Mallaby concludes, there is no reason
to abandon local regulation. ‘‘If a European country feels strongly
about marketing to kids, why should it let American publishers
subvert its policies? Countries have varying regulations for the good
reason that cultures vary. The Internet won’t change that.’’28

Jack Goldsmith, formerly a professor at the University of Chicago
School of Law, agreed with this assessment: ‘‘When French citizens
are on the receiving end of an offshore communication that their
government deems harmful,’’ he wrote, ‘‘France has every right to
take steps within its territory to check and redress the harm.’’29

Although Goldsmith assumed incorrectly that ‘‘a country can
enforce its regulations only against companies with assets in its
territory,’’ he described the French Yahoo! decision (which applies
primarily to Yahoo! in the United States and not to Yahoo! France)
as a ‘‘reasonable middle ground.’’ He argued that it is legitimate
to force offshore content providers to use filtering technology ‘‘to
identify recipients of information by geography and screen out con-
tent to them.’’30 Goldsmith acknowledged that such measures will
‘‘marginally raise the cost of doing e-business’’ but concluded that
geographical filtering will ‘‘force Yahoo! to take account of the true
social cost of its auction activities.’’31

A Little Bit Pregnant

Goldsmith’s balancing approach assumes that cross-border regu-
lation of the Internet can be carefully calibrated by using technology
to keep information out of restrictive jurisdictions while allowing
its free availability everywhere else. Unfortunately, the real world
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is not so amenable to neat solutions that sound plausible only in
academic journals (or in France). The sheer volume of information,
much of it posted by third parties, and the fact that it is constantly
changing distinguish the type of communication available on the
Internet from most traditional communication. Attempting to restrict
the availability of information in certain countries on Yahoo!’s auc-
tion Web site is not the same thing as declining to publish a book
in England because of its plaintiff-friendly libel laws or refusing to
mail an adult video to Tennessee for fear of its Bible Belt obscen-
ity standards.

Under the logic of the French Yahoo! decision, an Internet pub-
lisher or Web host must create filters to block access to any content
that is illegal in the jurisdictions in which its service is available—
that is, everywhere. The publisher need not preclude access to all
offending content in all jurisdictions but may use geographic filtering
to coordinate its blocking decisions with local laws. Even assuming
this is technically possible, it presents Web publishers with a daunt-
ing task. At least 59 different countries limit freedom of expression
online.32 Theoretically, publishers would have to code each item of
information they posted (or otherwise made available) to meet each
of the national standards, and set their geographic filters to block
access to the content in the relevant jurisdictions. A few examples
illustrate the widely varying restrictions that would apply.

China

The People’s Republic of China severely restricts communication
by the Internet, including all forms of dissent and the free reporting
of news. The so-called Measures for Managing Internet Information
Services are regulations that prohibit private Web sites from publish-
ing ‘‘news’’ without prior approval from Communist Party officials.33

Another set of laws, known as the ‘‘Seven No’s,’’ bars the publication
of materials that negate ‘‘the guiding role of Marxism, Leninism, Mao
Zedong, and Deng Xiaoping’s theories,’’ go against ‘‘the guiding
principles, official line or policies of the Communist Party,’’ or violate
‘‘party propaganda discipline.’’ Chinese law also bans ‘‘content that
guides people in the wrong direction, is vulgar or low.’’34 Armed
with that authority, Chinese officials are trying to stop online protest
messages available on overseas Web sites, particularly those located
in the United States, from which so much pro-democracy speech
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emanates.35 Such restrictions pose a particular threat to groups like
VIP Reference (also known as Dacankao), the leading Chinese pro-
democracy electronic newsletter. Although it is based in Washing-
ton, D.C., VIP Reference is read by countless individuals in mainland
China.36 If U.S. courts begin enforcing foreign speech standards such
as the French law that gave rise to the judgment against Yahoo!,
Chinese authorities could pursue similar quasi-civil penalties in the
hopes of silencing other pro-democracy speech.

Singapore
The Singapore Broadcasting Authority (SBA) maintains strict con-

trol over the free speech activities of that country’s Internet users.
A U.S. human rights audit explained that the SBA has regulated
access to content on the Internet since 1996 by licensing both domes-
tic Web sites and Internet service providers (ISPs). Service providers
must install ‘‘proxy servers’’ that filter out content that the govern-
ment considers objectionable. The SBA directs service providers to
block access to Web pages that, in the government’s view, undermine
public security, national defense, racial and religious harmony, and
public morals. In 1997 the SBA announced an Internet Code of
Practice to block access to material that contains pornography or
excessive violence or that incites racial or religious hatred.37 In July
2001 the government of Singapore imposed new restrictions on polit-
ical content, which led at least one organization, Sintercom, to shut
down its online activities.38

Saudi Arabia
Saudi Arabia bans publishing or even accessing various types of

online expression, including ‘‘anything contrary to the state or its
system,’’ ‘‘news damaging to the Saudi Arabian armed forces,’’ ‘‘any-
thing damaging to the dignity of heads of states,’’ ‘‘any false informa-
tion ascribed to state officials,’’ ‘‘subversive ideas,’’ and ‘‘slanderous
or libellous [sic] material.’’39 All 30 of the country’s Internet service
providers (ISPs) are linked to a ground-floor room at the Riyadh
Internet entranceway, where all of the country’s Web activity is
stored in massive cache files and screened for offensive or sacrile-
gious material before it is released to individual users.40 The central
servers are configured to block access to ‘‘sensitive’’ sites that might
violate ‘‘the social, cultural, political, media, economic, and religious
values of the Kingdom.’’41 Several key overseas Web sites have
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received special scrutiny and blocking, including the Movement for
Islamic Reform in Arabia—a group based in England. Saudi Arabian
authorities have also issued a fatwa against Pokémon, claiming that
the popular children’s games and cards possess the minds of children
while promoting gambling and Zionism.42

Syria
Syria bans many types of content on the Internet, such as state-

ments that would endanger ‘‘national unity’’ or otherwise divulge
‘‘state secrets’’—categories that include pro-Israeli speech.43 Syrian
citizens can be jailed for sending e-mail to people overseas without
government authorization. Syrian authorities enforce the bans in
several ways, including by intensive surveillance. Online access is
severely restricted. There is only one Internet service provider in
the country, which is government run and imposes heavy blocking
and monitoring schemes.44

Australia
The Australian government has issued regulations that bar many

forms of expression on the Internet. Amendments to the Broadcast-
ing Services Act require Australian-based content hosts to deny
access to sites that lack content-based classifications or are X-rated.
In addition, the scheme is designed to deny Australian minors access
to any R-rated Web sites. Specifically, access to Internet content
hosted outside Australia may be prohibited if the Internet content
has been classified RC or X by the Classification Board.45 The list of
subjects that can be banned as unsuitable for minors includes suicide,
crime, corruption, marital problems, emotional trauma, drug and
alcohol dependency, death and serious illness, racism, and religious
issues.46 Violators may be subject to Web site shutdowns and other
criminal penalties.47

Italy

Italy restricts both online and offline speech in various ways. The
Italian constitution contains broad language that forbids ‘‘printed
publications, performances, and all other exhibits offensive to public
morality.’’48 Italy also allows law enforcement agents to seize ques-
tionable ‘‘periodical publications’’ under certain conditions.49 The
ability of the state to regulate speech gains added significance in
light of a court decision declaring that those standards should be
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applied globally—not just in Italy. A Roman tribunal held that it
has the power to shut down foreign Web sites to the extent they
can be viewed in Italy.50 The court found that ‘‘if confronted with a
[defamatory statement] initiated abroad and terminated . . . in our
Country, the Italian State is entitled to jurisdiction and the meting
[out] of punishment.’’51 The court added that ‘‘the use of the Internet
for defamatory statement embodies one of the cases of aggravation
described in Article 595 of the penal code’’ and that in this case ‘‘the
sender deserves to be meted a more severe form of punishment.’’52

The court’s decision may well have been influenced by the fact that
the speech at issue contained not only statements about a private
party but also ‘‘extremely negative defamatory opinions’’ about ‘‘the
work of the Italian judicial authorities.’’53

Sweden
Swedish laws ban several types of Internet speech, including ‘‘ille-

gal description of violence’’ and ‘‘racial agitation.’’54 Those strictures
require the proprietors of ‘‘electronic bulletin boards’’ to remove or
make inaccessible such content.55 In March 2002 a Swedish court
applied those rules to the Web site of the country’s biggest newspa-
per, Aftonbladet, and fined the Web site’s editor for anonymous state-
ments posted to the newspaper’s online comment forum.56

France über Alles
Because the French Yahoo! decision applies to Yahoo! U.S., the

plaintiffs in that case must seek enforcement of the order by an
American court. Normally, courts will enforce such foreign judg-
ments as a matter of international cooperation. But, the Yahoo! case
presents special problems: enforcing the judgment here would have
practical and legal ramifications that extend far beyond one nation’s
law or a single court order. It would establish a legal framework
wherein all Web sites on the global Internet potentially are subject
to the laws of all other nations, regardless of the extent to which
such a requirement conflicts with the law of the place where the
speakers are located. Any finding that the French order may be
enforced in the United States portends the development of an inter-
national law in which any nation would be able to enforce its legal
and cultural ‘‘local community standards’’ on speakers in all other
nations. In such a regime, Internet service providers and content
providers would have no practical choice but to restrict their speech
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to the lowest common denominator to avoid potentially crushing
liability.

The impact of such a lowest common denominator approach is
not measured by counting the number of nations that already have
sought to apply their laws beyond their borders, although that num-
ber is growing. It is determined by assessing the effects on Web site
operators, considering how the challenged rule ‘‘may interact with
the legitimate regulatory regimes of other [nations] and what effect
would arise if not one, but many or every, [nation] adopted similar
legislation.’’57 By that standard, Web publishers could be forced to
block access to information that ‘‘sabotages national unity’’ in China;
undermines ‘‘religious harmony and public morals’’ in Singapore;
offends ‘‘the social, cultural, political, media, economic, and religious
values’’ of Saudi Arabia; fosters ‘‘pro-Israeli speech’’ in Syria; facili-
tates viewing unrated or inappropriately rated Web sites in Austra-
lia; or makes available information ‘‘offensive to public morality’’
in Italy—to cite just a few examples.

Many Web publishers and service providers likely would cease
offering content that could run afoul of such restrictions. But assum-
ing it is even possible to monitor the various national requirements
as they might apply to all of the information available by a particular
site, and to calibrate filters accordingly, the effect on Internet commu-
nication would be significant. In the international arena, inconsistent
regulation of Internet content acts like a ‘‘customs dut[y].’’58 A 1997
White House report on electronic commerce called for a minimum
of international government regulation and warned that content
regulation ‘‘could cripple the growth and diversity of the Internet.’’
The report described content regulations as nontariff trade barriers.59

Similarly, the U.S. Department of Commerce has said, ‘‘Full realiza-
tion of the economic promise of information technology depends
on the development of the same safeguards and predictable legal
environment that individuals and businesses have come to expect
in the offline world.’’60

By contrast, refusing to enforce the French judgment would in no
way undermine the rule of law in France. France has full authority
to regulate the behavior of its citizenry and to require that citizens
limit their Web browsing to conform to local norms, just as other
nations do. Countries such as China, Singapore, and Saudi Arabia
permit their citizens to see only officially approved Web sites and
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use technology to try to block access to nonconforming sites. Such
policies may offend American notions of free expression and respect
for the individual, but if other nations want to treat their citizens
like fragile children, that is not the concern of the U.S. government.
Such repressive policies present a significant problem here only if
the American government is enlisted as a partner in enforcing foreign
speech restrictions on U.S.-based speakers.

Yahoo! Take Two

After the French court reaffirmed its initial order, Yahoo! took
preemptive action in the United States. It filed a declaratory judg-
ment action in the U.S. District Court for the Northern District of
California, seeking a ruling that the French judgment is unenforce-
able because it is inconsistent with U.S. constitutional law and policy.
While the judge in Paris had reasoned that requiring Yahoo! ‘‘to
extend its ban to symbols of Nazism’’ would satisfy ‘‘an ethical and
moral imperative shared by all democratic societies,’’ the question
Yahoo! raised in the U.S. forum is whether that ‘‘moral imperative’’
includes censoring disfavored speech.

Judgments of foreign courts are not entitled to automatic recogni-
tion or enforcement in American courts. Whether a U.S. court will
honor a foreign judgment is determined by principles of interna-
tional respect and cooperation.61 Among those is the rule that a court
need not enforce a foreign judgment if to do so will offend the public
policy of the nation where the court has jurisdiction.62 A classic
example of a foreign judgment that will not be enforced on public
policy grounds is a ruling that unconstitutionally impairs individual
rights of personal liberty.63 This includes a judgment based on laws or
procedures that do not comport with fundamental First Amendment
principles.64 Similarly, judgments cannot be enforced if they violate
an explicit public policy expressed by Congress.

The Yahoo! order highlighted the stark differences in the way
nations value freedom of expression. The French law prohibiting
the mere viewing of Nazi insignia, including its display on plainly
expressive items such as books or flags, flies in the face of fundamen-
tal principles of free expression. In the United States, the Supreme
Court has held that the most stringent protections of the First
Amendment protect marching in Nazi uniforms, displaying the
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swastika, and even ‘‘distributing pamphlets or displaying . . . materi-
als that incite or promote hatred against persons of Jewish faith
or ancestry, race, or religion.’’65 That is because our constitutional
jurisprudence is based on the following understanding:

Those who won our independence . . . believed that freedom
to think as you will and to speak as you think are means
indispensable to the discovery and spread of political truth;
that without free speech and assembly discussion would be
futile; that with them, discussion affords ordinarily adequate
protection against the dissemination of noxious doctrine.66

As the Supreme Court explained recently, ‘‘The history of the law
of free expression is one of vindication in cases involving speech
that many citizens may find shabby, offensive, or even ugly.’’67

Constitutional law does not stringently protect such ‘‘low-value’’
speech because of a belief that ‘‘one idea is as good as any other,
and that in art and literature objective standards of style, taste,
decorum, beauty, and esthetics are deemed by the Constitution to be
inappropriate, indeed unattainable.’’ Rather, the First Amendment
protects such speech ‘‘precisely so that opinions and judgments,
including esthetic and moral judgments about art and literature
[and politics], can be formed, tested, and expressed.’’ In our system,
‘‘these judgments are for the individual to make, not for the Govern-
ment to decree, even with the mandate or approval of a majority.’’68

On the basis of those principles, U.S. courts have refused to enforce
defamation judgments based on foreign law because of the strict
First Amendment limits of American libel law.69 For example, in
Telnikoff v. Matusevitch, the Maryland Court of Appeals held that
enforcement of an English libel judgment would be contrary to
public policy as embodied in the First Amendment even though the
allegedly defamatory statements were published only in the London
Daily Telegraph.70 Similarly, in Ellis v. Time, Inc., a plaintiff brought
suit in the United States under both American and English law and
argued that the court should apply the more restrictive English
defamation law for articles published in England. The court dis-
agreed, holding that applying English law in the United States would
violate the Constitution.71 The court held that ‘‘United States courts
must apply rules of law consistent with the Constitution, regardless
of where the alleged wrong occurs.’’72
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Judicial decisions extending First Amendment protections to the
Internet, as well as congressional recognition of the value of free
expression online, further distinguish the United States from other
nations. For example, it is the statutory law of the United States that
‘‘no provider or user of an interactive computer service shall be
treated as the publisher or speaker of any information provided by
another information content provider.’’73 Section 230 of the Commu-
nications Act establishes the clear policy that the public interest is
best served by ‘‘promot[ing] the continued development of the
Internet and other interactive computer services’’ and by
‘‘preserv[ing] the vibrant and competitive free market’’ for these
services, ‘‘unfettered by Federal or State regulation.’’74 Accordingly,
Congress has created ‘‘a federal immunity to any cause of action
that would make service providers liable for information originating
with a third-party user of the service.’’75 U.S. courts have applied
this statutory immunity broadly.76

Such immunity from liability for third-party content is not the
international norm. In Godfrey v. Demon Internet, Ltd., for example,
an English court held that an ISP could be held responsible for
defamatory postings by a third party to the extent it made news-
groups containing the postings available. The court considered U.S.
authorities, including Section 230, and concluded that British law
‘‘did not adopt this approach or have this purpose.’’77 It also noted,
‘‘The impact of the First Amendment has resulted in a substantial
divergence of approach between American and English defamation
law.’’78 As in the traditional defamation cases, there are significant
differences between U.S. policies and those of other nations with
respect to third-party liability for Internet service providers.

The U.S. District Court for the Northern District of California
considered the significant differences between U.S. and French law
regarding free expression and held that the Yahoo! order could not
be enforced in the United States. Judge Fogel wrote that ‘‘the French
order’s content and viewpoint-based regulation of the Web pages
and auction site of Yahoo.com, while entitled to great deference as
an articulation of French law, clearly would be inconsistent with the
First Amendment if mandated by a court in the United States.’’79

‘‘Although France has a sovereign right to regulate what speech is
permissible in France,’’ he reasoned, ‘‘this Court may not enforce
a foreign order that violates the protections of the United States
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Constitution by chilling protected speech that occurs simultaneously
within our borders.’’80

Judge Fogel’s decision was unaffected by the French court’s shaky
finding that Yahoo!’s auction site could be ‘‘filtered’’ geographically
to block access to forbidden items only to French citizens. Noting
that the foreign order would affect Yahoo!’s actions ‘‘in the United
States’’ and how it ‘‘configures and operates its auction and
Yahoo.com sites,’’ he found the question of whether Yahoo! ‘‘pos-
sesses the technology to comply with the rule’’ to be ‘‘immaterial.’’81

Judge Fogel wrote that the French order would require Yahoo! not
only to ‘‘render it impossible for French citizens to access the pro-
scribed content’’ but also ‘‘to interpret an impermissibly overbroad
and vague definition’’ of what is prohibited. Accordingly, he found
that enforcement of the French order against Yahoo! would be incon-
sistent with the First Amendment because compliance would involve
an impermissible restriction on speech.82

And the Beat Goes On . . .

The District Court’s decision was an important milestone in secur-
ing First Amendment protections on the global Internet, but it is by
no means the end of the story. The French parties appealed the
decision to the U.S. Court of Appeals for the Ninth Circuit and
argued that the lower court should not have exerted jurisdiction
over them since they were taking actions only in France to vindicate
their rights under French law. Seemingly oblivious to the fact that
the French court’s order seeks to limit speech on Yahoo!’s servers
in the United States, they complain, without a trace of irony, that
Judge Fogel’s decision would ‘‘give U.S. courts worldwide jurisdic-
tion over any nonforum conduct that has the potential of offending
local sensibilities.’’83 The Court of Appeals is expected to decide the
case some time this year.

Meanwhile, the civil court findings in France have become the
basis for a criminal prosecution of Yahoo!’s former CEO Timothy
Koogle, who resides in the United States, under the French Press
Law of 1881.84 In February 2002 the Paris Criminal Court declined
to dismiss the charges, based on facts similar to those in the earlier
civil case, and held that the case could go forward.85 The court was
unimpressed by Judge Fogel’s ruling in the United States and noted,
‘‘Following the example of the district judge for the Northern District
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of California, the French judge is free to adopt his own principles
of international criminal jurisdiction to sanction offenses that are
completely or partially committed abroad and are likely to threaten
national interests’’ to the extent that ‘‘the Web site’s message or
contents are made accessible, through the Internet, within French
territory.’’

The court held that providing public access to an auction site
offering Nazi articles ‘‘and which Internet users can access by virtue
of the mere existence of a ‘search’ link inviting them, establishes’’
the predicate element of ‘‘publicity’’ for the crime of justifying war
crimes and that it is not necessary ‘‘that the Internet users be specifi-
cally solicited by the owner of the Web site.’’86 The court deemed
irrelevant the fact that Yahoo.com is ‘‘based in the United States
and intended for the American public.’’ Rather, the court concluded
that it is appropriate to apply French criminal law ‘‘even if the
alleged offense is not prohibited by the criminal laws of the country
of origin of the presumed operator of the acts or the country in
which the Web site’s host is geographically located.’’87

Although Timothy Koogle left his job at Yahoo! in May 2001, the
court found that he could be tried under French law for making
available offending auction postings, but the court acquitted him of
the charges in February 2003. If convicted, he could have faced up
to five years in prison and fines of approximately $49,000, The court
found that Koogle and Yahoo! did not condone or praise Nazism
by selling objects from the Third Reich.

Despite this favorable outcome, such cases may become more
widespread under a side agreement to a European treaty on crime in
cyberspace. The 43-member Council of Europe (CoE) last November
ratified a Convention on Cybercrime, the first international treaty
on criminal offenses committed through the use of the Internet and
other computer networks. Although the CoE comprises European
nations, the United States was one of four nonmember signatories
to the convention.

The main aim of the convention, according to its preamble, is to
‘‘pursue, as a matter of priority, a common criminal policy aimed
at the protection of society against cybercrime’’ and to take measures
such as ‘‘adopting appropriate legislation and fostering international
co-operation.’’ The convention deals in particular with offenses
related to infringements of copyright, computer-related fraud, child
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pornography, and offenses connected with network security. It also
covers a series of procedural powers such as searches for and inter-
ception of material on computer networks.

An additional protocol to the convention would oblige signatories
to ‘‘adopt legislative and other measures as may be necessary’’ to
criminalize ‘‘distributing or otherwise making available racist or
xenophobic material to the public through a computer system;’’
‘‘insulting publicly, through a computer system, persons for the
reason that they belong’’ to an ethnic, racial, national, or religious
group; and distributing material ‘‘which denies, grossly minimizes,
approves or justifies . . . genocide or crimes against humanity.’’ It
also would require the adoption of laws prohibiting ‘‘aiding or
abetting the commission of any of the offenses established in accor-
dance with this Protocol, with intent that such offense be commit-
ted.’’88 A draft explanatory report makes clear that those provisions
are intended to apply to, among other things, the exchange of racist
and xenophobic material in Internet chat rooms or by postings on
newsgroups and discussion fora.89 The protocol was developed as
a side agreement so as not to impede ratification of the main conven-
tion by the United States and other nations that might have a conflict
with the new provision. Although the United States is not expected
to sign it, the protocol will exacerbate the problems presented by
the French Yahoo! case.

The adoption of the protocol by CoE members will place added
pressure on the United States to go along, but that pressure should
be resisted. It is doubtful that the United States could find a way
to comply with the protocol that would survive First Amendment
scrutiny in any event, but this country should affirm its commitment
to constitutional principles by rejecting the protocol categorically.
Although such measures are vulnerable under American law, they
become less so if we begin to entertain the notion that it is legitimate
for governments to dictate matters of individual conscience. As
Supreme Court Justice Robert Jackson warned, ‘‘The First Amend-
ment to our Constitution was designed to avoid these ends by avoid-
ing these beginnings.’’90

Epilogue

The struggle between government authorities and the technolog-
ies of free expression is hardly new. A century ago, Turkish customs
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officials sought to quell seditious pamphlets by keeping typewriters
out of the country. Even now, the North Korean dictatorship of Kim
Jong Il directs government officials to ‘‘tighten controls over use of
typewriters and photocopiers.’’91 Jamming of Western radio broad-
casts was widely practiced in the Soviet bloc during the Cold War
until the practice was terminated officially in November 1988. Such
technical measures, while initially effective, were abandoned eventu-
ally as futile. Lech Walesa wrote: ‘‘When it came to radio waves,
the iron curtain was helpless. Nothing could stop the news from
coming through—neither sputniks nor mine fields, high walls nor
barbed wire. The frontiers could be closed; words could not.’’92

Whether jamming was effective or not, the costs were colossal. In
1956 the jamming operation in Poland alone cost $1.4 million and
used enough electricity to supply a medium-sized town. In 1981 the
BBC estimated that the cost of four days of jamming by the Russians
was equal to the annual budget of BBC’s Russian radio service.93

The Internet has upped the ante on these issues by empowering
individuals to communicate instantly with others across the planet.
This unprecedented power of the medium to transmit and receive
information has increased the sense of urgency on the part of some
in authority to limit disfavored speech, whether that speech takes
the form of pro-democracy writings, Nazi memorabilia, or sexually
explicit imagery. The technology of the Internet makes this extremely
difficult, for as Internet pioneer John Gilmore has said, ‘‘The Internet
treats censorship as system damage and routes around it.’’ Yet, while
the nature of the medium makes it inherently difficult to prevent
Internet speech, a number of governments have focused on restrict-
ing the speakers themselves.

In this regard, the ability to impose ‘‘futile’’ censorship regimes
can have a significant effect. With radio jamming at least, the govern-
ments that sought to block foreign messages bore their own costs,
a factor that contributed to the demise of the practice. But if foreign
judgments can be used to impose costs on U.S.-based Internet speak-
ers, either by requiring the use of filtering systems or by levying
fines, they may lead to widespread restrictions on speech regardless
of the ineffectiveness of the technical ‘‘fixes.’’ Professor Goldsmith
may characterize this as forcing Yahoo! ‘‘to take account of the true
social cost of its auction activities,’’94 but the effect would be to
change fundamentally the open nature of the medium by allowing
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foreign governments to ‘‘tax’’ free speech. For that reason, the Dis-
trict Court held correctly that enforcement of the French Yahoo!
judgment in the United States would be repugnant to First Amend-
ment values.

One final point about futility is worth mentioning. French laws
prohibiting the display of Nazi artifacts and restricting speech did
nothing to prevent the burnings of synagogues in France during the
past year, nor did they forestall frustrations that led to the rise of
right-wing politicians like the National Front’s Jean-Marie Le Pen.
To the contrary, restrictions on speech may contribute to such phe-
nomena by impairing the social safety valve that free expression
provides. Although nothing requires the French to embrace the First
Amendment’s philosophy that society is better protected by more
speech rather than by enforced silence, our constitutional traditions
should prevent France from exporting its parochial restrictions here.
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9. International Liability for Internet
Content: Publish Locally, Defend
Globally

Kurt Wimmer

For decades, international treaties have promised freedom of
expression ‘‘regardless of frontiers.’’1 The global Internet finally has
provided a means by which this promise may be achieved. Geopoliti-
cal frontiers, however, remain crucial to issues of responsibility and
risk even on a borderless medium such as the Internet. This is partic-
ularly true for U.S. media companies that now find themselves being
sued or prosecuted in foreign courts for libel, invasion of privacy,
or other causes of action based on content accessed through the
Internet outside of the United States.

The prospect of foreign litigation is a constant challenge for pub-
lishers because of the complexity, inconvenience, and expense
involved in defending an action outside one’s home country. But
these traditional concerns pale next to the greatly increased risk
profile of publishing on the Internet at all because of the growing
potential for a foreign court or prosecutor to seize jurisdiction over
an Internet content dispute and apply local law that does not protect
speech as robustly as does U.S. law governed by the First Amend-
ment. International plaintiffs, governments, and courts have begun
using the Internet to manipulate jurisdictional principles to avoid
application of the First Amendment to claims against the U.S.
media’s publication of content through the Internet.

Recent cases from Australia to Zimbabwe highlight the danger
of the exercise of international jurisdiction against foreign Internet
publishers. A just-commenced consultation by the European Com-
mission, moreover, proposes applying the law of the plaintiff’s coun-
try to all Internet-related tort disputes, regardless of where the con-
tent is published, accessed, or hosted. The problem of foreign
Internet content liability is most vexing for U.S. media companies
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that maintain assets abroad, because such assets may be used to
satisfy adverse judgments. These companies may be forced to conform
their Internet conduct to the standards of the least-speech-protective
countries in which jurisdiction might be found. The ‘‘lowest common
denominator’’ approach naturally flowing from expansive findings
of jurisdiction will result in a clear chilling of such companies’
Internet speech, and it will deprive U.S. audiences of the level of
discourse meant to be guaranteed by the First Amendment.

In the future, however, this issue may be more troubling for all U.S.
Internet publishers—not simply media—because of the potential for
agreement on the Hague Convention, which may provide for the
enforcement in U.S. courts of international judgments regarding
Internet content. This principle is also threatened by recent question-
ing of this First Amendment doctrine by the American Law Institute
in its current efforts to restate the law applicable to international
recognition of judgments. These developments threaten to under-
mine a delicate balance that now exists, under which U.S. courts
have steadfastly refused to enforce foreign defamation judgments
that are rendered in legal systems that do not provide protections
similar to those provided by American constitutional law. If Ameri-
can courts continue to refuse to enforce foreign libel judgments that
are not consistent with the First Amendment, there is less chance
that American media companies that do not have substantial assets
and reporting staffs abroad will be significantly affected by the
potential for foreign liability. If, on the other hand, U.S. courts do
enforce foreign Internet libel judgments, the speech-restrictive laws
of foreign jurisdictions will chill Internet speech across the board,
for American audiences as well as the global Internet community.

This chapter considers the likely success of actions by foreign
claimants to enforce content-liability judgments rendered by distant
courts in the United States, and it offers arguments that can be used
by U.S. media attorneys in defending against these actions. First,
the chapter offers a brief overview of dangerous recent precedents
and then provides a general overview of emerging jurisdictional
doctrine in the Internet context in the European Union. Second, the
chapter reviews the consistent refusal by U.S. courts to enforce for-
eign libel judgments, based on statements in non-Internet media,
that are inconsistent with the standards of the First Amendment,
and the effect that those refusals had on the successful efforts of
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Yahoo! Inc. to obtain a declaratory judgment that a recent French
decision against Yahoo! violates the U.S. Constitution. Finally, part
three of this chapter discusses generally accepted principles of inter-
national law and the emerging negotiations surrounding the Hague
Convention.

International Principles of Jurisdiction

International Imposition of Liability on Foreign Internet Publishers
In several recent cases, foreign law has been applied to Internet

speech originating outside of the country seeking to exercise jurisdic-
tion over the content in question. The most widely publicized cases
involve the exercise of jurisdiction over Dow Jones, Inc., by Austra-
lian courts in a libel dispute and the exercise of jurisdiction over
Yahoo! Inc. by French courts. Other cases, however, can be seen as
even more threatening toward free expression on the Internet. Those
cases include the imposition of a criminal sentence on an Australian
Internet publisher by German courts, the closing of U.S. Web sites
by Italian police and an exercise of jurisdiction by Italian courts in
a controversial libel decision involving an Israeli defendant, and
the criminal prosecution of an American journalist and a British
newspaper in Zimbabwe. These cases provide a fitting backdrop for
a discussion of how an Internet publisher may protect itself against
foreign judgments.

Australia. Australia’s High Court has held that the Dow Jones
publication Barron’s is subject to the jurisdiction of Australian courts
because it can be accessed over the Internet in Australia. In Dow
Jones & Co. v. Gutnick,2 the court held that Dow Jones was subject
to suit in Victoria for allegedly defamatory material that appeared
in the online version of Barron’s, despite the fact that the Web site
is published and hosted in New Jersey.3 Interestingly, the court’s
decision rested, in part, on the subscription nature of the site by
which Barron’s is accessed in Australia. Because the publication at
issue was available through a subscription service with a handful
of subscribers who paid using Australian credit cards, the court
found that Dow Jones had accepted the risk of being sued in Austra-
lia and would be required to defend the suit there.

Dow Jones argued against a finding of jurisdiction in Australia,
pointing out that the material on which the complaint was based
was published in New Jersey and that 99 percent of the circulation

241



WHO RULES THE NET?

of Barron’s 300,000 subscribers are in the United States. The online
version of the magazine had only 500,000 subscribers, and only
1,700 of these were in Victoria. The High Court focused on where
‘‘publication’’ occurs in an Internet publication, and rejected Dow
Jones’ argument that publication occurs where the material is last
edited before being placed online. ‘‘Harm to reputation is done
when a defamatory publication is comprehended by the reader, the
listener, or the observer,’’ the Court said. ‘‘This being so, it would
be wrong to treat a publication as if it were a unilateral act on the
part of the publisher alone. It is not. It is a bilateral act—in which
the publisher makes it available and a third party has it available
for his or her comprehension.’’4 This ‘‘comprehension’’ rule in print
or broadcast defamation cases commonly leads to the result that
jurisdiction will be found at the place where the damage to reputa-
tion occurred, which is most often the country of residence of the
claimant. The High Court had no difficulty extending this concept
to Internet publication, finding that ‘‘the material is not available in
comprehensible form until downloaded’’ and thus that ‘‘it is where
that person downloads the material that the damage to reputation
may be done.’’5

The High Court disposed quickly of Dow Jones’ arguments that
this rule led to the result that Internet publishers would be required
to assume that they could be subject to suit anywhere in the world
under this rule:

The spectre which Dow Jones sought to conjure up in the
present appeal, of a publisher forced to consider every article
it publishes on the World Wide Web against the defamation
laws of every country from Afghanistan to Zimbabwe, is
seen to be unreal when it is recalled that in all except the
most unusual of cases, identifying the person about whom
material is to be published will readily identify the defama-
tion law to which that person may resort.6

The High Court also pointed out that other limiting factors would
be at play, including the fact that a claimant ordinarily will be able
to win damages only in a jurisdiction where the claimant has a
reputation and that any judgment rendered in such a jurisdiction
would only be of practical concern if it could be enforced in a
jurisdiction where the defendant has assets.
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France. In Association Union des Etudiants Juifs de France v. Yahoo!
Inc.,7 a French court ordered Yahoo!—a U.S. company—to use all
means necessary to prevent French users from accessing its auction
site, which featured Nazi paraphernalia in violation of French laws.
The Yahoo! case caused widespread concern in the Internet publish-
ing community over the ability of a foreign court to apply foreign
law to a U.S. publisher.8

French law generally prohibits the possession, sale, and public
display in France of uniforms, insignias, or emblems worn by Nazi
organizations, before or during World War II (except in historical
performances) and the publication of ‘‘revisionist’’ statements and
literature disputing Nazi war crimes or inciting racism or antisemit-
ism. The Union des Etudiants Juifs de France (UEJF) and Ligue
Contra la Racism et L’Antisémitisme (LICRA) claimed that Yahoo!
Inc. and Yahoo! France had made available to French residents,
operating from French territory, auction sites displaying and propos-
ing the sale of approximately 1,000 items of Nazi memorabilia. The
UEJF claimed in addition that Yahoo! Inc. and Yahoo! France had
made available to French residents, either directly or through hyper-
links, two works of anti-Semitic literature (Mein Kampf and Protocole
des Sages de Scion) as well as photographic depictions purportedly
proving that the gas chambers operated by the Nazis never existed.

On May 22, 2000, the Tribunal de Grande Instance de Paris rejected
requests that had been made by Yahoo! Inc. and Yahoo! France
for summary dismissal of the case on jurisdictional and standing
grounds. According to the court, permitting the visualization in
France or the sale to French residents of Nazi-related messages and
memorabilia constitutes ‘‘a wrong on the territory of France . . .
regardless of the fact that the activity complained of is marginal in
relation to the entire business of the auction sales service offered on
the Yahoo.com auction site.’’ The court ordered Yahoo! Inc. ‘‘to
take any and all measures of such kind as to dissuade and make
impossible any consultations by surfers calling from France to its
sites and services . . . which infringe on the internal public order in
France, especially the selling of Nazi objects.’’ The court gave Yahoo!
Inc. two months to formulate compliance proposals.

Shortly after the May 22 order was entered, Yahoo! Inc. discon-
tinued its link to the Protocole des Sages de Sion. Yahoo! Inc. resisted
the court’s May 22 order in other respects by renewing its jurisdic-
tional and standing arguments and arguing that full compliance
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with the court’s order was technically impossible. Yahoo! Inc. also
emphasized that the Yahoo.com server was located in the United
States, the Yahoo.com auction site was addressed primarily to users
based in the United States, and the messages and memorabilia at
issue in the case were protected by the First Amendment to the
United States Constitution.

Yahoo! France responded to the court’s May 22 order by adding
a section to the conditions of use section of the Yahoo! France Web
site.9 If a user of Yahoo! France initiated a category search that had
a clear relationship to Nazism, the following warning appeared:
‘‘Warning: By continuing your search on Yahoo! US you may be led
to consult revisionist sites whose content is illegal under French law
and whose consultation, if you continue, is punishable.’’

After having rejected again the jurisdictional and standing argu-
ments lodged by Yahoo! Inc., the Court de Grande Instance de Paris
held on November 20, 2002, that Yahoo! Inc. had failed to comply
with the core provisions of its earlier order. The court gave Yahoo!
Inc. three months to comply with the November 20 order, after
which time Yahoo! Inc. was made subject to a penalty of FRF 100,000
(approximately U.S. $13,400) ‘‘for each day of delay until perfect
accomplishment.’’ The court received evidence that there were tech-
nical mechanisms that could be used to block at least some—but
certainly not all—access to the content by French nationals. Vinton
Cerf, who is widely acknowledged as one of the major developers
of the Internet, was part of a panel of experts who testified to the
methods that could be employed.10

Germany. On December 12, 2000, Germany’s highest court, the
Bundesgerichthof, held that a Web site based in Australia could be
subjected to Germany’s laws against denial of the Holocaust and
‘‘denigration of the memory of the dead.’’11 The case was brought
against Frederick Toben, a Holocaust revisionist who was born in
Germany but who is now an Australian citizen.12

In the Toben case, the trial court found that Toben’s Australian
Web site, as well as paper pamphlets distributed in Germany by
Toben, violated the German criminal law provision against the
denial of the Holocaust.13 Toben was arrested while traveling in
Germany, tried, and sentenced to 10 months in prison. He appealed
his conviction, arguing that German law could not apply to an
Australian Web site. An intermediate appellate court agreed with
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Toben and held that German speech laws could only be applied
against German Web sites. But the highest court in Germany dis-
agreed and reinstated Toben’s sentence. Toben reportedly has
returned to Australia and has challenged German authorities to
attempt his extradition to Germany.

Italy. Two actions in Italy have raised concerns about extraterrito-
rial application of Italian law against Internet content. First, an Italian
court has issued a ruling asserting its jurisdiction over an alleged
incident of libel carried out online.14 An Italian father took his minor
daughters from Israel where they had been living with their mother
and adhering to an ‘‘ultra-orthodox’’ form of Judaism. A Web site,
the content of which was created and hosted outside of Italy, invited
Jews to ‘‘free’’ the girls from the captivity imposed by their father,
criticizing him for preventing his daughters’ profession of Judaism.
The father complained to the Italian prosecutorial authorities that
the Web sites in question defamed him, and the prosecutor initiated
a criminal prosecution for defamation. The lower court dismissed
the case for lack of jurisdiction because the Web sites were not
published in Italy.

An Italian appeals court reversed the lower court’s dismissal for
lack of jurisdiction, finding that although the Web sites were ‘‘pub-
lished abroad,’’ the offense was within the jurisdiction of the Italian
courts. Under the Italian penal code, an offense is considered to have
been committed within Italian territory when the act or omission, or
even the effects of the act or omission, occurred within Italy. Thus,
an Italian court could have jurisdiction over suits about Internet
content based on an allegation that the content caused the complain-
ant harm in Italy, regardless of where the content was published.

Second, on July 9, 2002, Italian police closed five Web sites that
were critical of the Catholic Church, despite the fact that the sites
were hosted in the United States. The Italian authors of the Web
sites, which had names that translate to Pig Madonna and Blasphemy,
are being prosecuted under Italian laws criminalizing blasphemy
and the publication of sacrilegious material. The sites were closed
without the involvement of any court, in Italy or the United States.
The police investigating the sites simply accessed the computer by
which the defendants uploaded content to the U.S. hosting services
that published the sites and replaced the allegedly illegal content
with a police crest.15 Although this action concerned only Italian
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citizens and thus can be seen as less intrusive into U.S. speech rights,
it is worth pointing out that the unilateral actions of Italian law
enforcement did alter content hosted within the United States.

Zimbabwe. Andrew Meldrum, an American journalist writing for
The Guardian, a London newspaper, has become the first foreign
journalist to be prosecuted under Zimbabwe’s new press law. The
law, the Access to Information and Protection of Privacy Bill, came
into force in March 2002 and has been widely criticized as violating
international norms on freedom of expression. Meldrum is being
prosecuted on charges of ‘‘abuse of journalistic privileges by publish-
ing falsehoods’’ on the basis of stories published in The Guardian in
England and posted on its Web site, which is published and hosted
in England.16 This prosecution is noteworthy not only because of its
own significance but also because it may portend a trend: criminal
defamation statutes are commonplace in Europe, the Middle East,
and Africa, and government officials routinely use such statutes in
attempts to silence internal critics. The Internet may provide an
opportunity for such regimes to attempt prosecutions of the interna-
tional media as well.

The subject of the prosecution involves a story, which had been
reported in the local Daily News and which Meldrum verified with
eyewitnesses, who later recanted, of the beheading of a woman in
front of her family by forces loyal to Zimbabwe’s President Mugabe.
Although it is not entirely clear that the story was inaccurate, The
Guardian nonetheless published a retraction. If convicted, Meldrum
and others prosecuted could have been sentenced to two years’
imprisonment. (Meldrum has lived in Zimbabwe since 1980 as a
permanent resident, but also could be subject to a prison term even
if he left Zimbabwe and returned there, or entered countries such
as South Africa, which have extradition treaties with Zimbabwe.)
Conviction also means that the license to publish, which is required
by the act, would be revoked and any future reporting or publication
by the defendant prohibited (obviously an important consideration
for Zimbabwean journalists, and for foreign journalists who report
from Zimbabwe).

The Guardian is unavailable in Zimbabwe. The prosecutors in Mel-
drum’s case have taken the position that Zimbabwe’s criminal courts
have jurisdiction over any content published on the Internet if that
content could be accessed in Zimbabwe, which would essentially
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allow domestic jurisdiction over Internet speech arising anywhere
in the world.17 The act under which Meldrum was charged creates
a strict liability offense under which reporters and editors may be
charged for any publication that is false, regardless of fault. Under
this approach, all publishers become guarantors of the accuracy of
all stories published.18

On July 15, 2002, Meldrum was acquitted of the charges against
him by the district court in Harare. Immediately upon acquittal,
however, Meldrum was served with deportation papers. Impor-
tantly, Judge Godfrey Macheyo refused to address the jurisdiction
argument, effectively leaving the door open for future prosecutions
against foreign journalists on the basis of the Internet distribution
of the journalists’ stories.19

European Union Principles of Jurisdiction and Choice of Law

In almost all cases, the issue of whether a publisher will be subject
to the jurisdiction of national courts is a matter of the internal laws
of the nation in which the publisher is located. One of the few
exceptions to this principle is the European Union (EU), which is
one of the few multinational entities that has established principles
of jurisdiction and choice of law that apply to multiple countries.
This section will present a brief survey of emerging choice-of-law
principles in the 15-member EU (which will grow to 25 members
in the near future upon the accession of several Eastern European
nations).

One exceptionally positive legislative effort within Europe may
set the stage for a more enlightened view of Internet jurisdiction.
On June 8, 2000, the EU adopted Directive 2000/31/EC on electronic
commerce (the E-Commerce Directive), which establishes basic har-
monized rules in areas such as electronic contracts, electronic com-
mercial communications, and online provision of professional ser-
vices.20 Under Section 4 of the E-Commerce Directive, the member
states must adopt uniform limits on most types of liability for service
providers that carry illegal content while acting as a ‘‘mere conduit’’
or engaging in caching or Web hosting. Under the E-Commerce
Directive, which only applies to electronic commerce activities
within the 15 member states of the European Union, companies are
subjected only to the jurisdiction and the law of the member state
in which they are established. This is a sensible rule that will spur the
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growth of e-commerce in the European market. European companies
setting up online sales will have a relatively high degree of certainty
regarding the law that will apply to their activities and the forum
in which they can reasonably expect that law to be applied. This
‘‘country-of-origin’’ rule is becoming the dominant rule under both
U.S. and European law, and its adoption in other countries (and in
disputes between various countries) would both foster the develop-
ment of online commerce and permit Internet publishers to know
which country’s law would apply to online publishing.

It can, of course, be argued that the concept of a ‘‘country of
origin’’ for information hosted on the Internet is not an entirely
obvious concept. Reporters, photojournalists, and editors can upload
electronic information to a publication from literally anyplace on the
globe, and the location of servers hosting content can be manipulated
easily to locate foreign content in a jurisdiction where it may be
safely published (in the United States, for example). In an attempt
to provide definition to the country-of-origin approach, the E-Com-
merce Directive speaks in terms of the ‘‘Member State’’ where the
publisher is ‘‘established’’:

Information society services should be supervised at the
source of the activity, in order to ensure an effective protec-
tion of public interest objectives; to that end, it is necessary to
ensure that the competent authority provides such protection
not only for the citizens of its own country but for all Commu-
nity citizens; in order to improve mutual trust between mem-
ber states, it is essential to state clearly where the services
originate; moreover, in order to effectively guarantee free-
dom to provide services and legal certainty for suppliers
and recipients of services, such information society services
should in principle be subject to the law of the Member State
in which the service provider is established.21

This principle is sensible because only the country in which a pub-
lisher is ‘‘established’’ can fully regulate its activities; it also is a
concept that is sensitive to general principles of international law,
discussed below, which recognize that one state should not prescribe
its laws in a manner that interferes with a sister state’s ability to
prescribe its own legal concepts.

Another attempt to make the country-of-origin approach more
precise is the advocacy of a ‘‘single point of publication’’ rule to
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determine which country’s law should apply to a particular content
claim. Under this framework, claims would be governed by the law
of the nation in which the publisher last had an opportunity to
exercise editorial control over the publication. This proposal, which
members of the U.S. media industry have advanced before the Euro-
pean Commission and the High Court of Australia in an amicus
curiae brief in the Gutnick litigation, is designed for an Internet
publishing context in which content can be viewed instantaneously
in many locations but there is only one place from which the pub-
lisher controls content as a final matter (that is, the point at which
final editorial decisions are made and final technical work is done
to upload the material).22 The advocates of the ‘‘single point of publi-
cation’’ rule point out that it complements the country-of-origin
rule by ensuring that there is a principal place of publication, and
therefore the country of origin, for every article. The proposal also
accounts for the widespread phenomenon of inadvertent digital
publishing: even publishers who attempt to prevent their publica-
tions from being distributed in certain countries may fail to control
circulation completely, especially if a publisher releases content
online. The content may be forwarded without the publisher’s con-
sent to other individuals, or it may be recirculated at a later point
in time by others. The single point of publication rule accounts for
this fact because ‘‘publication’’ would be deemed to take place at
the point at which there is a final opportunity for the publisher to
exercise control over content. This rule has not, to date, been adopted.

The country-of-origin approach is not, however, the sole view on
jurisdiction and choice of law in the European Union. There are
emerging elements in European law that are legitimate areas for
concern in the publishing community. Two seminal accords, the
Brussels convention,23 dealing with interstate enforcement of judg-
ments, and the Rome convention,24 dealing with enforcement of
contracts, generally adopt a positive country-of-origin rule. How-
ever, both provide that under particular limited circumstances, con-
sumers should be allowed to rely on local consumer protection laws
instead of the laws of the country of origin.25 Although this ‘‘local
loophole’’ does not apply to disputes over Internet content, it does
demonstrate a potential precedent in favor of permitting individuals
to take actions against Internet companies in their own countries.

This consumer-centered approach has, in fact, been extended to
proposals to permit claimants to pursue defamation suits in their
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own countries regardless of the nationality of the publisher of the
alleged libel. In June 2002, the Justice and Home Affairs Council of
the European Commission commenced a consultation proposing to
apply the law of the country in which the plaintiff resides to any
tort action based on Internet content.26 This approach, if adopted,
could have broad repercussions for publishers not only in Europe
but throughout the world. Proposed Article 7 of the regulation on
defamation provides as follows:

The law applicable to a noncontractual obligation arising
from a violation of private or personal rights or from defama-
tion shall be the law of the country where the victim is
habitually resident at the time of the tort or delict.

Although this regulation would be binding formally only on EU
member states (and it is unclear whether all EU member states, and
in particular the United Kingdom, would agree to implement it),
the precedential effect of an action by one of the most influential
regional political bodies in the world cannot be understated. The
process of moving through the steps required to convert a consulta-
tion proposal into a binding directive, however, is a slow one. The
process may take years, particularly given the controversy attached
to this proposal, and initial comments were only received in late
2002.27

This regulation would follow the basic approach set in the Brussels
Regulation, which was adopted on November 30, 2000, by the Justice
and Home Affairs Council of the European Union to govern con-
sumer contract jurisdiction. This regulation provides, in short, that
the courts of the country where a consumer resides will have jurisdic-
tion over consumer-protection disputes when the merchant ‘‘pur-
sues commercial or professional activities in the Member State of
the consumer’s domicile or by any means directs such activities to
that Member State . . . and the contract falls within the scope of
such activities.’’

Not surprisingly, Internet companies and publishers are deeply
involved in advocating the country-of-origin approach taken by the
E-Commerce Directive rather than the plaintiff-focused approach
taken by the Brussels Regulation and the new proposed regulation
for jurisdiction over noncontractual harm. Other arguments may, of
course, be raised against the imposition of national law against an
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international medium such as the Internet, including arguments
based on treaties such as the European Convention for Human
Rights and other similar documents, as well as public international
law principles generally (discussed below).

U.S. Courts’ Refusal to Enforce Foreign Libel Judgments That
Do Not Comply with the First Amendment

As a practical matter the assertion of jurisdiction over U.S. media
companies who do not maintain substantial assets abroad will be
limited by the fact that the jurisdictional requirements of U.S. law
must be satisfied for those judgments to be enforced, at least insofar
as such requirements are grounded in the constitutional guarantee
of due process. The Restatement (Third) of the Foreign Relations
Law of the United States § 482 explains that ‘‘[a] court in the United
States may not recognize a judgment of the court of a foreign state
if the judgment was rendered under a judicial system that does not
provide . . . procedures compatible with due process of Law.’’ The
Supreme Court has repeatedly made clear that jurisdictional stan-
dards of minimum contacts and purposeful availment are rooted in
the Due Process Clause of the Constitution.28 Accordingly, U.S. courts
cannot enforce a foreign judgment rendered without sufficient con-
tacts or purposeful availment to justify jurisdiction.29

U.S. courts generally enforce foreign-money judgments under
principles of comity—the respect of one country’s courts for the
courts of another country.30 However, U.S. courts are not required
to enforce foreign judgments when such judgments conflict with
U.S. public policy.31 Cases in which U.S. courts have refused to
enforce foreign judgments on policy grounds have been relatively
rare outside the First Amendment context.32 Within the First Amend-
ment context, however, courts have consistently refused to enforce
foreign libel judgments on policy grounds.

In Matusevich v. Telnikoff,33 the leading case in the area, the plaintiff
brought an action to preclude enforcement of a British libel judg-
ment. The U.S. District Court for the District of Columbia granted
the defendant’s motion for summary judgment, holding that recogni-
tion of the British judgment would violate both Maryland’s Uniform
Foreign-Money Judgments Act (which tracks, almost exactly, the
U.S. act) and the First and Fourteenth Amendments to the U.S.
Constitution. In so holding, the court compared the differing libel
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standards of the English and U.S. jurisdictions. The court then deter-
mined that the speech found libelous under English law would have
been protected by the First Amendment in a U.S. action. Emphasiz-
ing the drastic distinction between the two standards,34 the court
determined that it would not enforce the judgment.35

In the most recent and high-profile application of the Matusevich
principle, Yahoo! Inc. succeeded in its efforts to avoid French juris-
diction over the dispute concerning Nazi speech on its global Internet
site. In Yahoo! Inc. v. La Ligue Contre Le Racisme et L’Antisemitisme,36

Yahoo! succeeded in its arguments that the French court’s orders
‘‘are not recognizable or enforceable because they violate the U.S.
and California public policy of protecting free speech’’ and because
they ‘‘constitute an unconstitutional prior restraint on speech that
is protected by the First Amendment to the U.S. Constitution and
by Article I of the Constitution of California.’’37 The district court
first held, importantly, that it did have jurisdiction over the French
defendants against whom Yahoo! initiated its U.S. action (the plain-
tiffs in the French action) by virtue of the fact that they sought to
avail themselves of the benefits of U.S. law by, among other things,
serving Yahoo! with their French complaint with the assistance of
U.S. marshals.38 It then granted summary judgment to Yahoo! Inc.,
preventing enforcement of the French judgment against it. An appeal
of this decision currently is pending in the United States Court of
Appeals for the Ninth Circuit, and a decision is expected during 2003.

This decision illustrates a new strategic avenue for the defense of
foreign actions by U.S. Internet publishers. Although publishers with
assets and subsidiaries in foreign countries always will be vulnerable
to off-shore litigation and the enforcement of foreign judgments
against those assets and subsidiaries, the Yahoo! decision makes clear
that the Matusevitch doctrine applies with full force and effect to
Internet publishing in contexts additional to defamation judgments.
In Yahoo!, the matter at stake was not defamation—as it has been
in most cases in which U.S. courts have refused to enforce foreign
judgments—but other speech that was protected by the First Amend-
ment. This case thus makes it more feasible for U.S. Internet publish-
ers to extend the Matusevich doctrine to cases involving invasion of
privacy, the increasingly controversial area of hate speech that is
criminalized under the laws of many European countries, prosecu-
tions for newsgathering offenses, and the like.
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The Matusevitch principle has been applied straightforwardly in
a variety of different factual contexts outside of the Internet. In
Abdullah v. Sheridan Square Press,39 for example, the U.S. District Court
for the Southern District of New York, applying New York choice-
of-law doctrine, refused to apply British libel law in an action by a
former Jordanian army officer living in Britain against a New York
publisher because ‘‘establishment of a claim for libel under the Brit-
ish law of defamation would be antithetical to the First Amendment
protection accorded the defendants.’’40 In Bachchan v. India Abroad
Publications, Inc.,41 an Indian national sought to enforce a British libel
judgment granted by the High Court of Justice in London against
the New York operator of a news service; the court held that the
values underlying the First Amendment ‘‘would be seriously jeop-
ardized by the entry of foreign libel judgments granted pursuant to
standards deemed antithetical to the protections afforded the press
by the constitution.’’42

The principle has been applied in suits initiated in U.S. courts as
well. In Desai v. Hersh,43 for example, the former Prime Minister of
India asked a U.S. court to apply Indian defamation law in a suit
against the U.S. author of an allegedly defamatory book published
in both the United States and India. Indian law, unlike U.S. law,
does not require a public figure to prove actual malice on the part
of a libel defendant, and the court thus refused to apply Indian law.
Notably, however, the Desai court refused to adopt the defendant’s
broad argument that the First Amendment applies to all American-
written documents published abroad. The court used the public
figure/actual malice requirement as a constitutional dividing line—
it held that where a libel action is brought by a foreign public figure
in U.S. court, the public figure must show actual malice on the part
of the U.S. defendant.

Finally, some cases have applied foreign law but added First
Amendment protections to that law. In DeRoburt v. Gannett Co.,44

for example, the President of Nauru brought a federal action for
defamation against a U.S. newspaper publisher under the law of
Nauru. Nauru law contains no analog to the First Amendment. The
court adopted a choice-of-law analysis, rather than categorically
refusing to apply foreign libel law, and viewed the First Amendment
as one of the policies that should be considered in the choice-of-law
calculus.45 The court ultimately held that Nauru law could be
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applied, but only as modified by the imposition of First Amendment
safeguards.46

In sum, these cases illustrate the reluctance, if not absolute refusal,
of U.S. courts to apply foreign libel law in American courts, or to
enforce foreign libel judgments on the basis of laws inconsistent
with the First Amendment. This is perhaps the single most important
protection against the increasing trend toward aggressive assertion
of jurisdiction over Internet content claims by courts outside the
United States.

One troubling aspect of the recent development in this area of
constitutional law has been the questioning of the validity of the
Matusevich doctrine by the American Law Institute (ALI), a group
of judges, lawyers, and professors founded in 1923 that publishes
proposed model legislation and influential ‘‘restatements’’ of the
law in various areas to provide guidance to courts in interpreting
U.S. law. ALI currently is drafting a model act on ‘‘International
Jurisdiction and Recognition of Judgments,’’ and its reporter’s notes
on the December 2002 discussion of the Matusevich doctrine raise
questions about its necessity and proper scope:

The appropriate scope for the public policy exception has
given rise to sharp debate in the context of several recent
libel cases in the United States. . . . Several aspects of [the
public policy exception] are raised by these cases. The first
is whether the differences between American and English
libel law—with respect to issues such as the standard for
liability in actions brought against the press and differences
over where the burden of proof lies—are so fundamental that
they are repugnant to basic concepts of justice and decency in
the United States. That issue remains subject to intense
debate. [Citations omitted.] The second aspect relates to the
territorial connection or nexus with American interests neces-
sary to trigger the exception of U.S. public policy. If the
reason for enforcement in the United States is simply the
presence of assets here, the values represented in differences
about the limits of free expression do not appear to be
engaged. In contrast, where expression emanates from the
United States or is directed or connected to the United States
in some way—e.g., an alleged libel in Singapore by the Asian
Wall Street Journal—consideration of the effect of the differ-
ences in approach to freedom of expression is an appropriate
consideration in the public policy calculus. . . .
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It has been suggested by the ALI reporter in charge of drafting these
interpretive notes that they will continue to suggest that not every
difference between U.S. law and the content laws of other countries
should constitute such a matter of ‘‘fundamental public policy’’ as
to preclude enforcement of the judgment as a First Amendment
matter.47

The public policy exception to enforcement of judgments is becom-
ing increasingly important in a networked world. The questioning
of the First Amendment value of that exception, particularly at this
important juncture in its development, by an influential group draft-
ing model legislation undoubtedly injects additional uncertainty into
Internet publishing by U.S. companies and individuals.

International Law

Threshold Protections
The First Amendment, as well as the precedent that has emerged

under it, is unique in the world. Although other countries do not
protect free expression to the same degree as the United States,
however, one should not assume that speech governed by the laws
of other countries does not have a degree of protection.

International law, both conventional and customary, protects free
expression as a basic human right. The United Nations 1948 Univer-
sal Declaration of Human Rights, the model for a host of succeeding
global and regional treaties, recognizes this right. Succeeding accords
have defined the contours of the required protections, articulating
the extent of permissible restrictions on free expression. The Interna-
tional Covenant for Civil and Political Rights provides that all restric-
tions on speech must be ‘‘necessary for respect of the rights or
reputation of others; for the protection of national security or of
public order, or of public health or morals.’’48 Regional treaties can
protect free expression as well. In Europe, for example, the European
Convention for the Protection of Human Rights provides that
‘‘everyone has the right to freedom of expression. This right shall
include freedom to hold opinions and to receive and impart ideas
without interference by public authority and regardless of fron-
tiers.’’49 Provisions echoing this right are often provided in European
constitutions as well. This right is, however, subject to significant
exceptions for national security, the prevention of crime, the protec-
tion of minors, public health, and other bases. Notably, however,
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this right can be enforced by the European Court of Human Rights,
which has a significant body of precedent protecting freedom of
expression.50

Despite the breadth and strength of these protections, it is clear
that the domestic laws of virtually all countries outside the United
States do not protect free speech to the same extent as the First
Amendment. For example, foreign law typically does not require
libel plaintiffs to meet the ‘‘actual malice’’ standard of Sullivan or,
indeed, any standard of fault at all. In some key jurisdictions, there-
fore, libel recovery is far more common than in the United States.

Under English law, for example, the defendant must prove the
truth of allegedly defamatory statements, whereas under the U.S.
system the plaintiff must prove the falsity of those statements (at
least in media cases involving matters of public concern). Also, a
libel plaintiff need not prove actual malice on the part of the defen-
dant under English law. ‘‘In the tort of defamation [English] law
presumes malice in this sense from the mere act of the defendant
in publishing the defamatory matter.’’51 ‘‘Even a bona fide belief
that the words are true will afford no defence in the absence of
privilege.’’52 As one U.S. court has recognized, ‘‘in dramatic contrast
to American law, English law makes libel a strict liability offense.’’53

Despite its inconsistency with the First Amendment, there is no
serious argument that English libel law fails to comport with the
threshold protections required by international law. U.S. attorneys
representing media clients in defending enforcement suits, therefore,
should not limit their arguments to the general failure of English
libel law to comport with U.S. constitutional requirements. In addi-
tion, they should consider constructing an argument emphasizing
that England should not impose liability upon Internet statements
specifically. To put it differently, they may be able to argue that
because of the uniquely global nature of the Internet, England’s
assumption of jurisdiction over the libel action was unreasonable
under traditional jurisdictional principles of international law.

The dramatically less stringent protection for speech under laws
outside of the United States makes it important to determine strate-
gies under which U.S. law may be applied to Internet publishing
originating in the United States. To determine how this principle
may be relied on, it is useful to review principles of international
jurisdiction.
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Jurisdiction to Prescribe and Jurisdiction to Adjudicate

Section 402 of the Restatement (Third) of the Foreign Relations
Law of the United States articulates the ‘‘universally accepted’’ prin-
ciple that a state has jurisdiction to prescribe internal law so long
as such law does not infringe upon other states’ ability themselves
to prescribe ‘‘internal’’ law.54 The United Nations Declaration on the
Inadmissibility of Intervention in the Domestic Affairs of States and
the Protection of their Independence and Sovereignty provides: ‘‘No
State has the right to intervene directly or indirectly, for any reason
whatever, in the internal or external affairs of any other state.’’55

Thus, jurisdiction based on territoriality is limited by interstate
respect for sovereignty.

The Internet’s structure transcends borders. Accordingly, regula-
tion by one state necessarily involves some degree of interference
with the law of another. To put it differently, regulation of the
Internet by one state impairs the ability of other states to regulate.
Because of the Internet’s global character, states must exercise height-
ened care in regulating it; their jurisdiction to prescribe law for the
medium is limited. However, jurisdiction to prescribe and jurisdic-
tion to adjudicate do not necessarily provide nations with the same
authority. Section 421 of the Restatement (Third) of the Foreign
Relations Law of the United States explains that ‘‘the fact that an
exercise of jurisdiction to adjudicate in given circumstances is reason-
able does not mean that the forum state has jurisdiction to prescribe
in respect of the subject matter of the action.’’56

Accordingly, an exercise of jurisdiction to adjudicate in the
Internet context may be characterized as unreasonable under inter-
national law. The Internet vastly increases the extent and number
of a user’s contacts with foreign jurisdictions. As noted, this accounts
for the increased amenability to potential liability in foreign court.
Once a publisher posts information on a Web page, that publisher
is without an effective means of limiting access to the information.
For that reason, when liability is imposed on Internet conduct by
adjudication, such adjudication operates in a manner functionally
equivalent to legislation. By way of example, if England were to
impose libel liability on a U.S. Internet media company (and any
resulting judgment was enforceable under international law in U.S.
court), the U.S. company would be forced to conform its conduct
to English libel standards since it could not escape liability through
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other means such as publishing the alleged libel only in other coun-
tries. Such adjudication thus would functionally control conduct
within the United States and would impair the United States’ ability
to regulate Internet conduct in accordance with its own policy favor-
ing extensive protection of speech. In turn, this adjudication would
violate the noninterference principle of international law, under
which one nation is not permitted to use its own powers of prescrib-
ing its internal law to limit another nation’s ability to prescribe its
own domestic law.

In sum, the unique nature of the Internet raises the jurisdictional
threshold with respect to states’ right to both prescribe law and
adjudicate claims. Where a foreign judgment fails to account for
the special nature of the Internet by imposing liability under law
applicable to non-Internet media, U.S. courts should refuse to enforce
the judgment. This principle may be extended to other nations as
well, under principles of international law.

The Hague Convention on Jurisdiction and Enforcement of Judgments

A treaty currently being negotiated may have an effect on jurisdic-
tion and enforcement of judgments relating to all international dis-
putes, including those involving digital intellectual property rights.
Representatives from 52 countries met during 2001 for the 19th
Diplomatic Session of the Hague Conference on Private International
Law57 to negotiate the Proposed Hague Convention on Jurisdiction
and the Recognition and Enforcement of Foreign Judgments in Civil
and Commercial Matters (the Hague Convention).58 At present, the
United States is not party to any treaty governing the recognition and
enforcement of civil and commercial judgments in other countries.59

Consequently, European courts rarely recognize or enforce U.S.
judgments.

The United States initiated these treaty talks in 1992, hoping to
obtain more equitable treatment of U.S. civil and commercial judg-
ments abroad. Now, in part because of the subsequent growth of
international e-commerce, the United States seeks to prolong the
Hague Convention negotiations and opposes certain aspects of the
treaty more vehemently than any other Hague member. At this point
negotiators have realized the potentially serious implications of the
treaty, and have been unable to agree on the final form of any major
treaty provisions.60
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A primary subject of contention in the negotiations is whether
U.S.-based Internet providers will be globally liable for information-
related torts and other forms of content-related censorship that might
be enforced in jurisdictions outside the United States. Because the
treaty calls for the enforcement of judgments issued in one member
state across all member states, if the U.S. becomes a signatory, U.S.
citizens may be held liable for posting online information that is
protected by the First Amendment in America but is regarded as
defamatory, libelous, or a copyright infringement in another Hague
member country. Thus, although the Internet undoubtedly provides
an avenue by which speakers can reach a global audience, if ratified,
the Hague Convention would ultimately limit freedom of expression
by restricting that global expression to only that speech permissible
in every Hague member country.61

The proposed Hague Convention would (a) create jurisdictional
rules governing international lawsuits and (b) provide for the recog-
nition and enforcement of judgments by the courts of member states.
Article 10 of the Hague Convention draft articulates the require-
ments for court actions, including copyright infringement:

The plaintiff may bring an action in the courts of the Contract-
ing State in which the act or omission that caused injury
occurred, or in which the injury arose, unless the defendant
establishes that the person claimed to be responsible could
not reasonably have foreseen that the act or omission would
result in an injury of the same nature to the State. The plaintiff
may also bring an action in accordance with paragraph 1
when the act or omission, or the injury is threatened in the
Contracting State. If an action is brought in the courts of a
Contracting State only on the basis that the injury arose or
is threatened there, those courts shall have jurisdiction only
in respect of the injury that occurred or may occur in that
State, unless the injured party has its habitual residence or
seat in that State.62

In short, a plaintiff can bring an action in tort in the state where
the act or omission that caused the injury occurred or in the state
where the resulting injury occurred. The court’s jurisdiction would
be limited to the injury, unless the injured party also resides in that
state, in which case the court may have general jurisdiction.

The determination envisaged by the proposed Hague Convention,
however, is not always straightforward. For example, assume that
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party A in country X perceives material online that a party B placed
online in country Y. Assume that B’s speech injures A in country
X. Under the provisions of the Hague Convention, A could bring
suit against B in either country X or country Y. This would not seem
particularly problematic but for the fact that even when B’s speech
is legal in Y and every other country where B intends to direct
his speech, that speech may be considered defamatory, libelous, or
otherwise illegal in X.63 If a single reader in any signatory country
accesses a Web page containing information considered illegal in
that country, the publisher could be sued in the jurisdiction of the
one signatory that considers the material illegal. Thus, one Hague
member country’s restrictions on speech may effectively limit speech
in every Hague member country because, where one country would
have jurisdiction to enter judgment under the terms of the Hague
Convention, the convention would require every signatory country
to recognize and enforce the original judgment absent specific
exceptions.

The Hague Convention would also apply to the recognition of a
judgment rendered by a court in another signatory country. Article
23(a) defines ‘‘judgment’’ as ‘‘any decision given by a court . . .
including a decree or order, as well as the determination of costs or
expenses by an officer of the court, provided that it relates to a
decision which may be recognized or enforced under the conven-
tion.’’64 The key principle of the proposed treaty is that all judgments
issued in any signatory state shall be recognized in all other signatory
states. Judgments would be enforced even in countries that have no
link to a particular dispute, as long as the court issuing the judgment
had jurisdiction under the terms of the Hague Convention, not juris-
diction pursuant only to national law.

Article 25 establishes three conditions for the recognition or
enforcement of a signatory country’s judgment. First, the judgment
must be based on a ground of jurisdiction provided for in Articles
3 through 13 or be consistent with such a ground.65 Second, the
judgment must have preclusive effect (res judicata) on future judg-
ments in the state where it originates to be enforceable in another
state.66 Third, a state cannot enforce a judgment that is not enforce-
able in the state initially rendering the judgment.67 Even when these
three conditions are met, however, if the state that originally issued
the judgment might still review it, a second state may postpone
recognition or enforcement of the judgment.
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The Proposed Convention also identifies exceptions to the general
rule of honoring judgments. Article 28 articulates the following
grounds on which a state may refuse to recognize or enforce
judgments:

1. proceedings between the same parties and having the same
subject matter are pending before a court of the State addressed
and those proceedings were the first to be instituted in accor-
dance with Article 23;

2. the judgment is irreconcilable with a judgment rendered
[between the same parties], either in the State addressed, or in
another State, provided that in the latter case the judgment is
[capable of being] recognised or enforced in the State addressed;

3. the judgment results from proceedings incompatible with fun-
damental principles of procedure of the State addressed, includ-
ing the right of each party to be heard by an impartial and
independent court;

4. the document which instituted the proceedings or an equivalent
document . . . was not notified to the defendant in sufficient
time and in such a way as to enable him to arrange for his
defence;

5. the judgment was obtained by fraud in connection with a matter
of procedure;

6. recognition or enforcement would be manifestly incompatible
with the public policy of the State addressed.68

As a practical matter, these limitations mean that not all judgments
would be enforced under the Hague Convention. But they are never-
theless defined narrowly enough that the exceptions will not swal-
low the general rule of recognition and enforcement. Although the
exceptions will result in a certain small category of judgments being
unenforceable, most judgments rendered in any signatory state
could be enforced in any other signatory state.

The public policy exception to recognizing and enforcing the judg-
ments of other states, section (f), is among the most important provi-
sions of Article 28. Because the United States is not currently bound
by any treaty requiring the reciprocal recognition of judgments, it
already relies on national policy to defend against the enforcement
of international judgments that would violate the U.S. Constitution.
In theory, the Article 28 public policy exception would allow the
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United States to continue refusing to enforce judgments that contra-
vene U.S. policy as embodied in the Constitution, but it is not clear
how broad the exception would be in practice.

Although the proposed Hague Convention’s terms for jurisdiction
over tort claims and provisions for the recognition and enforcement
of judgments are the most contentious with respect to speech issues,
other jurisdictional provisions have proved contentious as well. The
proposed articles have very different ramifications for different
countries and for different economic interests within a given country
as well.69 As a general matter, U.S. delegates oppose the draft con-
vention. Within the United States, however, copyright holders and
consumer groups have expressed support for the proposed language.

Prospects for Ratification of the Convention. Whether the Hague Con-
vention will be adopted remains unclear. The United States initiated
the Hague Convention on jurisdiction in 1992 with hopes of gaining
increased international recognition of its judgments. U.S. delegates,
however, now are among the strongest opponents of the present
draft because of the potential for leaving companies open to suits
from all over the world and the effect such expanded jurisdiction
could have on incentives to expand e-commerce.70 There are concerns
that laws relating to content—copyright infringement, defamation,
invasion of privacy, and the like—could be applied against media
companies in countries whose legal systems provide less protection
than those of the United States.71 Interestingly, the diverse nature
of the interests of modern media companies makes this issue a
complex one. This concept would be beneficial to U.S. publishers
who are concerned about content liability in foreign jurisdictions,
but it equally might work against them in their attempts to protect
their intellectual property against infringement and piracy globally.

Although the United States has powerful market influence and is
still the dominant force guiding the development of the Internet, it
seems to have little clout at the Hague Convention.72 Thus far, the
United States has had little success in modifying the treaty. However,
as Rep. William J. ‘‘Billy’’ Tauzin (R-La.) stated, ‘‘the U.S. Congress
will not sit back and watch e-commerce become hostage to old
modes of thinking.’’73 The U.S. delegates will likely continue to raise
objections to the current draft, advocating provisions more friendly
to the growth of Internet commerce and to the First Amendment.
Negotiations have already been extended several times beyond the
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original anticipated date of completion, and it seems likely that the
United States will continue to delay final agreement on the provis-
ions of the Hague Convention.

Although the delegates representing the United States at the
Hague Convention are arguably leading the opposition to several
provisions of the proposed treaty, support for and opposition to the
treaty divide between specific interest groups. Even at this stage of
treaty negotiations, American business interests have yet to resolve
their disagreement over the appropriateness of exposure to liability
for tort actions across the globe.

Owners of intellectual property and copyrights generally favor
the treaty as presently drafted.74 The treaty would effectively protect
their property interests by essentially applying the copyright law of
whichever signatory country provides the strongest protection for
these interests. Copyright holders are hopeful that the agreement
will enable them to crack down on infringements in new, more
stringent ways. This group opposes proposals to exclude intellectual
property from the scope of the Hague Convention.

Consumer groups also favor the proposal, arguing that consumers
should always be able to seek justice in the courts of their home
jurisdiction and that home jurisdiction is particularly important for
consumers in the electronic marketplace.75 Consumers arguably have
a considerable disadvantage when they are subject to the jurisdiction
of distant courts. Consumer advocates ultimately seek the applica-
tion of local laws for online customers and further argue that it
should be easy to have local judgments against foreign businesses
easily recognized and enforced in foreign jurisdictions.

Consumer advocates support the Hague Convention’s jurisdic-
tional rules because they would enable them to more easily seek
redress for alleged wrongs that occur through the Internet. If con-
sumers know they can obtain redress for problems arising during
electronic transactions rapidly and cost-effectively, it will arguably
contribute to the growth of Internet business and e-commerce. Thus,
although they support the language of the Hague Convention as it
stands, ultimately consumer advocates think the convention does not
go far enough; in addition to making suits easier for consumers who
make electronic purchases for personal reasons, they advocate the
inclusion of similar provisions for business-related consumption.76

Businesses tend to object to the Hague Convention for financial
reasons: commerce on the Internet is less expensive if business can
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avoid dealing with consumer protection and privacy laws in differ-
ent countries. Business interest groups thus prefer to adjudicate
claims through alternative dispute resolution. The proposed treaty
would allow choice of forum clauses in business-to-business agree-
ments, but it would not recognize such clauses in business-to-con-
sumer transactions.77 Companies ideally want a treaty that allows
them to impose one-click agreements on their Web sites, because
they can handle lawsuits much more effectively if the suits are
decided under local law.78

Finally, groups such as the American Civil Liberties Union, the
American Library Association, and Internet service providers (ISPs)
oppose the proposed treaty on grounds that it would infringe on
American civil liberties. In light of the strong protection for speech
afforded under the First Amendment, U.S. ISPs have not been
responsible for monitoring the content of material placed on the
Internet through their servers. Under the Hague Convention, not
only could a plaintiff potentially sue a publisher for placing online
material considered illegal in the plaintiff’s country and have the
judgment enforced in the United States, but the plaintiff could also
sue an ISP. ISPs that do global business fear that under the proposed
Hague Convention, they would be forced to monitor every transmis-
sion moving over their network, which would mean constantly scan-
ning for copyright violations, libel, defamation, and other speech
infractions. Data communications companies do not want to be
forced to police their customers’ activities and urge modification or
derailment of the treaty.

Thus, although U.S. delegates to the Hague Conference oppose
the language of the proposed treaty, the conflicting views of interest
groups within the United States demonstrate the breadth of implica-
tions that would follow from the Proposed Convention. That being
said, these concerns reflect only a small fraction of the debates occur-
ring among delegates to the Hague Diplomatic Conference.

The Impact of Online Media Issues. In spite of the numerous meetings
that occurred in preparation for the Hague Diplomatic Conference,79

the media has not devoted significant attention to the impact that
the convention will have on freedom of speech. Those who consider
the issue commonly assume that the Article 28(f) public policy excep-
tion and the protections of the First Amendment will make global
laws restricting freedom of speech irrelevant to American citizens.
But that assumption may not be accurate.
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Several recent international cases that involve speech published
on the Internet demonstrate the potential for foreign law to infringe
on the free speech protections of the First Amendment. The recent
French judgment against Yahoo!, along with similar rulings in Italian
and German courts, have ‘‘set a dangerous precedent for countries
seeking to impose restrictions on speech outside their borders’’ by
demonstrating that it is possible to do so when the speech is online.80

Opponents of the treaty argue that if widely adopted, it will ‘‘lead
to a great reduction in freedom, shrink the public domain, and
diminish national sovereignty.’’81 One valid concern is that the pro-
posed treaty may force ISPs to become policemen of global content
on the Internet. Specifically, telecommunications firms and Internet
access providers have complained that under some countries’ laws
they would be responsible for content-monitoring and filtering. Crit-
ics argue that enacting the Hague Convention would make ‘‘the
most restrictive laws anywhere the effective law of the Internet.’’82

If an ISP knows that certain conduct will be prohibited in one Hague
country and that the judgment will be enforced in every member
country, the ISP is likely to either block users in particular countries
from accessing its sites or to stop some online business altogether.
Ultimately, this would reduce the Internet to the lowest common
denominator and enable one country to unilaterally determine
whether a particular activity is legal or illegal.

Supporters of the Hague Convention argue that the Internet will
not be reduced to the lowest common denominator and that speech
will remain protected in the United States because the public policy
exception will mean the United States does not have to recognize
and enforce judgments in conflict with the First Amendment. Even
so, American delegates to the convention and free speech advocates
fear that U.S. citizens may lose their constitutional right to freedom
of expression if every Web site has to ensure that it is following the
narrowest laws throughout the signatory countries. U.S. laws may
not protect the liberties of American citizens under the Hague treaty.

More important, critics of the public policy exception note that
these exemptions may not go far enough to prevent forum shopping
or protect U.S. law. A primary reason the public policy exception
may not be very strong in practice is that a country may have
difficulty refusing to enforce a judgment on public policy grounds
if it wants its own judgments enforced.83 The United States initiated
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Hague treaty negotiations in 1992 precisely because it wanted other
countries to more consistently enforce its judgments. Thus, it would
be somewhat ironic for the United States to now sign a treaty origi-
nally intended to increase recognition of U.S. judgments when it
has evolved into a treaty that requires the United States to risk
further nonrecognition of its judgments simply to protect liberties
that were guaranteed in America before treaty negotiations began.

Furthermore, the United States will not be able to rely on the public
policy exception in many Internet cases. A censorship judgment, for
example, can be enforced against an ISP in any country in which
that provider has assets. In a country where there is no Bill of Rights,
the ISP may be forced to shut down a publisher’s site simply to
avoid liability.84 Even where a country does successfully refuse to
enforce a judgment on public policy grounds, third-party countries
with no policy interests will still be required to cooperate with
the judgment.

Whether for the sake of practicality or out of legal necessity, it
seems likely that under the Hague Convention the United States
would enforce orders like the French Yahoo! order in the majority
of situations. It is reasonable to conclude that the convention would
at least increase pressure on the United States to enforce the judg-
ments of other signatory countries.

The Future. In light of the concerns discussed, it is unclear how
the United States will resolve its concerns about the proposed con-
vention. During the two years before the June conference, the United
States and many other countries consulted with the public and with
private industry to develop a better understanding of the nuances
of the debate. Because many countries sought input, many opinions
have been articulated, and the Hague negotiators have to face the
extremely difficult task of reconciling the different views. According
to Representative Tauzin, the U.S. State Department and other inter-
est groups have demonstrated a willingness to either address the
existing flaws in the proposed articles or walk away from the Hague
Convention altogether.85 The United States could always simply
refuse to sign the treaty produced by the negotiations it initiated
almost a decade ago, and because the United States is home to so
many Internet companies, its refusal to participate would weaken
the Web portion of the treaty.

The document that will result from the Hague Diplomatic Confer-
ence is expected to be significantly more complex than the 1999
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draft.86 It will offer alternative texts for nearly every provision of
the proposed convention. In fact, at present there are 111 documents
proposing alternatives for the treaty’s 40 articles.87 Negotiations have
revealed that it will be extremely difficult to draft specific provisions
addressing jurisdiction on which the member countries will be able
to agree.

The second part of the 19th Diplomatic Session is still to occur.88

This will theoretically be the final meeting of the Convention. Opin-
ions differ about how close the treaty is to ratification at this point.
The chief U.S. negotiator, Jeffrey Kovar of the U.S. State Department,
does not think the treaty is close to being ratifiable.89 Others believe
approval is likely and have even expressed optimism that the negoti-
ations might inspire Congress to enact better domestic jurisdic-
tional law.90

Early in 2002, negotiations reached an impasse and were sus-
pended. However, in April 2002 a commission met to determine
how to proceed on the remaining issues. This commission set up a
drafting committee, which has been tasked to develop a new text
for the consideration by mid-2003. Comments are expected to be
received throughout 2003, with hopes of reaching consensus by the
end of the year.

Conclusion

The strongest argument favoring U.S. court nonenforcement of
foreign Internet libel judgments is that such enforcement would
contravene the public policy embodied in the First Amendment. The
cases cited indicate the U.S. courts’ near-unanimous adherence to
this view, and the efforts by Yahoo! Inc. to use this line of cases
to challenge the French court’s imposition of liability on it are an
important development. It will be important in coming years to
ensure that the availability of this line of argument is not diminished
by international treaties such as the Hague Convention. It also will
be important for advocates of U.S. media companies to construct
new arguments based on international law to attack increasing eager
attempts by foreign courts and governments to impose their own
laws on Internet publishers, and to argue against jurisdictional and
choice-of-law rules in the European Union and elsewhere that would
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extend the global influence of restrictive speech laws while under-
mining the influence of the First Amendment. As in all areas of First
Amendment adjudication, vigilance is crucial; in this area, however,
the area in which advocates must be vigilant is the world stage.
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10. If It Ain’t Broke, Why Is Everyone
Trying to Fix It? Taxing E-Commerce
in a Destination-Based World

Michael S. Greve

Introduction

The political debate over the taxation of Internet commerce, both
internationally and in the United States, seems strangely shrill. In
the United States, state and local governments warn of an impending
collapse of sales tax revenues, but the scale of retail e-commerce—
a mere 1 percent of all retail sales—lends little credence to those
complaints.1 On the international scene, conflicts have arisen over
the taxation of electronically supplied services to individual custom-
ers. The volume of such services is very low though, and is likely
to remain so for some time. Even allowing for the prospect of rapid
e-commerce growth (and attendant government revenue ‘‘losses’’),
it is fair to say that the decibel level exceeds the economic stakes.
The debate owes its intensity to larger political and ideological
considerations.

The Internet is a driving force behind the pervasive trend toward
increased competition among governments. Electronic commerce
enhances competition by making citizens and businesses more
mobile, by reducing the costs of transborder transactions, and by
‘‘disintermediation’’ (that is, by eliminating middlemen who provide
governments with easily regulated ‘‘chokepoints’’). E-commerce has
thus come to provide a focal point for the fundamental debate about
the consequences of intensified government competition and the
need—if any—to counter that trend through increased government
cooperation and cartelization.

In the Internet tax debate, moreover, two issues overlap. The first
of these is the general question of tax competition—or, as govern-
ments and intergovernmental entities prefer to say, ‘‘harmful tax
practices.’’ The second controversy revolves around regulation of
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the Internet and the peculiar problems raised by that still-new
medium, from consumer privacy to hate speech to intellectual prop-
erty questions. Government and business lobbies apprehend that
the legal principles applied to Internet taxation might set a precedent
both for other tax questions (with larger economic stakes) and for
regulating the Internet. That well-warranted perception explains
why the e-commerce debate has been so contentious—and why it
is important to get the jurisdictional solution right.

The central bone of contention, and the exclusive focus of this
chapter, is the imposition of consumption taxes on goods and (in the
international context) services sold over the Internet. Cross-border
sales—through the Internet or any other channel—can be taxed
either on the basis of their destination (that is, the buyer’s domicile)
or their origin (that is, the seller’s home state or country). The
e-commerce debate has unfolded against the background of a con
sumption tax system that is largely based on the destination principle.
Any such regime poses a central difficulty: since governments typi-
cally find it impossible to collect consumption taxes from purchasers,
they must use the sellers of goods and services as a choke-point and
collection agent. That imperative entails two consequences.

First, since destination-based taxation compels sellers to calculate,
report, and remit consumption taxes for each jurisdiction in which
sales occur, it generates extravagant compliance costs, especially for
small and medium-sized firms.2 Even with the best intentions (and
the best tax software), companies find it inordinately difficult to
determine their tax remittance obligations in thousands of jurisdic-
tions with different, and constantly changing, tax rates, definitions,
and reporting requirements. Tax authorities, for their part, confront
a regime of daunting administrative complexity.

Second, a destination-based system requires a high degree of inter-
governmental cooperation. That is because the imposition and
enforcement of tax collection obligations on sellers who conduct their
business abroad often requires their home government’s consent and
cooperation. The only equilibrium point under a destination-based
regime, moreover, is perfect collusion among all governments. A
government that withholds its consent effectively places its domestic
firms beyond the reach of foreign tax collectors and, in that manner,
hands them a competitive advantage. Both in the United States and
in the international context, this free rider problem has bedeviled

270



If It Ain’t Broke, Why Is Everyone Trying to Fix It?

attempts to generate unanimous government consensus on destina-
tion-based taxation.

For reasons discussed below, destination-based taxation poses
particularly serious practical problems in an e-commerce context.
Nonetheless, internationally and in the United States, large majorit-
ies of governments—supported by traditional retail industries—
have insisted on extending the destination principle to e-commerce
taxation. They argue, with some plausibility, that a selective depar-
ture from the destination principle would create unjustifiable distor-
tions between e-commerce and sales through conventional channels.
Thus, the task is to make destination-based taxation ‘‘work’’ for
e-commerce, principally through tax simplification and technologi-
cal innovation (so as to reduce compliance and administrative costs)
and, foremost, through enhanced intergovernmental cooperation.

A minority of governments—predictably, those without a sales
tax or with a high concentration of e-commerce firms—have opposed
that agenda. Their opposition, however, has been somewhat diffi-
dent. It has rested principally on the practical difficulties of subject-
ing e-commerce merchants to destination-based consumption taxes.
That argument has considerable merit, and the first part of this article
will demonstrate the futility of applying the destination principle to
electronic commerce. Still, the argument has proven insufficient to
counter, let alone dislodge, legitimate insistence on equal treatment
for e-commerce and conventional industries.

The stronger and more principled argument is that destination-
based taxation is highly problematic even for conventional sales.
Instead of extending an already unworkable destination principle
to e-commerce, we should move to origin-based taxation for all sales,
through all channels, here and abroad. An origin-based regime is
simple, neutral among industries, and easily administered: each sale
would be taxed once, at the same rate, by the single authority—the
seller’s home state or country.

Origin-based sales taxation has been proposed in the tax litera-
ture,3 by think tanks (such as the American Enterprise Institute, the
Cato Institute, the Competitive Enterprise Institute, the Heritage
Foundation, and the Progressive Policy Institute),4 and in some polit-
ical venues.5 The response to those advances has been distinctly
hostile. The reasons have little to do with tax theory. They all con-
verge on a single point—a desire to protect and expand govern-
ments’ tax base.
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The modest theoretical case for the destination principle rests on
its perceived neutrality: since taxes are identical for all sales in a
given jurisdiction, sellers have no incentive to locate in a low-tax
jurisdiction. Under an origin-based system, in contrast, jurisdictional
variations with respect to both the tax base and the tax rate will at
the margin induce sellers to locate in low-tax jurisdictions. For this
reason, destination-based taxation is attractive—and origin-based
taxation is anathema—to tax theorists who place a high premium
on ‘‘locational neutrality’’—that is, the notion that the tax system
should not unduly distort private economic decisions.6 The argu-
ment is plausible—but, as we shall see, only at a very high level of
theoretical abstraction. In any event, it has played only a marginal
role in the national and international e-tax debate. Tax neutrality
requires a single, centrally determined tax rate and base. That is
not a serious political option even in the United States, let alone
internationally.7

The argument that has proven politically potent is a variation on
the neutrality theme: by rendering sellers indifferent to the local tax
rate, destination-based taxation minimizes tax competition. Under
an origin-based regime, in contrast, the local sales tax is a component
of the sellers’ cost structure. Sellers in low-tax jurisdictions enjoy a
competitive advantage. As jurisdictions attempt to stem the flight
of business firms into low-tax jurisdictions, sales taxes will spiral
downward. If sellers are perfectly mobile and transaction costs (such
as shipping cost) are negligible, the equilibrium tax rate—all else
equal—is zero. For this reason (and this reason alone), governments
consistently and vociferously oppose origin-based taxation.

That overwhelming resistance should obviously be taken into
account in assessing the political viability of origin-based reform
proposals. (I will conclude that the cause may not be entirely hope-
less.) It has nothing to do, however, with the substantive merits of
origin-based proposals, and on that score, the case for origin-based
taxation—and against destination-based taxation—is compelling.

First, as a general rule, tax competition is preferable to an intergov-
ernmental tax cartel. Origin-based taxation, as just noted, enhances
the former, whereas destination-based taxation produces the latter.
One ought to adhere to a strong presumption in favor of competition
unless and until countervailing or independent considerations can
be shown to overcome that presumption. As we shall see, however,
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all those considerations cut against destination-based taxation, and
for competitive, origin-based taxation.

Second, origin-based taxation limits the coercive reach of each
jurisdiction to its own citizens and businesses. Destination-based
taxation, in contrast, systematically reaches across borders and,
moreover, requires intergovernmental agreement to facilitate such
movement. We should be loath to pay that price—the direct and
unavoidable cost of destination-based taxation—even if destination-
based taxes could otherwise be shown to be efficient in some techni-
cal sense.

Third, even if the origin principle were somehow ‘‘wrong’’ in the
context of transaction taxes, it is unquestionably the right principle
for many issues of multijurisdictional Internet regulation.8 Precluding
a bad precedent for those debates—where the destination principle
would let the most restrictive or spiteful jurisdiction dictate the
terms of regulation for the entire world—is an added, pragmatic
reason for championing origin-based taxation.

The OECD and the Problem of the Remote Haircut

International organizations have devoted considerable attention—
and reams of paper—to the problems of taxing electronic commerce.
Their emphasis has been on the need for tax harmonization and
international cooperation in enforcement. The European Union (EU)
has been the leading advocate of that position, although individual
member-countries have differed in their degree of enthusiasm. The
United States has often—though not consistently—opposed the
push for harmonization and cooperation.

The Organisation for Economic Co-operation and Development
(OECD) has discussed Internet commerce under the so-called
Ottawa principles, agreed upon in 1998. The OECD’s averred princi-
ples are tax neutrality between electronic and conventional com-
merce, administrative efficiency, certainty and simplicity, effective-
ness and fairness, and flexibility in adjusting tax regimes to novel
technologies and market conditions.9 Crucially, the OECD also
insists that consumption taxes should be levied at the place of con-
sumption, as distinct from the place of origin of the good or service.10

In other words, the OECD officially insists on destination-based
taxation.
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The application of these principles to electronic commerce poses
great difficulties. The most vexing problems arise from the already-
mentioned fact that while governments can tax consumption, they
are rarely able to collect the tax from consumers. Thus, collection
obligations must be imposed on the seller of a particular product
or service. Such collection is possible—typically without extensive
intergovernmental cooperation—so long as the taxing jurisdiction
has a controllable chokepoint. Tangible goods provide that conve-
nience: they can be intercepted and taxed at the border regardless
of whether the good was purchased through the Internet or some
other channel. That strategy, though, obviously does not work with
respect to intangible goods or services. Such services, as noted, con-
stitute only a tiny fraction of international e-commerce, let alone all
commerce. If the international e-tax debate has nonetheless revolved
almost exclusively around the taxation of Internet services, that is
because governments have found it exceedingly difficult to identify
a reliable tax collector in that setting.

A consulting or other such service provided through the Internet
(or other means of remote communication) differs from a taxable
haircut in two ways. First, the ‘‘place of consumption’’ is not neces-
sarily the place where the customer receives it or derives value from
it. The seller, for his part, may have no easy way of verifying the
customer’s physical location. The OECD has acknowledged that a
pure place of consumption test would impose ‘‘a significant, and in
some instances an impossible, compliance burden’’ on remote ser-
vice providers.11 For the time being, the OECD has recommended
a rough proxy: the ‘‘place of consumption’’ should be the country
of the recipient’s business presence or, for individual consumers,
their ‘‘usual jurisdiction of residence.’’ Even that determination, of
course, becomes problematic when the buyer resides principally in
cyberspace. Thus, the OECD has acknowledged that ‘‘further work
is required on appropriate means of verifying’’ the customer’s
residence.12

Second, the hairdresser typically lives—or at any rate delivers the
service—in the taxing jurisdiction. This enables the government to
turn him, or her, into a collection agent. In cross-border transactions,
in contrast, the service provider resides and operates in a different
country. The attendant difficulties are typically manageable with
respect to so-called ‘‘B2B’’ services—that is, services sold by one
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business to another. Under the value added tax (VAT) systems
administered by European countries, a firm’s receipt of taxable ser-
vices is a business expense that reduces reportable income. Since
firms have an incentive to report ‘‘B2B’’ services, self-assessment
and ‘‘reverse charges’’ will ensure relatively reliable tax reporting
and collection.13 The ultimate consumers, of course, have no such
incentive. Thus, with respect to ‘‘B2C’’ commerce (i.e., services sold
to consumers), taxation at the ‘‘place of consumption’’ means that
collection, reporting, and remittance obligations will fall on parties
in foreign jurisdictions. Hence, the question that has driven the entire
international e-tax debate: how can tax authorities reach the foreign
sellers of Internet consumer services?

Foreign sellers—almost by definition—have some linkage to the
jurisdiction where their services are consumed, which might in some
instances permit an imposition of tax collection obligations. On this
train of thought, the European Union at one point considered the
option of refusing to enforce intellectual property rights for
e-commerce products sold inside the EU by noncomplying, non-EU
firms. Such strategies, however, pose serious legal obstacles and
diplomatic dangers. (The EU abandoned its design in recognition
of the fact that the taxable firm might not actually own the intellectual
property rights.)14

The only plausible (and permissible) chokepoint is the foreign
seller’s physical presence—through an office or a subsidiary—in the
taxing jurisdiction. Foreign firms presumably attach some economic
value to that presence, and they may tolerate an expropriation of
that value and submit to tax collection obligations—up to a point.
That point, though, is hard to identify. In any event, for sellers
without any in-country presence, the imposition of collection and
remittance obligations requires the cooperation of the service provid-
er’s jurisdiction.

The OECD has committed itself to a post-Ottawa agenda of ‘‘devel-
oping options for ensuring the continued effective administration
and collection of consumption taxes.’’15 Although that endeavor is
to be undertaken in a spirit of cooperation and consultation among
governments and affected industries, the actual agenda is the con-
struction of intergovernmental mechanisms for the collection of con-
sumption taxes on international B2C services. The OECD has
entrusted that process to its Committee on Fiscal Affairs.
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Post-Ottawa, the Committee on Fiscal Affairs and its subcommit-
tees have examined several options. In particular, in an effort to
reduce industry resistance to destination-based taxation, the OECD
committees studied technological options to reduce the compliance
costs that sellers would confront under a destination-based system—
but found that such technologies are currently unavailable.16 For
the time being, the OECD favors ‘‘some form of registration-based
mechanism for B2C transactions,’’ meaning that foreign sellers
should voluntarily register for tax reporting and payment obliga-
tions in the country where their services were purchased. The OECD
acknowledges that this system ‘‘has its shortcomings’’17—for the
affected industries, inordinate compliance costs; for governments,
substantial underreporting and enforcement problems.

Even so, the OECD remains confident of its general direction.
Some business sectors have argued for a zero tax rate, observing
that B2C commerce—and especially B2C commerce carried on from
wholly remote locations—constitutes only a tiny fraction of interna-
tional commerce and of OECD countries’ revenues. OECD bodies
have rejected those proposals with uncharacteristic clarity. The no-
tax option, the OECD has proclaimed, would generate an intolerable
preference for e-commerce, while the alternative of zero taxation for
all transborder services (through whatever channel) would produce
an ‘‘unacceptable erosion of the tax base.’’18 The OECD’s insistence
on tax neutrality between electronic and conventional commerce,
coupled with its insistence on protecting each country’s local tax
base, dictates the organization’s agenda—a single-minded search
for viable B2C tax collection mechanisms. Those, in turn, will ‘‘neces-
sitate a very strong level of administrative cooperation’’ among
member-countries’ tax authorities.19 The OECD is committed to gen-
erating that cooperation.

Destination Taxes for Thee: The European Union

The EU’s thinking about e-commerce taxation has developed in
tandem with the OECD’s. More precisely, the OECD has served as
a quasi-global stage for the EU and its member-states’ e-commerce
ambitions. The EU formulated its e-commerce position in anticipa-
tion of the Ottawa Conference, where the OECD adopted the EU’s
principles without major change or qualification. But while the
OECD and its various committees have since kept talking, the EU
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has put its policies into practice—unilaterally, as it were, and in a
rather dramatic form.

In May 2002, the European Union’s Council of Ministers adopted
amendments to the so-called Sixth VAT Directive.20 The new rules,
scheduled to take effect in July 2003, address ‘‘electronically supplied
services’’ (not goods) provided by non-EU firms to parties inside
the EU. The amendments subject such services to the VAT. At the
same time, the new rules exempt from the VAT services supplied
by EU businesses to parties outside the EU.

The directive reiterates the EU’s long-standing position that things
of value provided through the Internet should be considered
services rather than goods. It adopts a broad understanding of
‘‘services,’’ including (among other things) Web site supply and
maintenance; software and upgrades; the supply of images, text, and
information; provision of database access; and distance teaching—
anything transmitted through the Internet for consideration. (The
directive helpfully clarifies that the exchange of e-mails per se does
not constitute an ‘‘electronically supplied service.’’) Unlike proposals
floated earlier by the EU, the directive contains no de minimis exemp-
tion for small firms or low-volume sales. Every service and firm is
subject to the tax scheme.

For business-to-business commerce, the VAT on electronic services
is administered through self-assessment by the European business
receiving the service (whether from inside or outside the EU). The
rules for B2C services—that is, services provided to individual cus-
tomers inside the EU—are considerably more complicated:

● If the seller has a permanent establishment in an EU country
and supplies consumers from outside the EU, it must register
and account for the VAT in each EU country where it supplies
services. If such a firm supplies services from its European
establishment, it will owe VAT in the country where its estab-
lishment is located.

● Firms without a fixed European establishment may choose to
register with a single country inside the EU for VAT reporting
and payment purposes. (The country of registration will distrib-
ute the proceeds to each member country.) Registered firms
must file VAT returns each quarter. They must report their total
sales and VAT due for each EU country where sales have been
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made, and they must retain their records for 10 years. Evasion
of the tax and reporting obligation may entail deregistration of
the business as well as civil and criminal prosecution by the
country of registration or the country where the VAT has been
or should have been paid.

The EU shouts its commitment to tax neutrality—among electronic
and conventional commerce, and among sellers from different coun-
tries—from the rooftops. The e-commerce amendments to the VAT
Directive are purportedly designed to advance that objective—but
conspicuously fail to accomplish it. The point bears emphasis and
italics: internally, with respect to services supplied from EU countries to
EU consumers, the EU generally administers an origin-based tax regime.
Each firm must report and pay the VAT only once—in its home
country. The applicable rate is that of the origin country (except for
services rendered to non-EU customers, where the applicable rate
is zero). Non-EU firms with a physical presence inside the EU will
enjoy the same treatment. Not so, however, with entirely foreign
firms: they will be subject to the rules of the destination country.
Thus, a Luxembourg firm, or a U.S. firm with an office in that
country, will pay a 15 percent VAT for services rendered anywhere
in the EU, including Sweden. A U.S. firm without a European pres-
ence—even one that chooses Luxembourg as its country of registra-
tion—will, for the same service to the same Swedish customer, owe
Sweden’s VAT of 25 percent.

Leading e-commerce firms outside the EU—U.S. firms, to name
the devil—have complained vociferously about the EU’s directive.
They have found an open ear at the U.S. Department of Commerce,
which protested the EU policy before its enactment and is at this time
weighing formal international complaints against the EU’s unilateral
measure. The Commerce Department has complained both about
the inordinate compliance costs that the EU has chosen to inflict
and about the infringement on tax neutrality between EU and non-
EU firms.21 As a matter of economics, the American complaints seem
overwrought—because the volume of B2C e-commerce is so small;
because the disadvantages suffered by U.S. firms vis-à-vis low-VAT
firms in the European market may be compensated by competitive
advantages vis-à-vis Swedish firms; because U.S. firms sell electronic
services that cannot be obtained from European firms at any price;
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and because the establishment of a parity-ensuring European pres-
ence—for U.S. firms that do significant business in Europe—is a
relatively low-cost proposition. The force of the American objections
is that the EU is, in the end, perfectly willing to betray the very
principles—tax neutrality and destination-based taxation—that pur-
portedly command the awkward and inefficient tax regime that it
has chosen to inflict on non-EU firms.

The U.S. Debate: ‘‘Simplification’’?

The question of taxing remote services, which has preoccupied the
OECD and the EU, has played no role in the United States, for the
simple reason that intangible goods and services are generally not
subject to sales or other consumption taxes in the U.S.22 The vast
majority of states, however, as well as more than 7,500 local jurisdic-
tions, tax the sale of tangible goods; and, unlike actual countries,
U.S. jurisdictions cannot intercept and tax those goods at their bor-
ders. Thus, the fear that e-commerce might evade local taxation by
substituting ‘‘remote’’ Internet purchases for local transactions—a
very minor concern in the international arena—has dominated the
e-commerce debate in the United States. In all other structural
respects, however, the American debate has run parallel to the inter-
national debate—and, in drearily predictable ways, to earlier U.S.
debates over the taxation of interstate commerce in general and
catalogue sales in particular.23

In the 1930s, the U.S. Supreme Court permitted states (and local
jurisdictions) to levy a ‘‘use tax’’ on out-of-state goods. Although
such taxes patently discriminate against out-of-state producers and
sellers, the Court justified them as ‘‘offsets’’ for equivalent sales
taxes imposed on domestic sellers. Ever since, the problem has been
how and from whom state and local jurisdictions may collect use
taxes. Consumers, as noted, are unlikely to report their use tax
obligations (except for purchases that are subject to independent
registration requirements, such as boats and automobiles). Here, as
in the international context, the seller emerges as the only plausible
collection agent.

In the Quill decision of 1992,24 a case arising over the taxability of
interstate catalogue sales, the U.S. Supreme Court ruled that states
may impose use tax collection obligations only if the seller has a
‘‘nexus’’ (such as a physical presence) in the taxing jurisdiction.
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State tax authorities and courts have interpreted this requirement
in widely varying ways, including very expansive ways.25 It has
remained clear, however, that the routine use of the postal service
or local roads for service delivery does not constitute a sufficient
‘‘nexus’’ for purposes of taxation. The accessibility of a Web server
for customers in a given state does not satisfy that requirement
either. Thus, the Quill regime creates a de facto taxation difference
between local sales and ‘‘remote’’ sales—that is, sales by companies
without a nexus to the taxing jurisdiction. A book sale through the
local store—and usually even through Barnes&Noble.com—will be
taxable at the local sales tax rate and be collected from the seller.
The equivalent sale from Amazon.com (outside the company’s home
state) will be subject to the local use tax. But since that tax can be
collected neither from the buyer nor from the company—which
has no nexus to the taxing jurisdiction—the sale will in effect be
‘‘tax free.’’

State and local governments have implored Congress to lift the
Quill restriction on taxing remote sales. That proposal enjoys the
support of ‘‘bricks-and-mortar’’ firms and industries, which suffer
a competitive disadvantage under the extant tax regime. Congress
has so far resisted those entreaties. In the (misleadingly named)
Internet Tax Freedom Act of 1998,26 Congress enacted a three-year
moratorium on ‘‘special and discriminatory’’ taxes on Internet com-
merce while leaving the Quill regime intact. That arrangement was
extended in 2001 for another two years.

Unable to have their way in Congress, states and intergovernmen-
tal organizations—the Multistate Tax Commission, the Federation of
Tax Administrators, and the National Council of State Legislatures—
have initiated the so-called Streamlined Sales Tax Project (SSTP). The
SSTP rests on the same formula as the OECD’s Ottawa principles:
tax sales—including remote sales—at the place of consumption;
enhance intergovernmental cooperation and policy coordination;
and facilitate tax administration and reduce compliance costs. The
SSTP hopes to achieve the latter objectives through a combination of
centralization, harmonization, and technological innovation. Sellers,
who currently have to calculate, charge, and remit use taxes in every
jurisdiction where they have a ‘‘nexus’’ and make a sale, would
report sales and the customer’s location to a single entity (the SSTP).
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States would ‘‘simplify’’ the sales and use the tax regime by harmo-
nizing the tax base (though not necessarily the tax rates) both inter-
nally, among local jurisdictions, and across states. Sophisticated com-
puter software, it is hoped, will permit a prompt, accurate, and
inexpensive calculation of tax obligations.

For the time being, the SSTP is voluntary both for states and
for participating industries. Thirty-four states have worked out a
seventy-page compendium containing common definitions for tan-
gible goods. The agreement will take effect when at least ten states
agree to bring their sales and use tax regimes in line with the agree-
ment. The SSTP states hope to achieve that goal over the coming
year.27 Despite the protagonists’ determined effort to put on a cheer-
ful face, though, the SSTP is facing intractable obstacles on all
fronts—technology, simplification, and harmonization.

The SSTP has sponsored experiments with centralized data collec-
tion systems to facilitate an accurate, low-cost calculation of sales
tax obligations. The first such test run, ‘‘involving four states, three
technology venders, and one online seller,’’ provided little reason
to believe that such projects are technically feasible: only one vender
managed to create a working system, and even that ‘‘successful’’
model provides no clues concerning the viability of a vastly larger
system involving thousands of firms and millions of customers.28

More recently, several of the largest retailers in the United States,
including Wal-Mart, Target, and Toys ‘‘R’’ Us, have volunteered to
collect taxes on their online sales.29 These behemoths possess the
resources to integrate their internal accounting systems with the
SSTP. (In any event, they already have to report and remit sales
taxes in multiple states.) For the vast majority of online retailers
though, existing technology simply cannot cope with the maze of
definitions, exemptions, and reporting and remittance require-
ments.30 Operability and industry acceptance of a centralized collec-
tion system depend on comprehensive sales tax simplification and
harmonization.

Those objectives have proven elusive for decades, and not for lack
of trying.31 The SSTP will suffer the same fate, notwithstanding its
modest progress to date. Simplification presupposes universal state
participation. Several states, however—including New York and
California, with thousands of local taxing jurisdictions—have
refused to participate in the SSTP, and will likely continue to do so.
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Even within the SSTP, moreover, simplification and harmonization
will remain very limited. The SSTP agreement, as noted, adopts
common definitions, and it commits states to tax all items (except
food and medicine) at the same rate. From a tax efficiency standpoint,
though, what really needs simplification is not the tax rate but the
tax base.32 The SSTP leaves states and localities free to decide whether
or not they wish to tax any particular item. A common-base agree-
ment is politically impossible: coupled with a single-rate regime, it
would effectively wipe out the tax autonomy of local jurisdictions.33

That is not going to happen.
The SSTP is a transparently political enterprise. By demonstrating

a commitment to ‘‘simplification,’’ the SSTP states are seeking to
forge an alliance with traditional, bricks-and-mortar industries. That
coalition, they hope, will prove sufficiently strong to force the desired
bargain—an extension of destination-based taxation to remote sales,
in exchange for some simplification—through the Congress, over
the objections of e-commerce and catalogue sellers and their (low-
tax) home states.34 The pro-tax coalition may at some point succeed in
obtaining a congressional override of the Quill regime. Simplification
and harmonization, however, will remain elusive.

‘‘Principles’’?

The OECD and the EU, as noted, profess allegiance to established
principles of taxation: taxation at the place of consumption, neutral-
ity, simplicity and fairness, and ease of administration. The SSTP
and its academic cheerleaders have pledged allegiance to the same
principles. Those proclamations are typically followed by an obser-
vation that the principles may conflict and, in the taxation of Internet
commerce, often do conflict.35 Thus, the principles must be harmo-
nized and reconciled, so far as practicable. This thinking, though,
is one part confusion and nine parts snake oil. The perceived conflicts
are not true conflicts. They derive, one and all, from the ironclad
commitment to destination-based taxation, and they would dissolve
in a world of origin-based taxation. Among all the principles, more-
over, only the destination principle conflicts with every other
principle.

Consider the perceived conflict between neutrality and simplicity.
All admit that the taxation of remote B2C services, and, in the United
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States, of remote sales of goods, poses unique and daunting difficult-
ies—for sellers, who must calculate tax collection obligations for
thousands of jurisdictions and, moreover, may have no practical
way of ascertaining each customer’s tax jurisdiction; and for tax
authorities, who will have a hard time proving and enforcing tax
collection obligations. Exempting e-commerce from such obligations
would keep the system (relatively) simple, but that would violate
neutrality—since comparable conventional sales are subject to taxa-
tion. Neutrality vis-à-vis different industries and sales channels,
on the other hand, will compromise the proffered commitment to
simplicity and ease of administration. Contrast this conflict with an
origin-based regime: all sales, through whatever channel, would be
taxed by only one jurisdiction, on the same base and at the same
rate—that of the seller’s home state or country. The system would
be both simple and neutral. The two principles conflict only under,
and because of, a destination-based regime.

In truth, moreover, destination-based taxes cannot be simple or
neutral. The simplicity point is simple (as it were): since a destina-
tion-based regime involves tax obligations in multiple jurisdictions,
it will always be more complicated than an origin-based regime.
The marginally more complicated neutrality point emerges from a
brief look at the real world.

Tax neutrality, the SSTP states insist, commands an extension of
destination-based taxation to remote sales: otherwise, e-commerce
and catalogue retailers will possess an unfair advantage over local
sellers. The tax regime, however, will not be neutral—regardless of
its scope—unless it covers goods and services. The SSTP states and
their allies have understandably sidestepped that problem: in their
uphill struggle to extend sales tax obligations, they do not need the
added weight of a proposal that would draw fierce opposition from
heretofore uncovered industries. That said, a selective commitment
to neutrality seems politically convenient rather than principled.

Professor Charles E. McLure of the Hoover Institution, the most
relentless and insistent advocate of neutral and destination-based
taxation, has recognized this point and argued for the introduction
of a Retail Sales Tax covering all goods and services, from all states
and through all channels (while exempting all business purchases).36

In view of the monumental political obstacles, Professor Walter Hell-
erstein, the nation’s leading authority on state taxation and a
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defender of destination-based taxation, has described McLure’s pro-
posal as belonging to the ‘‘assume a can opener’’ school of economics,
a characterization to which McLure has objected only mildly.37 Even
McLure, however, must ultimately surrender the purity of his theo-
retical commitments. Insistent on neutrality, he proposes an exten-
sion of tax collection obligations to remote sellers—and then
acknowledges the need for a de minimis exemption ‘‘to eliminate the
burden of collecting use tax on small amounts of remote sales.’’38 That
rule may preserve neutrality between electronic and nonelectronic
commerce—but only at the price of violating tax neutrality in other
respects. If the de minimis exemption is based on each firm’s total sales
volume, it will favor small firms over large firms. If the exemption is
based on a firm’s sales volume in a given state (as McLure advo-
cates),39 it will favor large states over small states. (Even small firms
may exceed the threshold in New York State, whereas even Land’s
End or Amazon.com may remain below the threshold in Wyoming.)
Neither of these implicit advantages is more rational than an implicit
preference for one sales channel over another.

Similarly, McLure admits (as he must) that the ‘‘troubling prob-
lem’’ of cross-border shopping introduces an unavoidable element of
origin-based taxation.40 New York consumers will board Delaware-
bound buses and avail themselves of that state’s zero sales tax in
utter disregard of the effect on McLure’s elegant blackboard scheme.
Their conduct presents a serious problem for all neutrality-minded
tax economists: the option of cross-border shopping is a function of
income and location. (It is more available to rich people than to the
poor—more available to New Yorkers than to residents of Salt Lake
City.) Origin-based taxation over remote sales—when the good
rather than the buyer crosses the border—would extend and democ-
ratize that option. Resistance to that policy choice must be based on
rationales outside the theory of neutral and efficient taxation.

Real-world experience provides further evidence that destination-
based taxation is ultimately unsustainable. In the United States, local
sales taxes are based on the point of sale, not the customer’s residence
or the place of consumption—a fact that the SSTP and its cheerlead-
ers conveniently ignore.41 And even the European Union has, as
noted, betrayed its purported commitments to neutrality and desti-
nation-based taxation: inside the EU, cross-border B2C services are
generally taxed at the place of origin. That policy may reflect a
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grudging concession to reality; more likely, considering the EU’s
refusal to extend the policy to non-EU vendors, it reflects a discrimi-
natory ‘‘Fortress Europe’’ mindset. Either way, the corruption of
purportedly sacrosanct principles is palpable.

Why Not Origin-Based Taxation?

If the SSTP states, the EU, and the OECD were seriously committed
to their averred principles as principles, they would long have aban-
doned destination-based taxation. That principle, as just shown,
puts all other sensible taxation principles in conflict and conflicts
with all other principles. Origin-based taxation, in contrast, elimi-
nates all those conflicts and—excepting locational neutrality, which
is unsustainable in any event—conflicts with no other principle.
The swift move from destination to origin would solve equity and
efficiency problems. Amazon.com’s sales would be taxed in the same
fashion, at the same rate, by the same entity as would the sales
of the local book store—that is, by the state of Washington. No
discriminatory tax treatment would occur unless a particular state
or local jurisdiction decided, for the sorts of industrial policy reasons
that often induce jurisdictions to favor some industries over others,
to extend tax advantages (or disadvantages) to some sales channel
or other.

Administrative and compliance costs would plummet. To be sure,
local sales in state or country A would be taxed, as they are now, at
the locally applicable rate, even if the seller maintained its principal
place of business in state or country B. (An origin-based system is the
equivalent of a destination-based system with a very tight ‘‘nexus’’
requirement—that is, a permanent physical sales location.) Thus, a
company with stores in all 50 states would continue to collect, report,
and remit sales taxes in all states. Those obligations, however, are
identical to those imposed on local establishments, and they are in
any event easily manageable. The administrative headaches, inequi-
ties, and political problems all arise over interstate sales, and origin-
based taxation would solve those problems. Regardless of how and
where a company’s products are sold, each company will be subject
to reporting and remittance obligations for interstate sales only in
its domicile jurisdiction and nowhere else.

Although the ‘‘place of origin’’ for purposes of interstate sales can
be defined in a number of ways (for example, the seller’s state of
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incorporation or the physical location of its Web servers), the most
natural choice is the seller’s principal place of business. Among other
advantages (briefly described below), a company’s principal place
of business is unambiguous and easily identifiable. It is, moreover,
already defined for other tax and regulatory purposes—in the United
States, by the Uniform Commercial Code; internationally, by the
OECD’s model treaty and related guidelines.

In an interconnected world and especially in an e-commerce envi-
ronment, origin-based taxation still presents some technical prob-
lems and hard cases (for example, the tax treatment of internet sales
initiated at a local store). Such problems, however, will arise under
any imaginable tax regime. Origin-based taxation minimizes the
difficulties, and even its opponents have conceded its theoretical
elegance and practical advantages.42 Their resistance to such a
regime—notwithstanding all its advantages—is based on a single
consideration: a concern over ‘‘excessive’’ tax competition. All other
proffered objections are transparently pretextual, and mostly non-
sensical. 43

Defenders of destination-based taxation have argued that the prin-
ciple is essential to the purpose of taxing consumption. An origin
principle, they say, would ‘‘conceptually’’ transform a consumption
tax into a tax on production.44 That argument, though, will not bear
even casual scrutiny. Its proponents think of a destination-based
consumption tax as a ‘‘complementary’’ tax: citizen-consumers may
impose local costs, or benefit from public services, for which the
local government cannot tax them directly. A destination-based con-
sumption tax supposedly serves as a rough offset. McLure has explic-
itly based the case for a destination-based retail sales tax on the
assumption that public services are provided principally to house-
holds and, moreover, complementary to private consumption.

It is strange that McLure should not care to defend these assump-
tions, for they are fundamental to his case—and wildly implausible.
They may be plausible with respect to tangible, big-ticket items such
as cars or boats (although, it bears mention, those items are often
subject to two use taxes: the tax on their sale and a tax or fee for
their actual local use). But the assumption seems manifestly absurd
with respect to the local consumption of books, intangible products,
or ‘‘remote’’ services. True, an Internet book sale depends on a
stream of public services (such as roads) that are not easily captured.
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But why should one assume that all those transaction-facilitating
services are being provided by the customer’s home state, rather than
the seller’s? Viewed as a complementary tax, an origin-based sales
tax is every bit as sensible as a destination tax, and quite probably
more so.45

Nor is it true that a shift to origin-based taxation would imply a
move from taxing consumption to taxing production. First, and most
obvious, the place of sale has nothing to do with production. The sale
of a diamond ring by a Delaware establishment may be taxed at the
seller’s point or the customer’s state (say, Texas); either way, the
ring was probably produced in South Africa. Second, and more
important, the collection obligation has nothing to do with the eco-
nomic incidence of the tax. One way or the other, it is the transaction
that is being taxed. Whether the seller or the buyer ends up paying
the tax has to do with demand elasticities, not with collection
mechanisms.

The question is not what is being taxed: in principle at least,
destination- and origin-based taxes will cover the same set of transac-
tions. The question is which government winds up with the pro-
ceeds—the seller’s or the buyer’s. And aye, there’s the rub.

Under a perfectly operating destination-based sales tax regime,
sellers will be indifferent to the local tax rate. The tax depends on
the customer’s home state, and it is identical regardless of whether
the sale originated in a high-tax or low-tax jurisdiction. Under an
origin-based tax regime, in contrast, the local tax rate is part of the
seller’s cost structure. In economic parlance, it operates like a kind
of factor endowment, akin to the local transportation system or the
availability of qualified labor. All else equal, sellers in a low-tax
jurisdiction enjoy a competitive advantage. States and countries will
seek to attract firms by offering a low tax rate. Eventually, one might
think, the sales tax rate will eventually be zero in every jurisdiction.
This ‘‘race to the bottom’’ argument is the sum and substance of the
case for destination-based taxation. It is unpersuasive.

As an initial matter, all else is not in fact equal. The zero-tax
equilibrium would probably result if sellers were entirely free to
designate their home state, or to designate their place of incorpora-
tion as their home state. The principal-place-of-business rule, in
contrast, disciplines sellers’ choices. As already suggested, sales
taxes are one stick in a bundle of services and obligations that are
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being offered by each jurisdiction. Thus, a jurisdiction that provides
an educated labor force, an excellent infrastructure, a favorable regu-
latory environment, a sensible and efficient judicial system, or ‘‘qual-
ity-of-life’’ attractions will be able to exact a sales tax or its economic
equivalent (for example, in the form of an income tax). An unattrac-
tive jurisdiction that drives up the cost of doing business, meanwhile,
will be unable to compensate those self-inflicted disadvantages by
becoming a ‘‘sales tax haven.’’

More fundamentally, one cannot assume that the downward pres-
sure attendant to tax competition necessarily translates into a race
to the bottom. On certain (heroic) assumptions, tax competition may
compromise local governments’ ability to finance public goods; in
that event, the race is to the bottom. On different, more realistic
assumptions, though, tax competition reduces the ‘‘political resid-
uum’’ that is available to local politicians for purposes of redistribu-
tion—without, at the same time, compromising local governments’
ability to levy taxes, akin to user fees, to finance public goods.46 If
that is the case, the perceived bottom is in fact a top.

It is possible to paint a picture of cash-strapped governments
that are cracking under the strains of global tax and regulatory
competition. On that view, destination-based taxation merits sup-
port on account of its tendency to suppress, so far as possible, sell-
side tax competition. But one cannot simply assume that governments
act in the fashion of benevolent despots. It is equally plausible (to
my mind, more plausible) to welcome tax competition as a much-
needed discipline and countervailing force to local rent-seeking and
interest group exploitation. The evidence is messy and inconclusive
and, in any event, cannot decide the question: one’s answer eventu-
ally implicates, and probably depends on, one’s normative views
about the proper scope of government. Those views have to be
defended and argued for. The apostles of destination-based taxation
rarely bother.

Sovereignty

An endorsement of destination-based taxation implies normative
and empirical assumptions about the desirability—rather, the unde-
sirability—of tax competition. That, to be sure, is also true of the
case for origin-based taxation. But, whereas a feared erosion of gov-
ernments’ tax base constitutes the only substantive argument for
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destination-based taxation and its extension to electronic commerce,
the case for origin-based taxation need not rest on (although it does,
of course, imply) a general preference for tax competition. It can be
justified on independent, institutional grounds.

The central question in the e-tax debate, in the United States and
internationally, is not whether states or countries may levy sales or
use taxes on their own citizens: of course they may. The question
is whether governments may impose the obligations to calculate,
collect, and remit those taxes on out-of-state sellers. An origin-based
tax regime permits each state or country to tax and regulate its own
businesses and citizens as it sees fit. Each jurisdiction’s regulatory
autonomy and authority, however, would stop at the border—which
is precisely where they ought to stop. A destination-based tax
regime, in contrast, imposes tax collection, reporting, and remittance
obligations on out-of-state parties. That imposition does not neces-
sarily amount to extraterritorial taxation. (Whether or not that is the
case depends on the economic incidence of the tax—which, as noted,
depends not on the characterization of the tax or its private collection
agent but on demand elasticities.) In all events, however, a destina-
tion-based regime entails an extraterritorial imposition of a coercive
regime that can be enforced, if need be, through civil and criminal
sanctions. Such a projection of government authority into another
jurisdiction is profoundly troublesome, both in the American and
in the international context.

Federalism

The United States Constitution rests on the principle of equal,
territorial states. How does one structure the horizontal relations
among those entities? One possible solution is to permit mutual
discrimination, aggression, and exploitation. That answer is coher-
ent, but it is not an option for a single country. The only other
available principle is mutual nondiscrimination and nonaggression:
one state’s rights must end where the next state’s rights begin. Those
federalist principles are enshrined in the Constitution.47

If it has proven difficult to make the constitutional bargain stick,
that is because federalism’s principles subject the states to brutal
competition for their citizens’ assets, talents, and business. Citizens
choose their state. States, of course, would rather have it the other
way around—just as every private company would love to have
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monopolistic access to its customers. State competition, however, is
not some flaw in the system; it is the genius of American federalism.48

Constitutional, competitive federalism does not bar all forms of
extraterritorial taxation. State taxes on hotels and accommodations,
for example, are largely extraterritorial, in the sense that they are
paid mostly by visitors from out-of-state. Those effects, however,
flow from the citizens’ deliberate choice of the state, under conditions
of competition. (Tourists who detest Florida’s taxes can vacation in
Alabama.) One can have a long and difficult debate about the precise
point at which a retail business can similarly be said to have ‘‘cho-
sen’’—or, in the legal language of a bygone era, to have ‘‘purposely
availed’’ itself of—a particular state jurisdiction (for example, by
soliciting customers in that state). The constitutional line is plainly
crossed, however, when state A asserts jurisdiction and coercive
authority over a company in state B solely on the grounds that
that company has established a Web site accessible to consumers in
state A.

Against this backdrop, the U.S. Supreme Court’s aforementioned
Quill decision—the focal point of the e-commerce debate in the
United States and the target of the SSTP states’ political project—is
in fact rather scandalous, though not for the reasons proffered by
its critics. The decision, as noted, bars states from imposing tax
collection obligations on out-of-state sellers unless the seller has a
‘‘nexus’’ (such as a warehouse) in the taxing jurisdiction. Tax lawyers
and economists have harshly criticized Quill as a source of economic
distortions between local retailers and ‘‘remote’’ (catalogue or
Internet) sellers. In McLure’s scheme, the decision certainly looks like
an artificial obstacle to neutral taxation. The true scandal, though, is
constitutional. Quill mowed down every constitutional principle that
would bar extraterritorial state taxation.49 The only bar to such taxa-
tion, the Supreme Court maintained, is the Commerce Clause: the
inordinate complexity of state and local tax rules, in thousands of
jurisdictions, would impose an intolerable burden on interstate com-
merce. In that so-called ‘‘dormant’’ application, the Commerce
Clause is not a constitutional bar but merely a judge-made default
rule, which Congress—under its authority to regulate interstate com-
merce—may change at its will and convenience. Such an override,
as noted, is the purpose of the SSTP.

Quill is (for now) the latest and most appalling entry in a long
line of decisions, beginning in the mid-1930s, in which the Supreme
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Court developed increasingly creative doctrines to expand the extra-
territorial reach of state tax authority. That same judicial trend char-
acterizes related fields, such as the state taxation of business income,
and it partakes of the post–New Deal Court’s deliberate refusal
to police federalism’s constitutional boundaries. The constitutional
rules and structure, however, command respect even, and perhaps
especially, in the face of judicial abdication.

Global Governance
The power to tax is a quintessential exercise of sovereign state

power. While ‘‘sovereignty’’ may sound like a metaphysical abstrac-
tion or an obsession among folks who fantasize about black helicop-
ters, it is neither. Rather, it is an essential principle of a liberal order.50

Taxation is coercion, and liberal, democratic government requires
that citizens know where the coercion comes from. It requires, more-
over, that citizens suffer coercion only at their own government’s
hands—not some foreign government’s. A government that fails to
defend its citizens against foreign impositions has surrendered its
sovereignty—and, in so doing, has failed to perform its most elemen-
tary obligation.

Destination-based taxation need not compromise national sover-
eignty. In the case of tangible goods, a destination-based sales tax
operates—like a tariff or customs duty—on stuff that crosses a bor-
der. The taxation of intangibles and services, however, often requires
extraterritorial exertions of authority—the imposition of collection
and reporting obligations; independent verification of record-
keeping and remittance obligations; and the imposition of penalties
for noncompliance. Such practices reach deep into another country’s
governance. They presuppose consent among governments and, in
a multinational context, supranational institutions with the authority
to make intergovernmental agreements stick.

Well, then: when some international tax inspector shows up at
the offices of an American bank or insurance company, the better
to verify the company’s tax obligations on services rendered in
Bremen or Barcelona—pursuant to the inspector’s authority under
some OECD protocol and codicil—whose fault is that? Should we
blame the OECD or rather the U.S. administration that consented
to those agreements? Upon sober reflection, we should do neither.
We should refuse our consent to any agreement that entails such
intrusion and diffusion of authority.
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Recall, moreover, that destination-based taxation has only one
equilibrium point: perfect government collusion. That aspiration
requires an authority to corral potential free-riders and to prohibit
defections—in other words, something like a United Nations or
OECD with teeth and claws. That project is already on the UN’s
agenda, and it enjoys a measure of academic support.51 Insistence
on the destination-based taxation of Internet services pushes in the
same direction. The policy demand and the institutional agenda go
hand in hand.

In fact, the OECD’s and the EU’s inordinate preoccupation with
the marginal B2C service sector raises serious questions about the
relation between means and ends. The central institutions of the
European Union have deliberately used policy arenas that pose
seemingly intractable cross-border problems as vehicles for interna-
tional integration and centralization. (Antitrust policy is a prominent
example.52) In that same vein, the OECD’s post-Ottawa agenda looks
very much like an attempt to instrumentalize a grossly exaggerated
economic ‘‘problem’’ for purposes of international institution-
building and for establishing a precedent to press American corpora-
tions into service as tax collectors for the European welfare states.
Among all the arguments for destination-based taxation, that is the
absolute worst.

The E-Tax Debate and Beyond: A Few Good States

Proposals for origin-based taxation confront daunting political
obstacles—foremost, the opposition of revenue-hungry govern-
ments and intergovernmental organizations whose institutional
interests lie in harmonization and cartelization rather than competi-
tion. Still, the cause may not be entirely hopeless. The governments’
massive collective action problems, coupled with sharply divergent
interests among the affected industries, leave room for sober second
thoughts and principled reform proposals. Insistence on the origin
principle, moreover, would bring useful dividends even if origin-
based sales taxation itself remained stillborn.

In the international context, the United States should take an
unambiguous position in favor of origin-based taxation of B2C ser-
vices. (Most emphatically, we should never consent to anything
resembling the European VAT Directive.) Of course, the OECD has
already swatted down industry suggestions to that effect, and it will
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continue to reject similar advances—both because the organization
is dominated by the EU and its member-states and because it has an
independent institutional interest in promoting tax harmonization.
Adoption of the proposal as the official U.S. position, however,
would probably slow down the already-cumbersome OECD process.
In the interim, it may be possible to negotiate bilateral treaties for
the origin-based taxation of cross-border consumer services with
countries that recognize the virtues of that approach.

The greater advantage lies in adopting the principle of origin-
based treatment as a general default rule for global Internet gover-
nance. On such matters as the protection of consumer information,
for example—a question that has caused considerable friction
between the United States and Europe—origin-based treatment is
the only alternative to regulatory balkanization or, more likely,
wholesale centralization. The regulation of Internet privacy by the
customer’s jurisdiction compels service providers to tailor their
products to each jurisdiction’s specifications or, if tailoring proves
impossible or excessively expensive, to comply with the most restric-
tive jurisdiction, which will by definition reflect nobody else’s prefer-
ence. Since either result is intolerable to business, customers, and
most countries, the destination principle will prompt centralized
intervention and regulation. That, too, is unacceptable. Under an
origin-based regime, in contrast, buyers and sellers will sort them-
selves into jurisdictions that match their privacy preferences.53 (If
European consumers are as fearful of data sharing as their govern-
ments proclaim, they will refuse to deal with U.S. firms.) Origin-
based regulation, in other words, is a kind of contractual default
rule—an eminently plausible option, and the only plausible alterna-
tive to an international information economy designed by political
diktat. The case for the origin principle is strong in the tax area; it
is still more powerful in regulatory contexts. Principled insistence
on the origin rule in every applicable context would help to advance
it in each, or at least some.

The U.S. international position would be strengthened if our
domestic arrangements conformed to it. On Internet taxation (as
on other questions), we can in some sense afford to suppress tax
competition here at home and yet champion it in the international
arena—simply by throwing our considerable weight around. We do

293



WHO RULES THE NET?

so, however, at the peril of international resentment and recrimina-
tions. It is much better to practice at home the competition that we
preach abroad.

The most likely scenario for the future e-tax debate is a series of
short-term extensions of the Internet Tax Freedom Act, including
an implicit reaffirmation of the Quill regime. (The current enactment
is set to expire this year.) That scenario is optimal for the Congress,
since it forces evenly matched coalitions to lobby—and to pay contri-
butions—on a virtually permanent basis. It is preferable to a congres-
sional endorsement or enactment of the SSTP’s agenda. In all other
respects, however, a continued standoff is decidedly suboptimal.
One can easily envision circumstances—a fiscal ‘‘crisis’’ in the
states, continued rapid growth of e-commerce and tax revenue
‘‘losses,’’ and some cosmetic progress on the states’ simplification
efforts—that might prompt Congress to enact the SSTP model. That
dismaying prospect aside, the existing sales and use tax regime
makes no sense for e-commerce or any other commerce. The absurd
status quo needs no defense; it needs an origin-based reform agenda.

Constituencies in support of that agenda should certainly advance
it in future debates over federal legislation. They should harbor no
illusions, however, about their ability to argue the Congress or their
political opponents into accepting the proposal. The e-tax contro-
versy is a mature political debate. All the arguments have been
rehearsed ad infinitum (certainly ad nauseam), and the principal
players are locked into their respective positions. Foremost, the state
and local government lobby’s shrill insistence on the establishment
of a sales tax cartel ensures the swift rejection of a proposal to
institutionalize tax competition. A stale debate accompanying a leg-
islative logjam cannot be broken with an elegant theoretical presenta-
tion; it can only be broken with a successful practical experiment.

As it happens, experiments with origin-based taxation already
exist. We follow the origin principle in interstate transactions with
respect to flowers54 and, since 2001, mobile telephone calls.55 It may
be possible to learn from and to extend those experiments.

One reason why the origin principle has proven readily acceptable
for interstate commerce in flowers and telephone calls is an expected
reciprocity of advantage.56 A few jurisdictions (such as college towns)
may experience a net export of flowers, thus reaping a benefit from
origin taxation; a few other areas (such as those with lots of retire-
ment communities) may experience sizable net imports. By and
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large, though, states are content to ignore the question (Where have
all the flowers gone?) because the flows will average out. So, for
that matter, will telephone calls.57

It may prove possible for at least some of the non-SSTP states
(such as Colorado, Georgia, and Idaho) to launch an experiment
with origin-based taxation of all tangible goods: through mutual
reciprocity agreements, the states could agree to refrain from impos-
ing use tax collection obligations on each other’s interstate busi-
nesses. Colorado would abolish such obligations for sellers in any
state that agrees to do the same vis-à-vis Colorado firms.58 To be
sure, the economic benefits for interstate sellers in each state might
be fairly small so long as only a few states participate; but then, so
would the expected costs to ‘‘Main Street’’ merchants and local
governments. Precisely the small scale of the experiment would
facilitate its adoption. The demonstration value of the project—call
it the ‘‘Origin-Based Sales Tax Project’’—might prove attractive to
politicians in states that are seeking to play a role as high-tech
havens. The experiment could be tracked, and its results could be
ascertained, through an accompanying econometric study. We may
find that the sky will not cave in on state revenues and local mer-
chants. That evidence and argument would add a new dimension
to the e-tax debate.

America’s ornery states are often viewed as relics and as obstacles
to a new world without borders. Contrary to that reputation, the
best of them might yet make a contribution to a more modern and
competitive world.
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11. Privacy Protection and the Quest for
Information Control

Fred H. Cate

Concerns about the privacy of personal information and the role
of law in protecting it predate the Internet, but the development of
digital networks and applications, such as the World Wide Web,
and their proliferation throughout the industrialized world have
intensified and provided a focal point for a global privacy debate.

There are a variety of reasons for this global concern. Many are
the result of Internet technologies. For example, since the Internet
requires personally identifiable information to provide even the most
basic service, the Internet, out of necessity, shares that information
widely. Personal data must pass through the hands of multiple
parties for an individual to access the Internet, retrieve a specific
Web page, or send and receive e-mail. Fortunately, in institutionaliz-
ing that reliance on personal information, digital technologies gener-
ate, access, and transfer information routinely, rapidly, and often
undetectably. But, unfortunately, that reliance on personal informa-
tion creates an inherent tension between the many desirable uses of
the vast store of personal data that Internet technologies facilitate
(such as the ‘‘Back’’ button on browsers, ‘‘cookies’’ that eliminate
the need to remember passwords and account numbers, and the
availability to resuscitate deleted files and access backed-up data)
and the perceived threat of these same technologies to personal
privacy.

Because of the Internet’s wide availability, the ease of connecting
to it, and the comparatively low cost of storing, manipulating, and
moving data across it, the Internet has become an ideal medium for
individuals connecting and accessing collections of personal data.
The many advantages, such as real-time access to account informa-
tion, personalized service, and instant approval for credit transac-
tions, also pose privacy-related risks. Online databases are used
for purposes that many people find intrusive or annoying, such as
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profiling and sending unsolicited commercial e-mail. Warehouses
of personal information have also proved vulnerable to hackers,
identity thieves, and other threats to data integrity and security.

As these examples suggest, economic and technical features of
the Internet have helped provoke a privacy firestorm. One of the
most important of these features is that the Internet has evolved as
a largely ‘‘free’’ medium. The cost of access and content is largely
subsidized by businesses, employers, government agencies, univer-
sities, schools, public libraries, and other institutions, even as the
Internet is transformed from its primarily academic origins into an
increasingly market-oriented medium. This transformation and the
absence of significant direct revenue from the Internet are creating
tremendous need and incentives to develop the commercial potential
of online personal data, for example, by using these data to provide
targeted banner and pop-up ads, and e-mail to generate higher
response rates at lower cost than traditional marketing. The unstated
assumption is that businesses and other entities provide ‘‘free’’
access to information and services online, in exchange for which
they collect and use personal data about the individual users.

Rapid technological change and powerful economic incentives
have contributed to extraordinary growth and proliferation of the
Internet and the services it provides. The World Wide Web was only
developed in the 1980s; since then, it has proved the world’s fastest-
growing communications medium—not only in terms of number of
users but in terms of the number of countries from which it is
accessed. The rapid pace of change itself creates concerns for Internet
users, many of whom are unfamiliar with the technologies involved.
Rapid change has also made it difficult for privacy norms or expecta-
tions to emerge either among Internet users or institutional collectors
of personal data. The multinational nature of the medium has only
exacerbated these issues, given different historical treatments of
privacy.

The Internet has helped to focus and intensify the privacy debate
in another way as well. Precisely because of the privacy concerns it
has raised, and the features of digital networks that give rise to
those concerns, the Internet has become a testing ground for demon-
strating the potential and limits of modern data protection tech-
niques. The Internet has prompted nations to adopt privacy laws,
only to discover that the inherently global nature of the medium
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turns those laws into little more than local ordinances. The Internet
has been the setting in which national approaches to data protection
and varying cultural expectations with regard to privacy have come
into conflict most directly. Meanwhile, while Internet technologies
are cited as invasive of privacy, the Internet has also been heralded
for its technological promise for protecting privacy (for example,
through anonymous communications and privacy-protecting appli-
cations such as P3P, the Platform for Privacy Preferences). And it
is an environment in which technology both frustrates and facilitates
legal measures for data protection. For example, the current techno-
logical structure of the Internet makes authenticating the age, nation-
ality, or location of users difficult, so data protection laws that
depend on those factors are frustrated. Yet the same structure makes
it possible to create meaningful privacy policies and makes them
easily accessible to users and suppliers of personal information.

As a result, the Internet has both fueled the debate over the privacy
of personal information and the role of the government in protecting
it, and increasingly become a major focal point of that debate. Much
of that debate has focused on the question of how personal informa-
tion about individuals can be used and who should make that deci-
sion. Historically, six models have emerged, and the evolutionary
trend among these is toward broader laws that impose greater
restrictions on the collection and use of personal information. Those
who advocate these restrictions are motivated by the desire to invest
individual data subjects with the right to control information about
them. However, these restrictions often take such a bureaucratic and
burdensome form that their real effect is to shift control over personal
information to the government or to prohibit outright even innocu-
ous or desirable uses of that information. This trend has significant
ramifications for the cost and effectiveness of data protection; the
availability of information on which democracies and market econo-
mies depend; the respective rights and obligations of the govern-
ment, information users, and data subjects; and the answer to the
question, at least in the context of information flows online, of ‘‘who
rules the Net.’’

Models of Privacy Protection

Constitutional Privacy Model
Privacy law has always responded to technological change. Con-

cern about technological innovation prompted the earliest scholarly
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examination of the subject, ‘‘The Right to Privacy,’’ in the 1890
Harvard Law Review.1 Louis Brandeis and Samuel Warren wrote that
the press, armed with ‘‘instantaneous photographs’’ and ‘‘numerous
mechanical devices,’’ ‘‘is overstepping in every direction the obvious
bounds of propriety and of decency.’’ That article and its authors
were the foundation of the two earliest strands of U.S. privacy law:
protection against government invasions of citizen privacy and pro-
tection against injurious uses of personal information.

The first, and best-developed, privacy protection model emerged
from Justice Brandeis’s 1928 dissent in Olmstead v. United States.2

Five of the nine justices had found that wiretapping of telephone
wires by federal officials did not constitute a search or seizure since
there had been no physical trespass and nothing tangible had been
taken. Justice Brandeis disagreed: ‘‘The makers of our Constitution
. . . conferred, as against the Government, the right to be let alone—
the most comprehensive of rights and the right most valued by
civilized men.’’3

Almost 40 years later, the Court adopted Justice Brandeis’s reason-
ing in Katz v. United States.4 The case addressed the constitutionality
of federal authorities’ use of an electronic listening device attached
to the outside of a telephone booth used by Charles Katz, whom
the authorities suspected of violating gambling laws. The Court
found that this method of gathering evidence infringed on Katz’s
Fourth Amendment rights, even though his property had not been
invaded. The Court found that the Constitution protects whatever
one ‘‘seeks to preserve as private, even in an area accessible to the
public. . . .’’5

In his concurrence, Justice Harlan introduced what was later to
become the Court’s test for what was ‘‘private’’ within the meaning
of the Fourth Amendment. Justice Harlan wrote that the protected
zone of Fourth Amendment privacy was defined by the individual’s
‘‘actual,’’ subjective expectation of privacy, and the extent to which
that expectation was ‘‘one that society was prepared to recognize
as ‘reasonable.’’’6 The Court adopted that test in 1968 and continues
to apply it today.7

Protection of privacy from government intrusion soon expanded
beyond the Fourth Amendment area to include a more general con-
stitutional right against government-compelled ‘‘disclosure of per-
sonal matters.’’8 Nevertheless, despite having identified this new
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privacy interest, the Supreme Court has never decided a case in
which it found that a government regulation or action violated it.

The focus of this model of privacy protection on government
intrusion reflects the reality that only the government exercises the
power to compel disclosure of information and to impose civil and
criminal penalties for noncompliance. Only the government collects
and uses information free from market competition and consumer
preferences. The constitutional model therefore has little direct appli-
cation outside the context of government collection or disclosure of
personal information. However, the focus on objectively reasonable
expectations of privacy, and the explicit balancing of the severity of
the intrusion with the public interest in disclosure, are instructive
and have clearly influenced the development of other models of
privacy protection.

Tort Model
Warren and Brandeis and the concept of an objective standard of

a reasonable expectation of privacy were influential in the develop-
ment of the second strand of privacy law—protection against harm-
ful disclosures of personal information. By 1960 courts in many
states had recognized some form of the common law privacy tort
that Warren and Brandeis had advocated.

Three varieties of that tort are relevant to information privacy.
The tort of unreasonable intrusion into the seclusion of another
requires that the intrusion involve ‘‘solitude or seclusion of another
or his private affairs or concerns’’ and that it be ‘‘highly offensive
to a reasonable person.’’9 The tort of ‘‘unreasonable publicity given
to the other’s private life’’ applies when there is public disclosure of
private information that would be ‘‘highly offensive to a reasonable
person’’ and is not of ‘‘legitimate public concern to the public.’’10

The third privacy tort is ‘‘publicity that unreasonably places the
other in a false light before the public.’’ To be actionable under the
false light tort, the publication must be both false and highly offen-
sive to a reasonable person.11 In 1967, the Supreme Court extended
the First Amendment privileges previously recognized in the context
of defamation to actions for false light privacy.12 The Court thus
requires plaintiffs to show that the defendant knew the publication
was false or recklessly disregarded its truth or falsity.

The privacy torts then apply only when the information is ‘‘highly
offensive to a reasonable person’’ and either false or of no ‘‘legitimate
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public concern to the public.’’ Because the torts restrict expression
and therefore must withstand First Amendment review, they are
rarely successful. To date, only one award to a privacy tort plaintiff
has survived the Supreme Court’s First Amendment scrutiny.13

Statutory Harm/Disclosure Model

A third privacy protection model began to evolve in the United
States in the 1970s. This model relied on statutes to restrict certain
uses of information that were considered likely to pose a risk of
harm to individuals. These restrictions—almost always including
disclosure—usually took one of two forms. Most often, the laws
created procedural requirements that had to be met before personal
information could be used. In some cases, particularly when the
statute applied against the government, the new laws created sub-
stantive limits on certain uses of personal information.

For example, the federal Privacy Act, adopted in 1974 in the after-
math of the Watergate scandal, obligates government agencies to
(a) store only relevant and necessary personal information, (b) collect
information to the extent possible for the data subject, (c) maintain
records with accuracy and completeness, (d) establish administrative
and technical safeguards to protect the security of records, and
(e) comply with certain limitations on the disclosure of individual
records.14 The Act explicitly restricts its provisions from prohibiting
the release of any material for which disclosure is required under
the Freedom of Information Act.15 In addition, the Privacy Act pro-
vides 12 exemptions that permit disclosure of information to other
government agencies.16 For example, the Act does not restrict disclo-
sures to law enforcement agencies and does not apply to data
requested by another government agency for ‘‘routine use.’’ As with
virtually all privacy laws applicable to the government, the Privacy
Act reflects the balance between privacy and legitimate uses of per-
sonal information.

Congress has also enacted many similar laws addressing the pro-
tection of personal information in private industry sectors. Laws
applicable to the context of financial transactions were among the
earliest and provide a typical example of this model of privacy
protection. The Fair Credit Reporting Act (FCRA) of 1970 restricts
‘‘consumer reporting agencies’’ from sharing information ‘‘bearing
on a consumer’s credit worthiness, credit standing, credit capacity,
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character, general reputation, personal characteristics, or mode of
living’’ with a third party unless the intended use fits within one
of the broad ‘‘permissible purposes’’ set forth in the Act.17 The Act
requires that credit reporting agencies follow ‘‘reasonable proce-
dures to assure maximum possible accuracy’’ of the information in
their credit reports and implement a dispute resolution process to
investigate and correct errors. Agencies also must inform consumers
about whom adverse decisions on credit, employment, or insurance
are made based on a consumer report of the use and source of the
report. The agencies must provide consumers with a copy of their
reports upon request.

Following amendment of the Act in 1996, consumers have the
right to be notified of, and to object to (opt out of) certain uses of
personal information (for example, target marketing or prescreening
for credit or insurance purposes). In two instances, affirmative (opt-
in) consumer consent is required: providing credit reports for
employment purposes and including medical information in a credit
report furnished in connection with employment, credit, insurance,
or direct marketing.18

The FCRA and many other laws adopted in this same period each
apply in only one industrial sector. They impose few substantive
limits on the collection or use of personal data. Instead, they require
that consumers be informed of uses of personal information that
could pose a risk of harm. Only when that risk is particularly great
(and, in the case of the FCRA, then only after the 1996 amendments)
do they require that consumers be given an opportunity to object,
or in a very few instances condition the use on obtaining explicit
consumer consent. Like the U.S. constitutional and tort models of
privacy protection, these laws permit most uses of personal informa-
tion and virtually all that serve a public interest.

‘‘Voluntary’’ Control/Disclosure Model

By the mid-1990s a variety of developments prompted new con-
cerns about privacy: the proliferation of the Internet and other new
technologies, the spread of privacy law in Europe, public perceptions
of increasingly invasive press stories, a new awareness of how much
personal information is collected and used, and the growth of iden-
tity theft. Although those concerns have not excluded the govern-
ment, they have focused primarily on information collection and
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use by the private sector. And the remedy that polls suggest most
people favor—and that legislators have sought to provide—is to
grant consumers a legal right to control the collection and use of
information about them. William Safire summed up this movement
in 1999 when he wrote in the New York Times: ‘‘Your bank account,
your health record, your genetic code, your personal and shopping
habits, and sexual interests are your own business. That information
has value. If anybody wants to pay for an intimate look inside your
life, let them make you an offer and you’ll think about it.’’ Safire
concluded: ‘‘Excepting legitimate needs of law enforcement and
public interest, control of information must rest with the person
himself.’’19

This movement toward investing individuals with the right to
control certain uses of information about them, without regard to
the potential of the information to cause harm or the public’s interest
in that information being available, is reflected in two models of
privacy protection. The first focuses on ‘‘voluntary’’ disclosures of
privacy policies, backed up with strict-liability enforcement for viola-
tion of those policies. The second model, discussed in the next sec-
tion, relies on statutory mandates.

The ‘‘voluntary’’ approach has been prominent in the context of
the Internet. Beginning in the mid-1990s, the Federal Trade Commis-
sion encouraged U.S. operators of commercial Web sites to adopt
and publish online privacy policies. The primary inducement offered
by the Federal Trade Commission (FTC) was avoiding statutory
regulation of online privacy.

The Commission has pursued this approach both with industry
groups that collect or use personal information and with individual
Web site operators. For example, in 1997 the majority of companies
providing look-up services on individuals agreed to abide by the
Individual Reference Services Group (IRSG) Principles, which not
only establish data protection standards but also require annual
compliance audits by third parties and a commitment not to provide
information to entities whose practices are inconsistent with the
IRSG Principles. The Commission supported the development of
these principles and in 1997 reported them to Congress as a good
example of effective self-regulation.20 Similarly, under pressure from
the FTC, the major providers of online advertising formed a coalition,
the Network Advertising Initiative, (NAI) that in 2000 promulgated
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a privacy code and provides a convenient way for consumers to opt
out of having personal information used to target banner advertising
to them.21 The FTC was similarly supportive of this effort, although
so much of its outlook had changed between 1997 and 2000 that,
when the FTC reported the NAI code to Congress, it recommended
using the code as a basis for statutory privacy protection.22

Efforts by the FTC to encourage voluntary posting of privacy
policies by individual Web site operators began in earnest in 1998,
when it conducted its first survey of commercial Web sites. The FTC
reported that 92 percent collected personal information in some
form, but only 14 percent of those had some form of privacy disclo-
sure while 73 percent of the ‘‘most popular’’ sites had a privacy
disclosure.23 Nevertheless, the Commission recommended in 1998
and again in 1999 that Congress delay action to give self-regulation—
under growing pressure from the FTC—a chance to work. The FTC
did recommend, and Congress adopted, legislation protecting the
privacy of children online.24 (One result of this legislation was that
it ironically led to the demand for more information from users.)

The threat of congressional action had its desired effect. By 2000,
the Commission found that 88 percent of a random sample of com-
mercial Web sites and 100 percent of the most popular commercial
Web sites posted a privacy policy.25 However, while in its earlier
surveys the Commission had counted Web sites that had privacy
disclosures irrespective of the content of those disclosures, by 2000
the Commission was ‘‘analyz[ing] the nature and substance of these
privacy disclosures’’ to determine if the disclosures provided an
adequate substantive level of privacy protection. No longer was it
sufficient, in the FTC’s view, to provide Internet users with notice
of how a Web site collected and used personal information; it was
now necessary for Web sites to collect or use personal information
only in ways specified by the Commission.

This change in focus reflected a shift in purpose as well. The goal
of the FTC’s regulatory efforts was no longer limited to informing
individuals to empower their individual choice. Now it was to bring
commercial Web sites into compliance with the FTC’s substantive
data protection requirements. Those requirements were as follows:

1. Notice—data collectors must disclose their information prac-
tices before collecting personal information from consumers;
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2. Choice—consumers must be given a choice as to whether and
how personal information collected from them may be used;

3. Access—consumers should be able to view and contest the
accuracy and completeness of data collected about them;

4. Security—data collectors must take reasonable steps to ensure
that information collected from consumers is accurate and
secure from unauthorized use; and

5. Enforcement—there must be a reliable mechanism in place to
impose sanctions for noncompliance with these fair informa-
tion practices.26

The Commission’s 2000 survey found that only 10 percent of the
random sample and 42 percent of the most popular sample met
these substantive standards. The Commission therefore recom-
mended that Congress give it explicit authority to require compli-
ance by commercial Web site operators.

The Commission and state attorneys general also stepped up their
enforcement efforts against Web site operators that violated their
privacy policies. The Commission brought its first Internet privacy
case in 1998 against GeoCities for allegedly misrepresenting the
purposes for which it was collecting personal identifying informa-
tion from children and adults through its Web site. The primary legal
theory on which the Commission proceeded was that by posting a
privacy policy with which it did not comply, GeoCities had engaged
in a ‘‘deceptive’’ trade practice. Section 5 of the Federal Trade Com-
mission Act prohibits ‘‘unfair and deceptive practices in or affecting
commerce’’ and empowers the FTC to investigate and prosecute
them.27 GeoCities ultimately settled with the FTC, the first in a series
of such settlements the Commission has managed to obtain against
offending Web site operators.28 Most of these cases have in common
that the only or primary offense alleged was the failure to comply
with a voluntarily adopted privacy policy. None involved a finding
of harm. In addition, the Commission has enforced compliance with
privacy policies on a strict liability basis.

In the absence of congressional action to require that Web sites
post privacy policies that comply with FTC standards, FTC officials
have speculated as to whether it might already have that authority
under Section 5’s prohibition against ‘‘unfair’’ trade practices. Col-
lecting personal information without notice that complies with FTC

306



Privacy Protection and the Quest for Information Control

standards, the argument goes, might be unfair and therefore subject
the Web site operator to liability under a strict liability standard.

But Congress may beat the FTC to the punch. In 2002 the Senate
Commerce Committee reported S. 2201, the Online Personal Privacy
Act (a variant of which will be reintroduced in the 108th Congress).
The Act would prohibit providers of Internet or online services,
including commercial Web sites, from collecting, using, or disclosing
personal information online without

● Providing ‘‘clear and conspicuous’’ notice generally; ‘‘robust’’
notice whenever information is collected; and an unspecified
level of notice upon any ‘‘material change’’ in privacy policy,
any violation of the Act, or in the event the ‘‘security, confidenti-
ality, or integrity’’ of the information is compromised;

● Obtaining ‘‘affirmative consent’’ (opt-in) if the information is
‘‘sensitive’’ or providing an opportunity to ‘‘decline consent’’
(opt-out) for other information;

● Providing access and an opportunity to ‘‘suggest a correction
or deletion’’ of collected information; and

● Maintaining ‘‘reasonable procedures’’ necessary to protect the
‘‘security, confidentiality, and integrity’’ of information.29

Any violation of the Act would be deemed an ‘‘unfair or decep-
tive’’ act and subject the perpetrator to investigation and suit by the
FTC or other competent federal agency, suits by state governments,
and private lawsuits if the information involved were ‘‘sensitive.’’

Whether through interpretation of the FTCA or through passage
of S. 2201, the FTC may soon be able to require Web site operators
to post privacy notices that comply with government-established
standards and to enforce that requirement under a strict liability
standard without regard for whether any injury has been caused.
This is a significant change from the statutory harm/disclosure and
tort models of privacy protection, and even further from the constitu-
tional model with its focus on government collection and use of
personal information. In fact, in an ironic twist, the same year that the
FTC determined that 88 percent of commercial Web sites voluntarily
posted privacy policies and nonetheless recommended that Con-
gress compel them to do so, a Brown University study of 1,700 state
and local government Web sites found that only 7 percent posted
a privacy policy.30
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Statutory Control Model

The movement to invest individuals with legal rights to control the
use of information about them, and couch those rights in increasingly
bureaucratic and burdensome procedural requirements, is also
reflected in statutory mandates. This model of privacy protection,
like the previous one, reflects a substantial change from prior models,
as the discussion of S. 2201 suggests. The laws are broader. They
invest consumers with greater rights to control the use of information
about them. They do so with less if any regard for the potential
of the information to cause harm. They are highly bureaucratic,
conditioning any use of information on compliance with notice,
consent, and other requirements that burden and may effectively
prohibit uses of information.

There are many examples. One that involves fewer substantive
limits, but many bureaucratic ones, is Title V of the Gramm-Leach-
Bliley Financial Services Modernization Act,31 passed in 1999.
Enacted as part of a law breaking down decades-old barriers between
financial services, Title V contains three substantive restrictions on
the use of personal information: prohibitions on the providing of
account numbers to third parties for marketing purposes, on pretext
calling (obtaining information dishonestly), and on transfers of per-
sonal information to third parties for marketing purposes if the data
subject has opted out.

The real burden of the new law is in its procedural requirements.
The law permits a financial institution to transfer any ‘‘nonpublic
personal information’’ to nonaffiliated third parties only if the insti-
tution ‘‘clearly and conspicuously’’ provides consumers with a
notice about its information disclosure policies and an opportunity
to opt out of such transfers. That notice must be sent at least annually
even if there is no change in its terms. The Act provides certain
exceptions to the notice and opt-out requirements when, for exam-
ple, the use of information is necessary to provide a product or
service requested by a customer, protect against fraud or other liabil-
ity, or comply with applicable laws.

The scope of Gramm-Leach-Bliley is broader than its title might
at first suggest. The term ‘‘financial services’’ includes all insurance-
related activities, real or personal property leases, investment advi-
sory services, tax planning, management consulting, financial career
counseling, the extension of credit to consumers by any institution,
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and any other activity in which a Financial Holding Company is
permitted to engage. The law applies to anyone who is ‘‘significantly
engaged’’ in one or more of these activities. Moreover, the law
restricts anyone, whether or not they provide a financial service,
from redisclosing personal information received from a financial
institution.

A second and more onerous example of the statutory control/
disclosure model is found in the rules for protecting the privacy of
personal health information adopted in April 2001 by the Depart-
ment of Health and Human Services, under the Health Insurance
Portability and Accountability Act (HIPAA).32 As amended in
August 2002,33 the rules regulate the use of information that identi-
fies, or reasonably could be used to identify, an individual, and that
relates to physical or mental health, the provision of health care to an
individual, or payment for health care. The rules apply to ‘‘covered
entities,’’ namely, anyone who provides or pays for health care in the
normal course of business, and, indirectly, to anyone who receives
protected health information from a covered entity. A covered entity
may use personal health information to provide, or obtain payment
for, health care only after first providing the patient with notice and
making a good faith effort to obtain an ‘‘acknowledgment.’’ Notices
must meet detailed requirements set forth in the rules; proof of
providing notice and acknowledgments must be retained for six
years after the date on which service is last provided.

A covered entity may use personal health information for pur-
poses other than treatment or payment only with an individual’s
opt-in ‘‘authorization.’’ An ‘‘authorization’’ must be an independent
document that specifically identifies the information to be used or
disclosed, the purposes of the use or disclosure, the person or entity
to whom a disclosure may be made, and other information. A cov-
ered entity may not require an individual to sign an authorization
as a condition of receiving treatment or participating in a health
plan. The rules contain a number of exceptions, under which per-
sonal health information may be disclosed, usually to government
agencies, with neither consent nor authorization.

A covered entity may use or disclose personal health information
for directories and to notify and involve other individuals in the
care of a patient if the covered entity obtains the ‘‘agreement’’ of
the individual. An agreement need not be written, provided that
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the individual is informed in advance of the use and has the opportu-
nity to opt out of any disclosure. This is the only consent requirement
under the amended rules for which opt-out (rather than opt-in)
consent is sufficient.

Ironically, HIPAA federal health privacy rules originally devel-
oped as a reaction to the Act’s push for more uniform electronic
data standards to make health care and health insurance cheaper
and more efficient (just as the financial privacy provisions in Gramm-
Leach-Bliley were enacted in response to that law’s effort to make
obtaining financial services easier). The legislation’s ‘‘administrative
simplification’’ provisions were aimed at reducing costs and making
health benefits more portable by smoothing and accelerating the flow
of health and health insurance information. But political demands for
greater individual control of personal health information pushed
HIPAA privacy rules in the opposite direction. Indeed, federal
rulemakers declined to preempt more restrictive state privacy rules,
inviting states to go beyond the federal privacy standards. Texas
has taken Congress up on its invitation, by enacting the HIPAA
regulations into state law but dramatically expanding the definition
of ‘‘covered entity’’ to include anyone who ‘‘comes into possession
of protected health information,’’ ‘‘obtains or stores protected health
information,’’ or ‘‘maintains an Internet site.’’34

A final example of statutory mandates that impose restrictions on
information flows, in an effort to give individuals control over even
innocuous uses of data about them, is found in the many laws
adopted over the past decade limiting access to public records. For
example, in 1994 Congress enacted the Driver’s Privacy Protection
Act.35 The law prohibits state departments of motor vehicles (DMVs)
and their employees from releasing ‘‘personal information’’ from
any person’s driving record, unless the request fits within any of 14
exemptions, including use by government agency, insurance com-
pany, or licensed private investigator. States are permitted to release
information from drivers’ records if the DMV has provided drivers
with the opportunity to opt out of such disclosures. The DPPA took
effect in 1997, by which time a majority of states had enacted laws
complying with the Act, including opt-out provisions. Two years
later, however, Congress amended it to require that states, as a
condition of receiving federal highway funds, obtain explicit opt-in
consent from individuals before information about them contained
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in motor vehicle records is used for ‘‘surveys, marketing, or solicita-
tion’’ purposes.36

The 1994 version is a good example of the statutory harm/disclo-
sure model of privacy protection, imposing moderate limits on the
use of DMV records but then exempting even from those the uses
most likely to serve public interests. The 1999 enactment, by contrast,
well illustrates the statutory control/disclosure model, imposing a
practically insurmountable barrier to the use of DMV records with-
out regard for the value of the ‘‘surveys, marketing, or solicita-
tion’’ activities.

A majority of states have adopted other laws and executive orders
restricting access to traditionally open public records, such as hunt-
ing and fishing license registration forms, autopsy reports, driver’s
license photos, and state employee address information, without
first obtaining the opt-in consent of the individuals involved. South
Carolina has gone even further to ban outright the use of public
records for marketing.37 This may point to the next generation of
U.S. privacy protection: not merely burdening the responsible use
of personal information with disclosure and consent requirements
but prohibiting those uses altogether—substituting government con-
trol for even the illusion of individual control.

Collectively, these enactments reflect a much broader concept of
privacy protection than previously recognized by U.S. law. These
statutes are focused on information collection and use by the private
sector, not the government; in fact, some would make it easier for
the government to access personal information. They apply very
broadly. And they do not purport to restrict or punish only harmful
uses of information; in fact, liability under these statutes in no way
depends on causing harm or injury. Except for a few specific exemp-
tions, these laws all condition the collection and use of broad catego-
ries of information on consumer consent, but they then put in place
burdensome requirements that make obtaining that consent expen-
sive and difficult. The very breadth and bureaucratic nature of these
laws—restricting both many private sector uses of personal informa-
tion and access to that information in the first place—increase the
extent to which they conflict with other important values and impose
unanticipated costs on consumers and on society at large.

The European Control Model
The high-water mark for protecting privacy by creating legal rights

for individuals to control most uses of information about them is
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the European Union’s (EU) data protection directive.38 Adopted in
1995, the directive requires each of the 15 EU member states to
enact laws governing the ‘‘processing of personal data,’’ which the
directive defines as ‘‘any operation or set of operations,’’ whether
or not automated, including but not limited to ‘‘collection, recording,
organization, storage, adaptation or alteration, retrieval, consulta-
tion, use, disclosure by transmission, dissemination or otherwise
making available, alignment or combination, blocking, erasure or
destruction.’’39 ‘‘Personal data’’ are defined equally broadly as ‘‘any
information relating to an identified or identifiable natural person.’’40

This would include not only textual information but also photo-
graphs, audiovisual images, and sound recordings of an identified
or identifiable person, whether dead or alive. As a practical matter,
the directive does not apply in only two contexts: activities outside
of the scope of community law, such as national security and criminal
law, and the processing of personal data that is performed by a
‘‘natural person in the course of a purely private and personal
activity.’’41

National laws enacted in compliance with the directive must guar-
antee that processing of personal data is accurate, up-to-date, rele-
vant, and not excessive. Personal data may be used only for the
legitimate purposes for which they were collected, and kept in a
form that does not permit identification of individuals longer than
is necessary for that purpose. Personal data may be processed only
with the consent of the data subject, when legally required, or to
protect ‘‘the public interest’’ or the ‘‘legitimate interests’’ of a private
party, except when those interests are trumped by the ‘‘interests of
the data subject.’’42 The processing of personal data revealing ‘‘racial
or ethnic origin, political opinions, religious or philosophical beliefs,
trade-union membership, and the processing of data concerning
health or sex life’’ are severely restricted and in most cases forbidden
without the written permission of the data subject.43

The directive requires member states to enact laws guaranteeing
individuals access to, and the opportunity to correct, processed infor-
mation about them. Those laws must also permit data subjects to
correct, erase, or block the transfer of ‘‘inaccurate or incomplete
data,’’ and the opportunity to object at any time ‘‘on legitimate
grounds’’ to the processing of personal data. Processors must inform
persons from whom they intend to collect data, or from whom they
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have already collected data without providing this disclosure, of the
purposes for the processing; the ‘‘obligatory or voluntary’’ nature
of any reply; the consequences of failing to reply; the recipients or
‘‘categories of recipients’’ of the data; and the data subject’s right
of access to, and opportunity to correct, data concerning him or her.44

The directive requires that data processors notify the applicable
national ‘‘supervisory authority’’ before beginning any data process-
ing. Each member state must establish such an independent author-
ity to supervise the protection of personal data. Each ‘‘supervisory
authority’’ must have, at minimum, the power to investigate data
processing activities, including a right of access to the underlying
data, as well as the power to intervene to order the erasure of data
and the cessation of processing, and to block proposed transfer
of data to third parties. The supervisory authority must also be
empowered to investigate complaints from data subjects.

The directive requires that member states’ laws provide for civil
liability against data controllers for unlawful processing activities
and provide ‘‘dissuasive’’ penalties for noncompliance with the
national laws adopted pursuant to the directive. In addition to
requiring the supervisory authority to enforce those laws and to
hear complaints by data subjects, the directive mandates creation of
a ‘‘right of every person to a judicial remedy for any breach of the
rights guaranteed by this Directive.’’45

Finally, Article 25 of the directive requires member states to enact
laws prohibiting the transfer of personal data to nonmember states
that fail to ensure an ‘‘adequate level of protection,’’ although mem-
ber states are forbidden from restricting the flow of personal data
among themselves because of data protection or privacy concerns.
The directive provides that the adequacy of the protection offered
by the transferee country ‘‘shall be assessed in the light of all circum-
stances surrounding a data transfer.’’ The prohibition in Article 25
is subject to five exemptions, for example, when the data subject
has consented ‘‘unambiguously’’ to the transfer, or when the transfer
is necessary to protect ‘‘the vital interests of the data subject.’’46

Effective October 1998, these became the minimum levels of protec-
tion; individual countries are permitted to adopt more stringent
protection.

The EU data protection directive is noteworthy for its breadth, its
sweeping requirements, and its singular focus on privacy, often to
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the exclusion of other values. It not only is unconcerned with harm,
it also reverses the presumption present in prior data protection
models that personal data generally may be collected and used
unless restricted. The directive creates a quasi-property right in per-
sonal data. Some lawmakers in Europe and the United States have
suggested going even further and creating an explicit legal right of
ownership in such data. Under these proposals, individuals would
own information about themselves. The use of that information
without consent would constitute theft, just like stealing any other
form of personal property. As political activist Phyllis Schlafly testi-
fied before the Senate Banking Committee in September 2002, ‘‘I
think the information about what I do and what I buy is my property.
I don’t think it belongs to somebody else. If there’s anything the
United States stands for, it’s individual property rights.’’47

The Challenge of the Internet and the Control over
Personal Information

These six models demonstrate a movement toward creating legal
rights for individuals to control the collection and use of information
about them. Earlier models had focused on preventing harm, protect-
ing objectively reasonable expectations of privacy, and allowing
recovery for outrageous disclosures of information that was false or
of no public interest. The control-based models, by contrast, condi-
tion the collection or use of broad categories of personal information
on individual or government consent, without regard for whether
that information might reasonably be considered private or whether
it has any potential to cause harm. Privacy protection has largely
given way to data protection.

Some of those issues relate to the requirements of specific control-
oriented laws and the ways in which they have been implemented.
Most of the issues, however, are inherent to the control model itself.

The Problem of Not Opting
The focus on control ignores that fact that most consumers, in

practice, do not exercise control—by either consenting or withhold-
ing consent—over the information they disclose and generate. Poll-
ing data, newspaper editorial pages, and political rhetoric all suggest
that individuals are concerned about personal information and how
it is accessed and used both by the government and private industry.
Lou Harris & Associates found in the 1999 IBM Multi-National
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Consumer Privacy Survey that 80 percent of U.S. consumers and 79
percent of German consumers surveyed agreed with the statement
‘‘consumers have lost all control over how personal information is
collected and used by companies.’’ Similarly, 71 percent of the U.S.
sample and 70 percent of the German sample agreed that ‘‘it is
impossible to protect consumer privacy in the computer age.’’ In
fact, despite the greater legal protections for privacy available in
Europe, Americans (64 percent) were more likely than Germans (55
percent) or Britons (58 percent) to believe that businesses will handle
personal information in a ‘‘proper and confidential way.’’48

Individuals’ concern is not surprising, in light of the amount of
press and political attention given privacy issues, and the growing
prevalence of privacy policies online and off. What is surprising, in
view of professed consumer concerns, is the almost complete absence
of consumer response to new privacy protections. Individuals are
widely ignoring the many opportunities to control information about
themselves that laws are providing. There are practical reasons for
this that call into question control-based models of data protection.

Consumers are typically presented with meaningful opportunities
to make choices concerning the collection and use of their personal
information in two settings. The first occurs when a consumer seeks
a service, and the business (or other information user) responds by
seeking consent to collect and use the personal information necessary
to provide the requested service. The business and the individual
are already in contact and focused on the transaction for which the
information is necessary.

In this situation, individuals tend to ignore privacy policies and
consent requests if they can, or to simply click through or sign
them without reading them if they are not permitted to ignore them
completely. This is especially evident online, where most consumers
click through pop-up screens with terms and conditions as rapidly
as possible, almost never reading them, and rarely if ever voluntarily
click on privacy notices. In fact, the chief privacy officer of Excite@
Home told an FTC workshop on profiling that the day after 60
Minutes featured his company in a segment on Internet privacy,
only 100 out of 20 million unique visitors accessed that company’s
privacy pages.49 The opportunities to exercise choice created by
choice-based models of data protection are illusory if the product
or service cannot, or will not, be provided without consent. In this
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setting, data protection laws impose costs without generating
benefits.

The second setting in which consent may be sought is when the
business wishes to use information about a consumer who is not at
that moment seeking a service or product. The need for such consent
may arise because the consumer is not a customer of the business,
the business wishes to make a new use of information about an
existing customer that goes beyond the uses described in the original
privacy notice, or the business wishes to use information that it has
observed or collected from a third party.

The major problem here is the difficulty of reaching the customer
who is not currently in contact with the business. Most requests for
consumer consent never reach their intended recipient. The U.S.
Postal Service reports that 52 percent of unsolicited mail in this
country is discarded without ever being read.50 Unsolicited e-mail,
even when sent by a company with which the recipient has a relation-
ship, is often not even opened.

U.S. West found that obtaining permission to use information
about its customer’s calling patterns (e.g., volume of calls, time and
duration of calls) required an average of 4.8 calls to each customer
household before the company even reached an adult who could
grant consent. In one-third of households called, U.S. West never
reached the customer, despite repeated attempts. Consequently,
many U.S. West customers received more calls, and one-third of
their customers were denied opportunities to receive information
about new products and services that they may have valued.51

Although online efforts to contact individuals might be less expen-
sive than with telephone or mail, there is no evidence that they are
any more effective. The difficulties of reaching consumers are greatly
exacerbated where the party wishing to use the information has no
(and may not have ever had) direct contact with the consumer.

Even when privacy notices are received, the evidence suggests
they are often ignored. To comply with the Gramm-Leach-Bliley
financial privacy provisions, by July 1, 2001, the tens of thousands
of ‘‘financial institutions’’ to which it applies had mailed approxi-
mately 2 billion or more notices. Crafting, printing, and mailing
those notices is estimated to have cost $2 billion to $5 billion, and
much of that cost will be repeated annually. If ever consumers would
respond, this would appear to be the occasion: The notices came in
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an avalanche, the press carried a wave of stories about the notices,
privacy advocates trumpeted the opt-out opportunity and offered
online services that would write opt-out requests for consumers,
and the information at issue—financial information—is among the
most sensitive and personal to most individuals.

By mid-August 2001, fewer than 5 percent of consumers had opted
out of having their financial information shared with third parties.
For many financial institutions, the response rate was lower than 1
percent. A late September survey revealed that 35 percent of the
1,001 respondents could not recall even receiving a privacy notice,
even though the average American had received a dozen or more.52

This is not atypical. Extensive experience with company-specific and
industrywide opt-out lists demonstrates that less than 10 percent of
the U.S. population ever opts out of a mailing list—often the figure
is less than 3 percent.

Response rates appear to remain low, without regard for whether
the consent sought is opt-in or opt-out. A major U.S. company
recently tested the response rates to opt-in and opt-out by sending
e-mail messages describing the same use of personal information to
statistically similar subsets of their customer base. One e-mail said
that the information would be used unless the customer opted out.
The other said the information would not be used unless the cus-
tomer opted in. The response rates were the same for both sets of
messages: Customers did not respond to either.

Individuals’ concerns about privacy are apparently not great
enough to prompt them to do much to protect it. This is consistent
with polls that show that consumer angst about privacy appears
unrelated to actual experience with incursions into privacy. Less
than a third of Americans (29 percent) and Germans (28 percent)
and less than a quarter of the British (23 percent) reported in 1999
that they personally have been a victim of what they felt was an
improper invasion of privacy by a business.53 Data protection models
that rely on individual choice are problematic if consumers ignore
those opportunities, never learn of them, or are unwilling to respond
in any event.

The Problem of the Default

The apparent inability or unwillingness of individuals to read
privacy notices and make thoughtful choices about information uses
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heightens the importance of the default: What happens in the absence
of consumer choice? Under prior harm-based models, in the absence
of consumer objection, data could be collected and used in any
way that did not cause significant harm or conflict with community
norms about what constitutes a reasonable expectation of privacy
or outrageous conduct. Under more recent control-based models
that condition information flows on opt-in consent, in the absence
of a consumer response the information cannot be collected or used.
As a result, recent privacy mandates that forbid the collection and
use of the information without express consumer consent frequently
act as an effective ban on using information at all. By setting the
default rule to no use of information, these laws act as a de facto
prohibition on the collection and use of personal information—no
matter how little the risk of harm or great the benefit that would
result from that use.

The issues raised by the default in the choice-based models are
especially acute in the context of the Internet. Internet technologies
cannot function without collecting Internet Protocol (IP) addresses
and other information that these laws regard as personally identifi-
able. Under opt-in, Web sites could no longer provide their privacy
notices as they currently do or as they would under mandated opt-
out, but instead would have to force every consumer to see the
notice in an effort to obtain his or her consent to collect and use
personal information. Privacy notices would become like the intellec-
tual property license that computer users today universally click
through without reading to install software or obtain access to pro-
tected sites.

Assuming the information was necessary to provide the service
(for example, an IP address) or that the Web site chose to condition
service on the consumer opting in, then the failure to opt in would
mean no service. Privacy would be protected, to be sure, but at the
price of not using the Internet. Consumers can obtain this type of
privacy protection today—just by walking away from Web sites
with whose privacy policies they disagree—without the intervention
of the government.

Moreover, the repeated interruption of being asked to consent,
and being compelled to respond, would have even the most patient
Internet user asking how to opt out of opt-in. As new uses for the
information were developed, the operator would have to contact
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every consumer individually to ask him or her to opt in to the
proposed use of the information. When users failed to respond, as
experience suggests most would, the Web site operator would face
two choices: give up, thereby eliminating the proposed service, or
try again and again to gain consent, thus increasingly burdening
the consumer with more unsolicited e-mail, telephone calls, and/or
mail, and increasing the cost of providing the new service or product
for which consent was being sought.

The Problem of Financial Cost

The breadth of increasingly bureaucratic tools employed by
choice-based data protection models imposes considerable costs on
the public. A major component of that cost results from the interfer-
ence of privacy laws with open information flows. The greater the
practical interference, the higher those costs will be. As the Federal
Reserve Board reported to Congress in the context of personal
financial information, ‘‘it is the freedom to speak, supported by the
availability of information and the free-flow of data, that is the
cornerstone of a democratic society and market economy.’’54 Data
protection laws also impose considerable compliance costs. In some
cases, those costs are so great as to make the collection or use of
personal information, or the provision of products or services that
depend on information, untenable. In either case, it is individuals,
in the words of Alabama Attorney General Bill Pryor, who ‘‘pay the
price in terms of either higher prices for what they buy, or in terms
of a restricted set of choices offered them in the marketplace.’’55

For example, crafting, printing, and mailing the 2 billion disclosure
notices required by Gramm-Leach-Bliley is estimated to have cost
$2 billion to $5 billion. That cost will be repeated annually. In the
context of health privacy, the cost of disclosure, acknowledgment,
authorization, and agreement forms, together with the other require-
ments of the HIPAA rules, in purely economic terms, is estimated
to be between $25 billion and $43 billion (or three to five times more
than the industry spent on Y2K) for the first five years for compliance
alone, not including impact on medical research and care or liability
payments.56 During its opt-in test, U.S. West found that to obtain
permission to use information about its customer’s calling patterns
to market services to them cost almost $30 per customer contacted.57
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A 2000 Ernst & Young study of financial institutions representing
30 percent of financial services industry revenues found that finan-
cial services companies would send out three to six times more
direct marketing material if they could not use shared personal
information to target their mailings, at an additional cost of about
$1 billion per year.58 The study concluded that the total annual cost
to consumers of opt-in’s restriction on existing information flows—
precisely because of the difficulty of reaching customers—was $17
billion for the companies studied, or $56 billion if extrapolated to
include the customers of all financial institutions. And those figures
do not include the costs resulting from the reduced availability of
personal information to reduce fraud, increase the availability and
lower the cost of credit, provide cobranded credit cards and nation-
wide automated teller machine networks, or develop future innova-
tive services and products.

Other types of privacy protections may cost even more. According
to a 2001 study by Robert Hahn, director of the AEI-Brookings Joint
Center on Regulation, the initial cost of complying with even a
modest access requirement in online privacy legislation would be
$9 billion to $36 billion.59 And these costs are not limited to business
users of information. A 2002 study by Michael Turner calculates
that the annual cost to charities of complying with opt-in privacy
laws when fund-raising would be $16.5 billion—21 percent of the
total amount raised by U.S. charities in 2000.60

Another recent study sought to calculate the cost of specific forms
of opt-in restrictions. The study examined the operations of MBNA
Corporation, a diversified, multinational financial institution that
services 15 percent of all Visa/MasterCard credit card balances out-
standing in the United States.61 The company, which has no retail
offices, makes extensive use of direct marketing to attract customers.
It relies heavily on personal information to identify, out of the one
billion prospect names the company receives annually from its more
than 4,700 affinity groups for which MBNA issues credit cards, the
400 million names of people who are likely to be both qualified for
and interested in a credit card solicitation.

Considering the low response rates to opt-in requests made other
than at time of service or in response to a communication initiated
by the customer, the case study concludes that even the least restric-
tive opt-in regime—for third-party information sharing—would
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result in MBNA’s marketing materials being 27 percent less well
targeted. As a result, 109 million people would receive solicitations
who should not have. This translates into an 18 percent lower
response rate and a 22 percent increase in direct mail costs per
account booked. There would also be an additional 8 percent reduc-
tion in the company’s net income because of increased defaults
and reduced account activity, resulting from less qualified people
receiving and acting on credit card solicitations.

Opt-in for sharing personal information with affiliates and opt-
in for any use (other than statutorily excluded uses) of personal
information would result in more significant losses to MBNA and
its customers. MBNA’s affiliates would be unable to cross-sell ser-
vices to existing customers or provide one-stop customer service,
because of the restriction of sharing information across affiliates.
MBNA’s corporate structure, which currently includes affiliates for
tax and regulatory reasons, would be less efficient and more expen-
sive because centralized service units would no longer be able to
provide services for all of the affiliates. And opt-in would interfere
with fraud detection and prevention efforts that depend on informa-
tion sharing across affiliates and among companies.

These costs would be incurred despite the fact that as of the end
of 2000 only 130,000 customers (.25 percent of MBNA’s customer
base) had exercised their legal right to opt out of having their credit
report information transferred across MBNA affiliates, and approxi-
mately a million customers (less than 2 percent) had taken advantage
of MBNA’s voluntary opt-out from receiving any type of direct mail
marketing offers. In sum, any of the three opt-in regimes would
threaten MBNA’s viability and the services the company provides
to 51 million customers, to protect the interests of the fewer than 2
percent who already achieve the identical level of protection by
opting out.

The Problem of Other Costs
As noted, the greatest cost of onerous data protection laws is their

interference with the beneficial uses of information. According to
Federal Reserve Board Governor Edward Gramlich: ‘‘Information
about individuals’ needs and preferences is the cornerstone of any
system that allocates goods and services within an economy.’’ The
more such information is available, ‘‘the more accurately and effi-
ciently will the economy meet those needs and preferences.’’62 There
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are many examples of the significant noneconomic costs that control-
based privacy laws may impose. In the case of health privacy rules,
those costs will include the annoyance and time required to read
and complete the additional forms necessary to receive service; more
follow-up contacts from covered entities seeking to get them to read
and acknowledge privacy notices and sign authorization forms that
were sent after service; the confusion of facing entirely different sets
of forms for notice, acknowledgment, authorization, and agreement;
and the greater consequences of not acting that is the case today
under opt-out rules.

Those costs will also include the impact on medical research.
Researchers rely on personal information to conduct ‘‘chart reviews’’
and perform other research critical to evaluating medical treatments,
detecting harmful drug interactions, uncovering dangerous side
effects of medical treatments and products, and developing new
therapies. Such research cannot be undertaken with wholly anony-
mous information because the detailed data that researchers require
will always include information that could be used to identify a
specific person. The costs of interfering with that research will be
borne not just by patients and covered entities but by everyone
who benefits from medical research and innovation. Helena Gail
Rubinstein has written that ‘‘As individuals rely on their right to
be let alone, they shift the burden for providing the data needed to
advance medical and health policy information. Their individualist
vision threatens the entire community. . . .’’63

Control-based privacy laws often fail to serve the interests even
of the individuals who claim to desire them. The most obvious
example is what happens when, for the variety of reasons already
discussed, individuals never learn of the opportunity to consent or
learn of it only in a manner that is inconvenient or annoying. Recall
that in the U.S. West opt-in trial, the company never reached one-
third of its customers. Those customers were therefore denied the
opportunity to consent. Of those reached by telephone, 28 percent
indicated that they desired the service. Between 6 and 11 percent of
U.S. West customers responded to a variety of written opt-in
requests. However, 72 percent opted-in when the opportunity to
consent was presented to the customer at the conclusion of a call
that the customer initiated.64 This suggests that the greatest impedi-
ment to securing opt-in consent wasn’t that customers did not want
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their information used but rather that they never learned of the
opportunity or didn’t like the intrusive contacts that the opt-in sys-
tem necessitated.

The control-based model of data protection can also harm individ-
uals by forcing them to make decisions about information collection
long before they can anticipate how it might benefit them, or by
making the information useless precisely because it was collected
subject to individual consent. Both are true in the context of credit
information: Its value derives from the fact that the information is
obtained routinely, over time, from sources other than the consumer.
Allowing the consumer to block use of information would mean
that the complete historical data necessary to make a credit report
reliable would not be available when the consumer needed it to
obtain a mortgage or auto loan. Even if complete, the credit report
would be useless if the consumer could have selectively blocked
data. In the words of FTC Chairman Timothy Muris, the credit
reporting system ‘‘works because, without anybody’s consent, very
sensitive information about a person’s credit history is given to the
credit reporting agencies. If consent were required, and consumers
could decide—on a creditor-by-creditor basis—whether they wan-
ted their information reported, the system would collapse.’’65

Many of the beneficial uses of information that individuals now
enjoy and to which they have the opportunity to consent depend
on spreading the cost of collecting and maintaining the information
over a variety of uses. If the law restricted too many of those uses
or made them prohibitively expensive, then the data and systems
to access them would not be in place for any purpose. Information
sharing allows new businesses to break into markets and smaller
businesses to compete more effectively with larger businesses. Laws
that restrict the use of that information can stall the development
of new products and services and the emergence of new competitors
in the market. According to Robert E. Litan, director of economic
studies at the Brookings Institution and a former deputy assistant
attorney general of the United States, strict choice-based laws ‘‘raise
barriers to entry by smaller, and often more innovative, firms and
organizations.’’66 Moreover, many of the legal mechanisms in recent
privacy laws for vindicating consumer choice are so bureaucratic and
burdensome that they increase the cost of using personal information
and, in the case of choice-based tools such as opt-in, may effectively
prevent the use outright.
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The opportunity for consent is unjustified, as well as undesirable,
if the service or product cannot or will not be provided without
personal information. Consider the experience of every Internet user
who has tried to download or install software. The first window
that opens during the installation process is a notice of terms and
conditions, usually relating to intellectual property rights but
increasingly including privacy-related disclosures. The user is given
two options: ‘‘I Accept’’ or ‘‘I Decline.’’ Research shows that these
notices are universally ignored, and that the reason for this is per-
fectly clear: Clicking on the ‘‘I Decline’’ button will terminate the
installation process. The only option is to choose ‘‘I Accept,’’ because
consent is a condition of service.

Other requirements of the most recent choice-based privacy laws
can impose even greater costs. For example, virtually all of those
laws require that individuals be given some degree of access to
personal information collected about them as well as an opportunity
to dispute or correct data. These mandates create enormous risks
for data subjects, especially online. Many of these risks were high-
lighted by the FTC’s Advisory Committee on Online Access and
Security. One of the most important, as the Advisory Committee
noted, is the ‘‘very real tension between access and security’’:

Unlike the other Fair Information Practice principles, the
access principle sometimes pits privacy against privacy. . . .
Privacy is lost if a security failure results in access being
granted to the wrong person—an investigator making a pre-
text call, a con man engaged in identity theft, or, in some
instances, one family member in conflict with another.67

The problem is how to provide access without ‘‘running the risk
that others will also gain access to that data.’’ To date, this has
proved very difficult, especially online. If a user provides a Web
site with his or her name and address to enter a contest or request
a brochure, and later wishes to access that information, how does
the Web site know that the person requesting access is the same
person who provided the information? Yet the risk of providing
access to, and an opportunity to correct, one individual’s personal
information to another individual is significant; access would then
become the perfect tool for identity theft, and the government that
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mandates access the unwitting accomplice of identity thieves. ‘‘Giv-
ing access to the wrong person could turn a privacy policy into an
anti-privacy policy.’’68

To date, virtually all of the measures currently available for
authenticating identity require that the individual provide more
information about himself or herself. To maintain the necessary
authentication tools, providers will likely have to seek and store
more personal information, such as Social Security number or moth-
er’s maiden name, or require the user to create an account. Moreover,
many access requirements would obligate information users to cen-
tralize disparate pieces of information collected from users. So, for
example, under the EU data protection directive or legislation like
the Online Personal Privacy Act, information users would have to
access usage logs and backup tapes, which usually contain informa-
tion about individual users. Although these sources are normally
used only in the event of a system failure, a dispute regarding a
transaction, or, in the aggregate, to monitor and enhance system
performance, these laws require processors to bring together all of
this information—together with all of the other information collected
about an individual—to engage in the very data aggregation against
which privacy principles have traditionally argued.

In fact, these laws often require access to information that may
not be within the control of the information user, such as cookies
(which are stored on individual Internet users’ computers), or may
not otherwise have been stored. For example, laws that require
processors to provide updated notice to individuals of changes in
and breaches of their privacy policy presuppose that processors
collect contact information. This is often not the case online. The
ironic result is that processors may be required to collect and store
more information or to provide users with access to files that the
users—not the providers—possess. After studying these ‘‘compli-
cated’’ and ‘‘controversial’’ issues in detail for months, the FTC
Advisory Committee could not reach any consensus on whether or
how access should be provided. But this did not deter the FTC from
recommending such requirements, the Senate Commerce Committee
from passing them, or the European Union from adopting them.

The Promise of Technology
Internet technologies offer great promise for effective privacy pro-

tection, by making it easy and cheap to engage in anonymous or
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pseudonymous communications and to determine which Web sites
comply with predetermined personalized privacy preferences. For
example, privacy settings in Internet browsers such as Netscape
Navigator and Microsoft Explorer, stand-alone programs such as
encryption and firewall software, and other technologies offer indi-
vidual users a high degree of customized control over their own
personal information. The P3P initiative allows consumers to set
their preferences in sharing personally identifiable information with
Web sites and then to interrogate Web sites electronically to see
which comply.

The Internet has also given rise to a number of privacy services
(not all successful financially), including online privacy certifications
like BBBOnline and TRUSTe, anonymization services like Zero
Knowledge and anonymizer.com, and a wide range of identity-
protecting intermediaries. FTC Commissioner Orson Swindle has
noted the variety and potential of these services. ‘‘AllAdvantage.com
acts as an agent on behalf of consumers to create a market for the
use of their information without consumers’ losing control over their
information. Digital Me from Novell stores a consumer’s personal
information and uses it to automatically fill out forms at Web sites,
allowing the consumer to review what is being submitted. Persona
by PrivaSeek allows a consumer to surf anonymously and sell his
or her specified, personally identifiable information in exchange
for discounts.’’69 A more comprehensive service, iPrivacy, makes it
possible for an individual to browse, make purchases online, and
even ship goods to his or her home or a drop-off location without
ever disclosing her real identity, address, e-mail address, or credit
card number to anyone.

These services take advantage of Internet technologies to offer
demonstrated privacy protection. Moreover, they offer far better
protection than even the most restrictive legal regime because they
protect users from information processors that operate outside of
the law or the jurisdiction. However, if the control-based model
makes the Internet an inhospitable place for businesses to offer
commercially viable services, these opportunities for technological
privacy protection will no longer exist. To date, few of these services
have met with market success, which suggests that Internet users are
less interested in protecting privacy than polling data might indicate.

Technology presents other issues for protecting privacy online,
some of which have already been noted, for example, the dependence
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of Internet technologies on personal data. Another critical technology
issue is the impediment the structure of the Internet creates to verify-
ing identity, age, or relationships online. This was illustrated by the
experience with Internet-specific privacy legislation applicable to
processing data concerning children under 13. The Children’s Online
Privacy Protection Act was widely supported because it seemingly
represented a moderate, sensible approach to protecting children’s
privacy online. Subject to very limited exceptions, the law prohibits
Web sites from collecting data about children without first obtaining
‘‘verifiable parental consent.’’ In practice, however, the law has had
the effect of causing most Web sites to eliminate the personalized
services they offer to children because of the inherent, and so far
insoluble, difficulties of determining how to obtain ‘‘verified paren-
tal consent’’ with any confidence that the consent comes from an
adult, much less a parent.

Internet technologies present an especially great challenge to cen-
tralized, choice-based laws, like the EU data protection directive.
Ambassador David Aaron has noted that the directive was conceived
‘‘when there was no World Wide Web and information technology
was dominated by mainframe computers, not distributed informa-
tion networks, laptops, and digital assistants. As a result the directive
is often rigid or silent in dealing with privacy issues growing out
of new technology and new business models.’’70 The directive’s cen-
tralized data protection regime is ill-suited to a far-flung, multina-
tional medium such as the Internet, as EU data protection officials
have acknowledged. Its focus on data ‘‘controllers’’ and its central-
ized system of data protection authorities, registration, investigation,
and enforcement are inapplicable to the Web, where anyone with a
computer and a modem can collect, process, and transfer personal
data. Moreover, legal controls are particularly easy to circumvent
in the Internet environment.

The Problem of Constitutionality

Individual control, much less ownership, of information raises
serious constitutional issues. The unanimous U.S. Supreme Court
has written in the context of copyright law: ‘‘The most fundamental
axiom of copyright law is that ‘no author may copyright his ideas
or the facts he narrates. . . .’ Copyright assures authors the right to
their original expression, but encourages others to build freely upon
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the ideas and information conveyed by a work.’’71 Although it may
seem unfair that the law does not allow a creator or discoverer of
data to own them, ‘‘this is not ‘some unforeseen byproduct of a
statutory scheme,’’’ the Court has written. ‘‘It is, rather, ‘the essence
of copyright,’ and a constitutional requirement.’’72

The same constitutional principle is reflected with even greater
force in the First Amendment. When information is true and
obtained lawfully, the Supreme Court has repeatedly held that the
government may not restrict its disclosure without meeting ‘‘strict
scrutiny’’—the highest level of constitutional scrutiny. Punishing
the publication of true expression, the Court has written, is ‘‘antithet-
ical to the First Amendment’s protection. . . .’’73 As a result, the Court
has struck down laws that sought to protect privacy by restricting
the publication of confidential government reports,74 the names of
judges under investigation,75 juvenile suspects,76 and rape victims.77

The Supreme Court has struck down many ordinances that would
require affirmative (opt-in) consent before receiving door-to-door
solicitations,78 before receiving Communist literature,79 even before
receiving ‘‘patently offensive’’ cable programming.80 The only fed-
eral court to review modern opt-in data protection rules concluded
that they violated the First Amendment.81 In 2001, the Supreme
Court reiterated the remarkable nature of the First Amendment’s
protection for expression when it held that even the broadcast of
an illegally intercepted cellular telephone conversation was pro-
tected by the First Amendment. The Court wrote, ‘‘Exposure of the
self to others in varying degrees is a concomitant of life in a civilized
community. The risk of this exposure is an essential incident of life
in a society which places a primary value on freedom of speech and
of press.’’ The Court concluded, ‘‘our decisions establish that absent
exceptional circumstances, reputational interests alone cannot justify
the proscription of truthful speech.’’82

The Problem of National Laws in a Global Medium

Perhaps the most difficult issue presented by the choice-based
model of privacy protection, and the one most acute on the Internet,
is the problem of conflicting national data protection laws. Informa-
tion has always challenged traditional notions of jurisdiction because
of the ease with which it crosses borders. In fact, precisely because
of its inherently transnational character, information has been the
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subject of some of the earliest multinational agreements, treaties,
and organizations. Binational postal treaties were concluded as early
as 1601 between France and Spain and 1670 between France and
England. The Postal Congress of Berne in 1874 established a multina-
tional postal regime—administered today by the Universal Postal
Union—74 years before the General Agreement on Tariffs and Trade
was opened for signature.

In the case of the Internet, the digital technologies involved make
the borderless nature of information even more pronounced. The
Internet is accessed in 205 countries, and online data move invisibly
and effortlessly among them. But nations have not responded with
broad multinational agreements addressing privacy online. Instead,
national (or, in some instances, state or provincial) law is being
applied to an inherently global medium. Even an apparently multi-
national regime, such as the EU data protection directive, permits
nations to adopt more stringent data protection laws. In fact, national
implementation has proved so idiosyncratic that a 2001 study by
London law firm D. J. Freeman found that almost every member
state ‘‘was operating its own regime in terms of data laws’’ with
‘‘wide latitude in the interpretation of the 1995 directive.’’83 In the
United States, even comprehensive national enactments, such as
Gramm-Leach-Bliley and the HIPAA regulations, explicitly permit
states to adopt more restrictive privacy laws.

The choice-based model of data protection greatly exacerbates the
problem of inconsistent laws, because of the breadth of information
covered, the reliance on bureaucratic requirements, and the restric-
tiveness of their terms. Under prior models, while national laws
could and very often did intersect, conflict could be avoided because
it was comparatively easy to determine whether a harm had resulted
from a disputed use of personal information. More recent choice-
based laws, however, can be violated just by not using the right
form of notice, failing to register, or some other administrative short-
coming. These laws are more likely to come into conflict because they
are so broad, and they are less amenable to multinational application
because they depend so heavily on national compliance and enforce-
ment mechanisms, such as registration with a national authority, or
providing individuals with access to data about them in the country
where those individuals reside. This is especially true when choice-
based laws are so broad that they apply extraterritorially (for exam-
ple, Article 25 of the EU data protection directive expressly applies
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outside of the European Union). The end result of applying national
choice-based data protection laws in the context of a global medium
like the Internet has been called ‘‘a maze of conflicting provisions
that create a complex, perilous, and potentially non-navigable envi-
ronment’’ for consumers and businesses.84

The Future
The future of privacy protection on the Internet is far from clear.

In Europe, which has the longest experience with the control-based
model of data protection, pressure is mounting to move to a less
bureaucratic, less burdensome system. There is no likelihood that
Europe will abandon individual control as the focus of data protec-
tion; rather, it may require less costly means for individuals to exer-
cise control. The pressure is prompted by the growing recognition
that broad-based privacy regimes like that embodied in the data
protection directive do little to calm consumer angst and provide
no greater level of actual privacy protection than less costly and
burdensome systems. In fact, a January 2001 study by Consumers
International found that while U.S. and European Web sites collect
personal information at nearly comparable rates (66 percent in the
United States, 63 percent in Europe), U.S. sites provide better privacy
protection, despite having no specific legal obligation to do so, than
European sites, which are subject to comprehensive legal require-
ments: ‘‘Despite tight EU legislation in this area, researchers did not
find that sites based in the EU gave better information or a higher
degree of choice to their users than sites based in the United States.
Indeed, U.S.-based sites tended to set the standard for decent privacy
policies.’’85 One reason for this may be that the European system is
so burdensome that it cannot be effectively enforced, especially in
the context of media like the Internet.

The governments of Austria, Finland, Sweden, and the United
Kingdom, recently joined by the Netherlands,86 have proposed
amending the directive to reflect a more reasonable balance between
data protection and the responsible use of personal information.
‘‘The purpose of data protection rules is not to prevent the processing
of personal data. Rather, it is to ensure the proportionate regulation
of such processing. The rules must give effective protection to indi-
viduals’ personal data without unnecessarily restricting the process-
ing needed to deliver the services which our increasingly technologi-
cally sophisticated society demands.’’87 The directive, in the view of
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the five governments, at present fails to achieve the proper balance
between those two requirements.

To do this, the governments have proposed eliminating the
directive’s ‘‘unnecessary, and in some cases costly, bureaucratic
requirements’’ on the flow of personal information.88 In addition,
the governments propose refocusing the directive, at least to a small
degree, on the concept of harm. This, they stress, requires less atten-
tion to data and more attention to the types of process that can
cause injury to individuals. ‘‘Data themselves are neutral. It is their
processing which can give rise to risk.’’89 Under the governments’
proposal, the directive would still retain many of its administrative
requirements and its extraterritorial application, but those require-
ments would be reduced and streamlined to interfere less with the
benefits that result from accessible personal information.

It is not clear whether Europe will actually enact these moderating
amendments, or what course the United States and other countries
will take. The change in leadership at the FTC occasioned by the
election of President George W. Bush, and the reestablishment of
Republican control in the Senate following the November 2002 elec-
tions, may cause a slowing of the movement toward increasingly
bureaucratic, control-based privacy laws in the United States. In
any event, there is no suggestion anywhere of returning privacy
protection to a focus on preventing harmful uses of personal infor-
mation, and little, if any, discussion of how to deal with conflicts
among national data protection laws on the Internet.

The answer to the question ‘‘Who rules the Net?’’ in the context
of privacy is mixed. Individual users have gained substantial legal
rights throughout most of the industrialized world, but there is little
indication that those rights have much value for most people. What
is clear is that those rights have been secured at considerable cost,
not only in financial terms but in an increased array of notices,
the blocking of potentially beneficial uses of information, increased
hacking risks, and interference with alternative sources of revenue
for Internet content. Moreover, it seems clear that those rights, per-
haps because they are based in national law and are often so diffi-
cult to enforce meaningfully, are doing little to deter the misuse of
personal information by spammers, hackers, and other out-of-the-
mainstream entities.
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Businesses and other entities face few substantive limits on the
use of personal information, but very significant and changing proce-
dural burdens on their use of personal information. The likely long-
term impact of the control model of data protection has been less
on large, established businesses, which already have a large user
base and warehouses of consumer information, than on small and
start-up enterprises, which lack those resources. But the business
community as a whole has expended considerable resources in com-
plying with overlapping or even conflicting laws and fighting off
worse ones. Ironically, legitimate businesses that have attempted to
comply with applicable laws may have paid a higher price, especially
through hair-trigger, strict-liability enforcement of privacy policies,
than entities that ignored the laws altogether.

National governments seem to have fared better than any other
Internet constituency, due in part to the fact that many of the choice-
based laws actually make it easier for governments to obtain access
to personal information and also due to the fact that governments
almost universally exempt all or part of their operations and those
of their political parties from the administrative requirements appli-
cable to businesses and charities. Finally, data protection has proved
a useful political issue for some elected and appointed officials,
allowing them to command attention and resources previously
beyond their reach. None of this, of course, translates into real ‘‘con-
trol’’ of the Internet. The penchant of many national governments
to enact increasingly broad, bureaucratic, and restrictive national
data protection laws, without considering how these laws will in
fact operate or interact in the context of this unprecedentedly global
medium, bodes ill for individuals and responsible data users online.

332



12. Structured to Fail: ICANN and the
‘‘Privatization’’ Experiment

Harold Feld

Introduction
In July 1997, as part of its ‘‘Framework for Global Electronic Com-

merce,’’ the Clinton administration issued a directive to the Depart-
ment of Commerce requiring it to ‘‘support efforts to make the
governance of the domain name system private.’’1 This command
should have seemed odd, since the governance of the domain name
system had been private (albeit supported by federal money) for
years. Further reading, however, revealed that the Clinton adminis-
tration did not intend to cut the domain name system loose from
regulation and permit private markets to operate. It didn’t simply
wait for the government contracts to expire and allow the private
actors to operate in a free market. Instead, the Clinton administration
further instructed the Department of Commerce to ‘‘create a contrac-
tually based self-regulatory regime’’ with the specific policy objec-
tive of addressing potential conflicts between domain name usage
and trademark laws on a global basis.’’2

More than a year later, the Department of Commerce entered into
a memorandum of understanding with the Internet Corporation for
Assigned Names and Numbers, or ICANN—a nonprofit corporation
ostensibly formed independently by the ‘‘Internet community’’ but
in fact a result of a compromise mediated between opposed factions
by the Department of Commerce. Hailed by its supporters as an
experiment in privatization and industry self-regulation, it was, in
fact, none of those things. As described by Milton Mueller and
others,3 ICANN represented a compromise between the Department
of Commerce and various interest groups. Its primary purpose was
not to privatize the management of the domain name system, but
to centralize its control under the rubric of ‘‘stability.’’ While this
proposal met resistance, and failed to satisfy many significant play-
ers, the lack of any alternative plan supported by a significant party
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or coalition permitted ICANN to move forward despite opposition
and dissatisfaction from a broad base of stakeholders.4

Bringing control of the Internet naming system under one roof,
however, proved far more difficult than simply creating ICANN. In
part, this has proved difficult because the Internet naming system
consists of more than the single central naming file, the so-called
root zone file.5 Even after ICANN received effective authority to
make changes to the root zone file through its contracts with the
Department of Commerce and Verisign, Inc., the custodian of the
root zone file and the holder of the .com, .org, and .net generic top-
level domains (gTLDs),6 it needed to assume authority over the other
centers of the Internet naming system: the root server operators,7 the
country code top-level domain (ccTLD)8 registries, and the regional
Internet registries (RIRs) that allocate Internet Protocol (IP)
address blocks.9

After four years, ICANN had still not achieved its goal of signing
binding agreements with the RIRs, the majority of ccTLD registries,
and the root server operators (collectively ‘‘DNS asset managers’’),
which would require them to follow ICANN policy directives or
contribute financially to ICANN.10 Declaring the process ‘‘stalled,’’
ICANN President Stuart Lynn announced that ICANN would reor-
ganize itself to become more efficient and able to accomplish its
goals.11 Lynn expressly invoked the need to involve governments
to a greater degree. In October 2002, ICANN adopted a new set of
bylaws designed to achieve this end by centralizing authority in the
ICANN Board of Directors and staff and thus, in the words of
Lynn, eliminating ICANN’s ‘‘too much process’’ and making the
organization more ‘‘lightweight.’’12 Although unspoken, it appears
that ICANN’s hope was that involving governments to a greater
degree in the process would either add coercive weight to ICANN’s
authority or would be seen as further insulating private parties from
government regulation by ‘‘cabining’’ them within ICANN.

Whatever ICANN’s theory, the reform failed to mollify the DNS
asset managers. To the contrary, the DNS asset managers have pro-
posed alternate reform plans;13 or even proposed alternatives to
ICANN.14 Their primary complaint is that ICANN seeks to make
inappropriate policy decisions for the DNS using a bureaucratic,
top-heavy ‘‘command and control’’ process that impinges on the
independence of the relevant asset holders. At the same time, as
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discussed below, governments have insisted on greater oversight in
ICANN affairs, and have sought to use ICANN to expand govern-
ment regulation of the DNS.

Finally, the ICANN Board and staff have shown a general predilec-
tion for expanding the scope of ICANN’s authority and for establish-
ing intrusive regulatory regimes at the behest of governments or
other special interests. This trend has made many DNS asset manag-
ers nervous. Since the reform eliminated constraints on direct Board
action (or staff action in the name of the Board), thus making it
more ‘‘lightweight’’ in terms of formulating policy but even more
‘‘weighty’’ in its ability to regulate, the reform has only served to
increase those that fear ICANN’s authority.

This chapter examines the ICANN domain name governance
‘‘experiment’’ in the wake of this reorganization. The first section
discusses the domain name system (DNS), providing technical
description as to how it works and a guide to the distinct assets that,
taken together, encompass the DNS. Notably, before the formation of
ICANN, the DNS assets were in private hands and operating under
a system of voluntary coordination and loose federal supervision.

The next section describes the formation of ICANN and how
ICANN represented a step not toward privatization but toward
increased regulation. At the same time, the compromises that made
the formation of ICANN possible also contained an inherent tension.
While government and special interests sought to regulate the DNS,
holders of DNS resources sought to maintain their independence.
The compromise left the gTLD space subject to regulation, but failed
to bring the IP address space or ccTLD address space under
ICANN’s control.15

The following section examines the growing tension between
ICANN and the DNS asset managers that led ICANN to its reorgani-
zation in 2002. It argues that ICANN’s failure to persuade or coerce
the DNS asset managers to enter into voluntary agreements forced
ICANN to embrace a greater role for sovereign governments and
to more closely resemble a regulatory agency. The more ICANN
embraces governments, however, the more it antagonizes the DNS
asset managers. As a result, it appears likely that ICANN will either
continue its transformation into a regulatory agency dependent on
the coercive power of governments to bring the DNS asset managers
into agreement, or the DNS asset managers will attempt to place
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themselves beyond ICANN’s control with potentially disastrous
results for the stability of the Internet as a whole.

The closing section proposes a possible solution. ICANN should
be reduced to a ministerial role and private DNS asset managers
should have the autonomy to manage the DNS assets under
the cooperative system that worked before ICANN. The only neces-
sary change from the 1997 regime is a clear, nonsubjective, nondis-
criminatory system for introducing new gTLDs on a predictable
basis and in sufficient quantity to avoid monopoly or oligopoly
control of the gTLD name space. Given the incentives to cooperate,
and absent an artificial scarcity of gTLDs, market mechanism will
provide a stable, robust DNS free from intrusive regulation. While
political pressures require that certain intrusive regulatory regimes
remain in place—notably the artificial distinction between ‘‘regis-
tries’’ providing wholesale name registration and ‘‘registrars’’ selling
names at retail to the public and the Uniform Dispute Resolution
Procedure for addressing trademark disputes—these schemes are
based on existing contracts and do not require ICANN for
maintenance.

The Domain Name System
The domain name system,16 or the DNS, has been poetically

described as ‘‘the spark that breathes life and the very existence on
the Internet. The loss of a name on the Internet is death without a
trace. In fact, when reassigned, the name breathes life into another
being.’’17 Somewhat more technically, computers that use the
Internet Protocol rely on lengthy—and unique—strings of numbers
called ‘‘IP addresses’’ to find the intended destination of information
packets. The computer at the receiving end then uses an appropriate
software package to assemble these packets into the intended form,
such as a Web page, or e-mail, or streaming video.

The Root
Because human beings do not remember long strings of numbers

very well, early Internet engineers developed a system for associat-
ing a string of standard keyboard characters with an IP address.
This string is a domain name. For the Internet to work properly,
each domain name and each IP address must be unique (although
more than one name can resolve to the same IP number). If the
name ‘‘example.com’’ had two possible IP addresses, packets would
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flow to the two separate addresses, producing gibberish at both
receivers.

To ensure this uniqueness, a central master table keeps a list of
the ‘‘name servers’’ that match up (or, as DNS folks like to say,
‘‘resolve’’) the addresses and names. Internet cognoscenti refer to
this database table as the root zone file.18 The ability to enter or
delete names in the root zone file, therefore, confers the ability to
control who will or will not speak on the Internet either directly (by
refusing to give someone a name or IP address) or indirectly (by
prohibiting those with names and addresses from doing business
with those excluded).

When a computer needs to resolve a name typed by a user into
an IP address, it sends a query up to the central table. The central
data table then directs the question to the relevant name server.
If the central table answered all queries directly, it would cause
tremendous congestion. So the table is distributed through 13 ‘‘root
servers’’ that maintain copies of the root zone file. One root server,
the ‘‘A Root,’’ is considered the authoritative copy of the root zone
file. It is maintained by Verisign, Inc., pursuant to Verisign’s memo-
randum of understanding with the Department of Commerce. Two
of the root server operators are U.S. military agencies and one is
the National Aeronautics and Space Administration. One is also
maintained by ICANN.

The remaining root server operators are private entities, three of
which are located outside of the United States. Maintenance of the
root servers was arrived at over time by voluntary agreements
among the members of the Internet networking community with
the blessings of the modest federal oversight that characterized the
management of the Internet until the formation of ICANN. At the
time of ICANN’s formation, none of the root server operators had
any formal contract or requirement to operate the root servers (other
than Verisign, which operated the A Root server pursuant to its
contract with the Department of Commerce) and did so on a volun-
tary basis.

For both engineering and esthetic reasons, the designers of the
DNS created a hierarchical naming system. They divided the name
system into domains. The holder of a top-level domain can register
a second name or second-level domain under the top-level domain.
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The holder of the second-level domain can further register or ‘‘dele-
gate’’ a third-level domain, and so forth. Addresses read from right
to left, with the top level at the furthest right.

Thus, for my.example.com, .com is the top-level domain. The
holder of .com (i.e., Verisign) can allow the registration of second-
level domains, like ‘‘example’’ and the holder of ‘‘example.com’’
can allow registration of the third-level ‘‘my.’’ The holder of the
top-level domain can impose any conditions it wishes on the would-
be registree, provided the would-be registree agrees. Holders of top-
level domains have generally required registrants to agree to future
revisions of the registry agreement, and have required renewal on
a regular basis rather than a grant of an absolute right in a name.

Top-Level Domains: Generic and Country Code TLDs
Since formalization of the system in the mid-1980s, top-level

domains have been divided between generic top-level domains, or
gTLDs, and country code top-level domains or ccTLDs. The ccTLDs
were not intended to be ‘‘official’’ to any particular country.19 Indeed,
at the time of formulation, the International Telecommunications
Union had developed an ‘‘official’’ packet switched network
addressing system and the IP-based Internet remained an ‘‘unoffi-
cial’’ network for academic researchers and anyone else who wished
to join. What distinguished gTLDs from ccTLDs was that gTLDs
were not associated with particular geographies but were meant as
catch-alls for particular sorts of users. The ccTLDs, however, were
associated with geographic regions based on a list of two-letter
country abbreviations promulgated by the United Nations’ Interna-
tional Standards Organization, the ISO 3166-1 list.20

By the time of the formation of ICANN, the registries for nearly
all top-level domains had been assigned to private parties.21 The
most important gTLDs—.com, .org, and .net—were operated by
Network Solutions, Inc.,22 a private company. Network Solutions
assumed control of the gTLD registries in 1993 when the National
Science Foundation (NSF) issued a request for proposals for private
companies to support the naming function of the DNS. NSF paid
Network Solutions for the service until the dramatic increase in
registrations prompted the parties to renegotiate in 1995. Under the
new agreement, NSF permitted Network Solutions to charge name
registrants a fixed fee per year for each registered name. The agree-
ment under which Network Solutions operated the gTLDs was set
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to expire in 1998, after which subsequent operation of the gTLDs
remained unclear.23

The ccTLDs were in most cases operated by private individuals or
entities. Increasingly, as the Internet assumed importance, national
governments began to assert an interest in the assignment of ccTLD
registries, if not outright authority over the ccTLD registry. Never-
theless, at the time of ICANN’s formation, the vast majority of ccTLD
registries remained in private hands.24

The Regional Internet Registries
The remaining element of the DNS, assignment of IP address

blocks, was also firmly in private hands by the time of the formation
of ICANN. By 1997 three regional Internet registries, or RIRs, had
evolved to handle the allocation of IP addresses.25 Because the under-
lying protocols of the Internet both limit the number of IP addresses
available and requires that these IP addresses be unique, IP numbers
represent a critical resource and assignment of them represents
another potential source of regulatory authority over the Internet.
IP addresses are even more critical than names for communicating
on the Internet. An address without a name still functions, although
it is difficult for a human being to use. But a name without a corres-
ponding address does not resolve, because the computer lacks the
information it needs to transmit the information.26

In the early 1990s, as part of the effort of the Internet technical
community to facilitate global use of the Internet protocols and
network compatibility, two Internet address registries were created
outside of the United States and given blocks of IP addresses to
allocate to non-U.S. networks: RIPE-NCC (based in Europe) and
APNIC (covering the Asia-Pacific region).27 In 1997, just as the
Department of Commerce became active in DNS policy, the NSF
and Network Solutions facilitated the creation of a third RIR, ARIN,
to administer IP address allocation for North, South, and Central
America, and Africa.28

The RIRs are private organizations. They have generally sought
to avoid controversy or the limelight, focusing on technical coordina-
tion and charging fees designed to cover the costs of administering
the IP address system.

The ‘‘Internet Community’’ and Its Institutions
All of these institutions grew out of the loose association of early

Internet engineers, often referred to as the ‘‘Internet community’’
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or, after the emergence of a large number of nonengineers claiming
membership in the Internet community, ‘‘the Internet technical com-
munity.’’ This older Internet community revolved around the
Internet Assigned Numbers Authority (IANA), a private organiza-
tion with a formal role in setting DNS policy; the Internet Engineer-
ing Task Force (IETF), a loose association open to anyone who cared
to participate in setting voluntary standards for the Internet; the
Internet Architecture Board (IAB), a collection of DNS ‘‘village
elders;’’ and the Internet Society (ISOC), a membership organization
designed in part as a corporate entity to house the various DNS
policy institutions in some kind of legal framework.29

The IANA was the personal vehicle of Jon Postel, one of the early
developers of the DNS and its dominant figure.30 At the beginning
of the development of the DNS, Jon Postel, with the help of his
colleague Joyce Reynolds, assumed the mantle of ‘‘number czar’’
with the consent of the rest of the Internet community. This function
of maintaining the original root zone file earned Postel the respect
and trust of the Internet community as a whole, which continued
to operate in a voluntary and informal basis under the very loose
supervision of federal funders. As the DNS evolved, Postel and those
around him acted as the central coordinators of this evolution and,
to the extent policy decisions were made, they were made by Postel
on the basis of consensus within the still small and relatively homoge-
nous Internet community.31

This coordinating function became known as the IANA or the
IANA function. Although members of the Internet community
exhibited a high degree of loyalty to Postel and the IANA—some
even expressing a willingness to risk arrest by defying U.S. policy for
root management at Postel’s request32—no formal contracts existed
between the root server operators and the IANA, the ccTLDs and
the IANA, or the RIRs and the IANA.33 With the exception of the
formal cooperative agreement between Network Solutions and the
NSF, the DNS immediately before the formation of ICANN func-
tioned as a cooperative and voluntary association of private manag-
ers of resources.

The mechanisms for distilling this consensus were a number of
Internet mailing lists and the Internet Engineering Task Force. The
IETF was, and still is, a voluntary organization established in the
late 1980s and early 1990s as the Internet technical community grew
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from a population of a few researchers well known to each other
and to a community of unrelated researchers, engineers, and private-
sector entrepreneurs. The IETF proposed a process for establishing
standards by consensus to facilitate the interoperability of networks.
Its slogan ‘‘rough consensus and running code’’ embodied its non-
compulsory and practical nature. Anyone was free to implement
anything. If use of it in the real world, ‘‘running code,’’ proved the
validity of an approach and enough people adopted it, then the
IETF ratified it as a standard.34

These informal processes became somewhat more formalized in
the IAB and the ISOC.35 This represented a step by Postel and his
friends and allies to retain their influence in the growing Internet
engineering community. In 1992, the IAB—fearful that the growing
DNS community would dilute their ability to control the develop-
ment of the DNS—attempted to formalize their leadership role and
impose a more rigid, hierarchal arrangement. This effort met with
fierce resistance from the IETF. As a result, before the formation of
ICANN, coordination around the Internet naming system remained
voluntary and informal.36 At the same time, it created a faction within
the DNS community clustered around the IANA/IAB/ISOC that
sought to retain its own authority against subsequent challenges
from both within and without the traditional DNS community.

The Lone Outsider—Network Solutions

Significantly, Network Solutions alone stood outside of this com-
munity consensus building process. NSF initially awarded Network
Solutions a contract to manage the naming databases in 1993.
Although other contractors were also initially involved, Network
Solutions ultimately became the only contractor other than IANA.
Network Solutions administered the various name databases, nota-
bly the gTLD name servers and the A Root.37

As a private company working under an explicit contracting
arrangement with the federal government, Network Solutions made
policy based on its perception of its own best interest and negotia-
tions with the other party to the contract, the National Science
Foundation.38

By the time of ICANN’s formation, Network Solutions’ status as
a for-profit entity that did not work within the framework of the
Internet community had created considerable friction with the rest
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of the Internet community.39 Postel and other Internet stalwarts grad-
ually began to regard Network Solutions as a monopoly provider
of gTLD registration services that sought to exploit the naming
system for personal profit rather than regarding itself as steward of
a public resource for the benefit of the Internet community as a
whole.40 This hostility would translate itself into various policy initia-
tives designed to break or regulate the perceived monopoly.

The Emergence and Structure of ICANN

The first proposal to break the Network Solutions gTLD monopoly
came from Postel and involved a straightforward solution: direct
competition by rival gTLDs. Postel initially sought to open the gTLD
name space to competition directly by allowing the immediate intro-
duction of 150 new gTLDs at a cost of a one-time $10,000 fee to the
IANA for processing the application. The plan failed to achieve
consensus, however, and Postel ultimately withdrew it.41

This unfortunate failure of private competition and the failure to
provide a mechanism for the allocation of new TLDs proved the
rock on which voluntary cooperation in the management of the DNS
would founder. The Internet continued to expand at a heady rate,
and DNS registrations skyrocketed. The mechanisms in place contin-
ued to function smoothly and private actors continued to address
and cooperatively overcome problems of stability. But the IANA
found itself paralyzed on the key issue of expanding the number of
gTLDs in the root.

Surprisingly, antagonism to Postel’s plan to expand the DNS did
not come from Network Solutions, the gTLD monopolist. Appar-
ently comfortable with a dominant position in DNS and eager to
avoid regulation or antitrust litigation, Network Solutions took the
position that it would enter any new TLDs into the root zone file
the U.S. government directed.

Rather, antagonism came from a number of different sources
reflecting the diversity of interests that by 1997 had become the
Internet community. A community of would-be gTLD registries
objected to paying any fee at all, and challenged Postel’s authority
to impose an entry fee that bore no clear relationship to any cost
of processing the new TLD application. This community began to
express considerable opposition to the IANA, IAB, and ISOC. At
the same time, another clique in the Internet technical community
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(heavily associated with the IAB and the ISOC) resented the rise of
the commercial Internet generally and disliked any exploitation of
the naming system for profit. Finally, some members of the commu-
nity simply feared that the increasing controversy over DNS invited
regulatory intervention or some other change in the status quo that
would dilute their traditional authority to develop the DNS. For
them, the motivating factor was fear that ‘‘their’’ Internet was rapidly
escaping into other hands.

The Expansion of the ‘‘Internet Community’’42

This fear that the Internet’s expansion jeopardized the traditional
freedom of the Internet technical community had considerable merit.
The explosive growth of the Internet brought numerous new actors
into the Internet community. Most did not care how the DNS worked
as long as it continued to do so in a stable and predictable manner.
Many businesses, however, came to the Internet to discover that
‘‘their’’ name was already taken by someone else. In some cases,
the name registrants sought to extort payments from trademark
holders, or direct traffic to Web sites by confusing consumers. Others
sought to use the names of others for purposes of humor or politi-
cal satire. In other cases, speculators had bought hundreds of
‘‘genericword.com’’ names at the NSF regulated rate and then
sought to resell them to entrepreneurs seeking to establish businesses
on the basis of perceived consumer use of the DNS. Some of these
generic words corresponded with the trademarks of others.

Attorneys representing trademark holders and organizations
devoted to intellectual property rights, such as the International
Trademark Association, and multinational treaty organizations
devoted to intellectual property, such as the World Intellectual Prop-
erty Organization, reviled these ‘‘cybersquatters.’’ Furthermore,
while generally successful in using existing trademark law to pry
away infringing names in federal court, they sought a less expensive
means than litigation. The intellectual property interests saw in the
DNS a means by which they could regulate the domain name space
and effect a transfer of names. After all, if the holder of the root
zone file altered the registration information to assign example.com
to a new party, the previous holder would have no recourse beyond
its registration agreement. If the registration agreement contained a
clause permitting the registry to reassign the name under certain
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conditions—say after a swift online arbitration process invoked by
a trademark holder—then the registrant would have no recourse
at all.

Regarding the introduction of new gTLDs, intellectual property
organizations expressed unbridled horror. Because those organiza-
tions viewed any use of ‘‘their’’ name in any TLD as infringing, an
increase in the number of TLDs would only result in an increase in
the cost of policing the domain space for infringers.

In addition to these industry players, sovereign governments,
notably the European Union and Australia, resented U.S. dominance
of the Internet and control of the DNS in particular. But objecting
to American dominance did not mean favoring privatization to
American private organizations such as Network Solutions or the
IANA. Some foreign governments were also unhappy with the dele-
gation of ‘‘their’’ country code to a private party by the IANA
without any consultation. These governments did not want deregu-
lation, but a new system that would allow them to exercise control
over the ccTLD registry.

In addition, the International Telecommunications Union viewed
the dispute over DNS as a means of making itself relevant in the
Internet world. In the 1980s and early 1990s, the ITU had supported
an alternative form of packet-switched technology with a highly
regulated namespace analogous to the telephone network. That tech-
nology failed to gain popularity in the market, in no small part
because the private-sector actors found it much easier and cheaper
to use the open Internet architecture. While some regarded the ITU
as the ultimate antithesis of the free-wheeling Internet, others viewed
it as a means of countering American dominance or conferring legiti-
macy in traditional regulatory circles. In addition, the fear that the
ITU would, in some undefined and unspecified way, ‘‘take over,’’
proved an effective bogeyman for rallying the rest of the Internet
technical community to support alternative approaches.

None of these new entrants, therefore, had any incentive to favor
genuine privatization. To the contrary, intellectual property inter-
ests, governments interested in the DNS, and multinational treaty
organizations with relevant interests, such as the World Intellectual
Property Organization and the ITU, all wanted a system that would
allow them to achieve their regulatory ends.

Against this backdrop, the IAB/IANA/ISOC clique again
attempted to reassert their authority over the DNS. From the death
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of Postel’s plan in mid-1996 until the formation of ICANN in 1998,
a section of the Internet technical community centered on Postel and
the IANA sought to create a new regulatory scheme with themselves
at the top by providing these new stakeholders with a mechanism
for internationalizing DNS policy (by subjecting the American gTLD
registry Network Solutions to a regulatory scheme and moving the
DNS policy organizations to Europe) and providing the intellectual
property interests with a controlling voice in name policy. At the
same time, Postel and the rest of the IAB/ISOC group sought to
insulate what they considered the purely technical decisions outside
of domain name politics (i.e., issues surrounding the RIRs and root
server operators) from political regulation and to retain these within
the technical community (albeit subordinate to the IANA).

The Federal Government Opposes Privatization in Favor of Regulation

The rise of the Internet’s popularity as a medium of communica-
tions and commerce that attracted this host of new stakeholders also
attracted the active regulatory attention of the U.S. government. The
government increasingly regarded the Internet as a key economic
driver in the ‘‘new economy.’’43 While extolling the virtues of its
unregulated state, and attributing the Internet’s vitality to this lack
of regulation, the federal government did not appear ready to let go
completely. Indeed, rather than terminate the existing government
contracts, the Clinton administration convened a multiagency task
force to explore its options and formulate a position.

That the U.S. government had no desire to genuinely privatize
the DNS became quickly apparent. In the spring of 1997, NSF and
Network Solutions agreed to terminate the cooperative agreement
under which Network Solutions operated by the end of 1997. NSF
had previously privatized the Internet transport market by turning
pieces of the publicly built and regulated network infrastructure
over to private actors under conditions that encouraged competi-
tion.44 NSF apparently proposed to do the same thing in DNS, turning
over the existing commercial gTLD registries to Network Solutions
and expecting the private actors to resolve the policy issues without
further government oversight.45

At the same time, a would-be gTLD operator, Name.Space, filed an
antitrust suit against Network Solutions, demanding that Network
Solutions add Name.Space’s TLDs to the root zone file. After the
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IANA disclaimed any legal responsibility for root policy, Network
Solutions forwarded the request to NSF. In addition, Network Solu-
tions appended a request that Network Solutions and NSF create
an orderly process for taking applications for new TLDs to the root
zone file.46

NSF’s strategy of simple withdrawal and reliance on genuine
privatization—that is, turning the DNS over completely to private
actors—appeared justified. Network Solutions indicated its willing-
ness to allow competitors into the root zone file (albeit under threat
of litigation) in a neutral manner, resolving the one conflict that
had paralyzed the DNS. The rest of the DNS continued to function
smoothly. No technical barriers remained to a purely private DNS
regime.

The U.S. government task force, however, preempted NSF. It
asserted control of DNS policy and ordered the NSF contract man-
ager to instruct Network Solutions to introduce no new TLDs to
the root zone file or make any other substantive changes until the
governmental task force had settled on a policy. NSF complied with
the task force’s order and issued a directive to Network Solutions
prohibiting any independent action by Network Solutions. Soon
after, authority over the Network Solutions contract was transferred
by NSF to the National Telecommunications and Information
Administration (NTIA) at the Department of Commerce, which
assumed the lead role in the policy formation in the U.S. govern-
ment.47 The hope for a genuine privatization of the root ended with
this assertion of NTIA’s authority.

The ICANN Compromise

As Mueller and others have described,48 the combination of the
old Internet community, non-U.S. governments, and intellectual
property interests combined to form a ‘‘dominant coalition’’ in nego-
tiating with the U.S. government (through the Department of Com-
merce, which displaced NSF and the multiagency task force as the
lead U.S. agency on domain name management) and Network Solu-
tions on a final governance structure for the DNS. Although the
United States did consult others, the ability of those outside of the
dominant coalition, the U.S. government and Network Solutions,
was profoundly limited.49
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As a result, and in the absence of any better alternative, the Depart-
ment of Commerce announced in June 1998 that it intended to ‘‘pri-
vatize’’ the domain name system by giving a new nonprofit corpora-
tion control over the root zone file.50 The Department of Commerce
selected ICANN, the compromise vehicle of the dominant coalition,
in October. For a combination of reasons, primarily Network Solu-
tion’s reluctance to accept ICANN as its new overseer and doubts
as to how the new entity would ultimately evolve, the Department
of Commerce did not immediately transfer control of the root zone
file (and, by extension, the DNS) to ICANN. Instead, the Department
of Commerce agreed to a two-year transition, which allowed it to
retain ultimate control over the root zone file.51

ICANN’s regulatory power derives from its ability to designate
the name servers in the root zone file. A top-level registry only exists
if it exists in the root zone file. Only the Department of Commerce
has the authority to make changes in the root zone file. It generally
rubber-stamps changes recommended by ICANN, although it
retains the right to review and approve such changes. As a practical
matter, however, the Department of Commerce does not initiate
any changes to the root zone file and has never blocked a change
recommended by ICANN.52

The ICANN ‘‘privatization’’ carried within it a host of internal
contradictions reflecting its compromise nature. In keeping with the
fiction that this transition represented a privatization of the DNS
from U.S. government or other government control, the ICANN
bylaws prohibited any government representative from sitting on
the Board.53 At the same time, however, acknowledging the desire
of governments to have a role in ICANN, the bylaws created the
Government Advisory Committee that would ‘‘provide advice on
the activities of the Corporation as they relate to concerns of
governments.’’54

Similarly, the U.S. policy statement on which ICANN was predi-
cated eschewed any notion that ICANN should act as a regulatory
body or Internet ‘‘world government.’’55 ICANN, the U.S. govern-
ment, and ICANN’s supporters insisted that ICANN was simply a
technical coordinating body. At the same time, ICANN had an
explicit mandate to address the trademark problem by imposing
uniform rules on gTLDs to govern conflicts among rival claimants
to names—a policy issue having nothing whatsoever to do with
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technical coordination.56 Similarly, while ICANN was to address the
question of the introduction of new gTLDs, nothing in ICANN’s
mandate or bylaws limited it to mere technical issues attendant
upon such introduction.57 ICANN also had a mandate to introduce
competition to the business of registering gTLDs, another issue that
hinged upon traditional policy concerns of politics and economics
rather than on technical coordination.58

Finally, ICANN’s mandate and bylaws required it to be a ‘‘consen-
sus’’ body making decisions through ‘‘bottom-up’’ processes. The
mandate and supporters of ICANN explicitly and repeatedly
invoked the IETF standards process as the model ICANN would
follow.

Such comparisons overlooked the critical differences between
ICANN and the IETF. The IETF relied on voluntary coordination and
comparison among alternatives implemented in the real world—
‘‘rough consensus and running code.’’ By contrast, ICANN existed to
impose mandatory compliance. Nor did ICANN have any meaningful
objective mechanism for determining ‘‘rough consensus.’’ This
allowed the ICANN Board to simply announce consensus and
impose it on the community.59

These internal contradictions made ICANN a compromise accept-
able to the dominant coalition, but also ensured that ICANN would
remain controversial, contentious, and prone to failure.

The structure of ICANN gave the majority of Board seats to the
Internet technical community. In addition, Jon Postel was to assume
control of the organization as chief technical officer. To the Internet
technical community—most important, to the root server operators,
RIRs, and ccTLD registries—ICANN appeared to be a more formal
version of IANA that walled off outside influences by confining
business interests and the politics around domain names to a sepa-
rate ‘‘domain name supporting organization’’ and government inter-
ests to the Government Advisory Committee.60

But to the business interests, government interests, and others not
part of the old Internet technical community, ICANN represented
an opportunity to centralize management of the DNS. Its formal
structure and the potential to control DNS resource providers
through a contractual regime that avoided the usual constraints on
federal agencies or multinational treaty organizations provided a
mechanism for regulating a variety of behaviors on the Internet
rather than relying on market mechanisms or existing legal fora.
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What prevented ICANN from immediately becoming a regulatory
body was the lack of any formal contracts with the ccTLD registries,
the root server operators, and the RIRs.61 ICANN also initially lacked
a formal contract with Network Solutions, but Network Solutions,
the U.S. government, and ICANN ultimately concluded an agree-
ment in July 1999. The 1999 agreement placed ICANN firmly in
control as regulator of the gTLD space, subject to final approval of
any ICANN decisions by the Department of Commerce.62 Its next
priority, after a spate of industry regulation in the gTLD space, was
to seek to impose binding contracts on RIRs, ccTLDs, and root server
operators. Getting agreement from the RIRs and ccTLDs, however,
proved much more difficult than ICANN or its supporters predicted.

The Breakup of the Dominant Coalition and ICANN’s
Current Crisis

Almost immediately after the formation of ICANN, Jon Postel
died of heart failure. This one event removed from ICANN its single
greatest claim to legitimacy among the Internet technical commu-
nity.63 Although other Internet luminaries—notably Vinton Cerf, an
engineer heavily involved in the Internet from the beginning and
often referred to as one of the ‘‘fathers’’ of the Internet—served on
the ICANN Board or publicly supported ICANN, none had the same
level of trust and legitimacy for management of Internet coordination
as Postel.

From 1998 through the ICANN restructuring of 2002, ICANN
unsuccessfully sought to bring the remaining DNS asset managers
into the fold. The RIRs, the root server operators, and the majority
of ccTLD registries refused to sign binding contracts with ICANN.
Indeed, the ccTLD operators have threatened to pull out of ICANN
entirely,64 while the RIRs have offered ‘‘suggestions’’ for altering
ICANN’s governance structure that would radically reduce the
authority of the ICANN Board.

The Roots of Discontent: ICANN’s Expansion of Authority and Control
Significantly, although ICANN has unilaterally assessed ‘‘fees’’

from the RIRs and ccTLDs for maintaining their entries in the root
zone file,65 the core dispute does not revolve around money.66 Indeed,
while declining to sign binding contracts with ICANN, the ccTLDs
and RIRs have made ‘‘voluntary’’ payments to ICANN. Nor is the
principal objection the dispute about the existence of ICANN itself
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or any of the issues that have concerned civil liberties groups, such
as user representation on the Board. As the RIRs recently empha-
sized, ‘‘we are not ‘anti-ICANN.’ ’’

Rather the RIRs and the ccTLDs object to two critical structural
issues. First, despite the commitment of ICANN and its supporters
that ICANN remain a ‘‘narrow technical coordinating body’’ gov-
erned by ‘‘bottoms-up consensus’’ and not a ‘‘government of the
Internet,’’ ICANN has increasingly expanded its authority beyond
technical coordination to industry regulation. Since its inception,
ICANN has laid claim to trademark policy as an area for its regula-
tion. At the behest of its Government Advisory Committee, ICANN
placed a freeze on registering country codes in the new .info TLD.67

After the terrorist attacks of September 11, 2001, ICANN extended
its authority to the realm of Internet security. None of these actions
pertains to technical coordination. All speak to an alarming tendency
toward mission creep.

Second, ICANN has no apparent meaningful limits on its author-
ity. Despite a requirement in its agreement with the Department of
Commerce to create an ‘‘independent review board’’ to ensure that
ICANN did not exceed its authority or stray from its mission,
ICANN declined to do so. The fact that failure to meet with this
contractual requirement has had no negative consequences for
ICANN renders ICANN’s subsequent assurances that it is, in fact,
both unambitious and restrained less than reassuring.68

This assignment is particularly true after the redelegation of the
Australian country code, .au. In September 2001, at the behest of
the Australian government, ICANN transferred control of the .au
ccTLD (or, in ICANN-speak, ‘‘redelegated’’) from Robert Elz to a
nonprofit entity formed by the Australian government. Elz had been
a friend of Jon Postel who had administered .au since its creation.69

It is noteworthy that ICANN did not justify this on the grounds of
‘‘Internet stability.’’ Indeed, in a nod to the technical community,
the Board thanked Elz for his ‘‘profound contributions to the evolu-
tion and stable performance of the global Internet.’’70 Rather, ICANN
exercised its authority at the behest of, and with the cooperation of,
a sovereign government. No more clear alarm bell could ring for
the Internet technical community—particularly those in possession
of Internet assets.

As a result, the RIRs and the ccTLDs have sought to protect
themselves by stripping ICANN of the authority to make binding
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policy that impacts either number delegation or the ccTLDs. They
have steadfastly refused to be tempted by lesser reforms offered by
ICANN. Indeed, the ccTLDs in particular have increasingly threat-
ened to look ‘‘outside the ICANN structure’’ for ‘‘management of
the IANA function.’’71

ICANN’s Failure to Coerce an Agreement without the Support
of Governments

Unfortunately for ICANN, its coercive powers are limited. It
achieved the .au redelegation with the cooperation of a sovereign
government and at a time before the ccTLDs understood that ICANN
would exercise its power to administer the root zone file for political
purposes. A move against any other ccTLDs could trigger a mass
exodus by ccTLDs to a new ‘‘alternate’’ root. In this scenario, two
entities each claiming to be authoritative would enter names. When
those names conflicted, individual network operators would need
to make individual determinations on how to resolve names, and
packets could be directed to conflicting destinations.72

The scenario in which ICANN’s root zone file competes with an
alternate, potentially authoritative database is frequently referred to
as ‘‘splitting the root.’’ While a minority of proponents believe that
splitting the root would have positive consequences because it would
decentralize control of the DNS and encourage competition, the vast
majority of the technical and policy community view splitting the
root as the ultimate collapse of Internet stability and a potential
doomsday scenario for the globally accessible Internet. So far, even
proponents of the ‘‘alternate root’’ community—those who advocate
using a master list other than the root zone file that includes gTLDS
not found in the root zone file—avoid conflicting with existing regis-
tries where possible.73

Accordingly, neither ccTLDs nor ICANN are particularly inter-
ested in bringing about such a doomsday scenario. As a result,
ICANN has attempted to pressure ccTLDs in other ways.

As custodian of the ‘‘IANA function’’ of maintaining the root zone
file, ICANN enters any changes in the ccTLD administrative records
in the root zone file. These records, among other things, inform
computers seeking to resolve ccTLD addresses of the IP address of
the relevant machine, or ‘‘name server,’’ for the ccTLD. ICANN has,
at times, refused to enter changes requested by ccTLDs, intimating
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that it would facilitate requests for changes enormously if the ccTLD
registries agreed to sign a binding contract with ICANN.

This tactic backfired in the summer of 2002. KPNQwest, a major
European telecommunications company that provided critical name
services, went bankrupt. As a result, many European ccTLDs needed
to change their name server information. ICANN refused to make
the necessary changes until the European ccTLDs acceded to certain
demands. Ultimately, the threat to the stability of the name space
reached a critical juncture and ICANN made the necessary changes.74

This exercise, however, demonstrated to the Internet technical
community that ICANN would risk the stability of the Internet—
its entire reason for existence from the technical community’s per-
spective—to achieve its policy objectives. Thus, not only did the
refusal to make changes fail to gain the necessary concessions, it
solidified opposition in the ccTLD registries and the technical com-
munity generally. As a result, the ccTLDs have moved from veiled
hints that they might use an alternative to ICANN’s root zone file
to open discussion as to whether ICANN is necessary to the ‘‘IANA
function’’ and how to achieve stability in the face of ICANN’s
misconduct.75

ICANN has an even weaker hold over the RIRs than over the
ccTLDs. Parties receive delegations of IP address space directly from
the RIRs. The RIRs do not enter their assignments into the root zone
file. Indeed, it is name registrants who must get IP addresses, then
report back to the name registrar to what IP address a name will
resolve. Nor does the registrant receive the IP address from the RIR.
RIRs are wholesalers of IP addresses, providing large blocks to major
telecommunications carriers who sell smaller blocks ‘‘downstream’’
to smaller Internet service providers or hosting services.76 By the
same token, however, RIRs cannot split the root by threatening to
move their services elsewhere.

ICANN has, since its inception, claimed a responsibility for coordi-
nating IP address policy.77 The RIRs, as part of the dominant coali-
tion, acceded to this claim on the understanding that ICANN would
respect the RIRs’ autonomy and would remain primarily in the
hands of the technical community. ICANN’s actions toward the
ccTLD community, its expanding bureaucracy, and its increasing
deference to world governments (described below) have dissipated
that trust.
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A similar situation applies to the root server operators. The root
servers work because the individual private name servers that
resolve domain names to IP numbers for the numerous intercon-
nected networks that make up the Internet look to the root servers
for this information. ICANN cannot prevent them from regularly
refreshing their copies of the root zone file without disrupting the
operation of the Internet, and has no other lever to compel coopera-
tion. At the same time, however, the root server operators cannot
designate a new A Root without splitting the root zone file, because
ICANN and the U.S. government control a substantial minority of
the root servers and these root servers will point to the ‘‘official
root’’ no matter what the other root server operators do.78

Verisign’s Discontent with Industry Regulation

Finally, Verisign, the successor to Network Solutions and the dom-
inant gTLD registry and registrar, has grown increasingly restive
under ICANN’s regime. In 1999, Verisign consented to contract with
ICANN and acknowledge its authority. In the contract, Verisign
secured for itself a guarantee that ICANN could not impose new
regulations on Verisign unless ICANN could document that the new
regulations resulted from a documentable ‘‘consensus’’ within the
Internet community. Verisign also understood that ICANN would
not act as a general regulator of its business practices.79

Verisign has discovered, however, that its commercial rivals and
others ill-disposed to it can use ICANN’s process to, at the very
least, delay introduction of new registry services. For example, in
2002, Verisign sought to introduce a new service at the registry level
called the ‘‘Wait List Service,’’ which allowed parties to register for
names already registered, in the hopes that registration would
expire. Because ICANN had to approve the new service, Verisign
had to endure a referral to the Domain Name Supporting Organiza-
tion (DNSO),80 a public comment, a task force report, a vote on the
task force report by the DNSO, and then a Board decision.81

This engendered more than a mere delay of several months. The
DNSO, populated with Verisign’s commercial rivals and customers
(as the relevant stakeholder community), initially recommended
either rejection or strict price controls and other conditions. Although
the Board ultimately decided to approve the service, it chose to
impose limited conditions of its own. Furthermore, had the Board
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wished to deny permission, the DNSO report provided ample evi-
dence of ‘‘consensus’’ as defined in the ICANN-Verisign agreement
to warrant ICANN’s denying Verisign’s request to implement the
service.

Verisign has, so far, limited its complaints to lobbying the Depart-
ment of Commerce to keep ICANN on a tight leash82 and angry
protest to ICANN that it lacks authority to act as a regulator.83 If
pressed too far, however, Verisign could use the same threat of
splitting the root as the ccTLD registries.

ICANN’s Need for Bigger Guns: Growing Closer to Governments

In response to this growing discontent, ICANN has drawn increas-
ingly closer to sovereign governments, which have the power to
compel actors that reside within their borders. Facilitating this effort
have been calls by Congress for tighter supervision of ICANN by
the Department of Commerce to restrain ICANN’s arbitrary exercise
of its existing authority.84 As governments become increasingly
involved in ICANN and DNS, ICANN comes more and more to
resemble either a U.S. government agency (if supervised by the
Department of Commerce) or a multinational treaty organization (if
managed by ICANN’s Government Advisory Committee [GAC]).85

Governments have the trump card that they can act unilaterally
if they wish, threatening to put residents of their country in jail for
refusing to follow their rules. For example, the government of South
Africa has acted unilaterally to assume control of its ccTLD, .za,
through the expedient of making it a crime to operate the .za ccTLD
except in the manner prescribed by the South African Government.86

China has asserted rights in any system of domain names using
Chinese characters, and has acted unilaterally to redirect Internet
traffic away from Web sites it does not want its citizens to see to
‘‘approved’’ Web sites by requiring Internet service providers in
China to use what amounts to the Chinese government’s own DNS.87

As a result, despite the express purpose of establishing ICANN
to insulate the DNS from government control, ICANN has always
acted with solicitude toward requests from the Government Advi-
sory Committee, and ICANN has increasingly become a way for
governments to impose their will on DNS management. One of the
first acts of the GAC was to publish a statement on the proper
relationship between managers of country codes and the sovereign
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states associated with those codes. The policy invokes traditional
language used by sovereign states when regulating public resources,
describing ccTLD registries as trustees responsible to the community
they serve. This policy has become a basis for ICANN’s policy on
ccTLD delegation.88 When the GAC requested that ICANN prevent
the registration of two- and three-letter country codes in the new
.info top-level domain and generally act to protect country names
in new TLDs, ICANN complied immediately, circumventing the
normal name policy formulation process to give the GAC what it
wanted.89 When the GAC replied with criticism to the ICANN pro-
posal for evolution and reform, ICANN’s president and its chairman
fairly gushed with gratitude for the GAC’s valuable insights and
promised to address its concerns.90

As a result of this solicitude toward governments, ICANN cannot
give the RIRs and ccTLDs what they want—freedom from regula-
tion. From the point of view of world governments, ICANN has
two purposes: to remove the DNS from exclusive U.S. control and
to provide a mechanism for regulating the DNS. This is incompatible
with insulating critical elements of the DNS from potential
regulation.

Relations with the U.S. Government

Further complicating matters, members of Congress have increas-
ingly called on the Department of Commerce to take a more active
role in managing ICANN. Although having no direct authority over
ICANN, Congress can exercise its power over the Department of
Commerce and, through the Department of Commerce, over the
DNS. The Department of Commerce must maintain positive rela-
tions with relevant members of Congress with authority over the
department’s budget. In addition, if pushed, Congress can direct
the Department of Commerce to take action to implement U.S. policy
over the DNS.91

This pressure has the paradoxical effect of driving ICANN further
into the arms of world governments. As they did in 1998, the parties
in support of ICANN see world governments as a counterweight to
dominance by the U.S. government. The Department of Commerce,
which has a broad e-commerce agenda and must negotiate with the
same international parties not merely on DNS but on other matters,
tends to take a more internationalist view than Congress.
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As a result, ICANN finds itself pulled apart by contradictory
demands of its key stakeholders. The private parties with DNS assets
have grown increasingly disenchanted with the ICANN ‘‘privatiza-
tion’’ and insist on written guarantees of independence. World gov-
ernments insist on a right to greater influence over ICANN policy.
The U.S. Congress demands increased direct supervision by the
Department of Commerce.

Governments Ascendant: The 2002 Reorganization

In this tug-of-war, ICANN and the Department of Commerce have
sought to foster stronger ties between ICANN and world govern-
ments. ICANN’s initial reform plan would have abandoned the
pretense that it represents a privatization of DNS management by
seating five government representatives on the Board. In exchange,
governments would have provided ICANN with funding.9 2

Although the GAC rejected this suggestion, it called for a greater
role in managing ICANN.93

The Department of Commerce has also supported this approach,
despite the opposition of Congress. In September 2002, the Depart-
ment of Commerce again renewed ICANN’s contract to manage the
DNS. In doing so, however, it expressed its disappointment with
ICANN’s failure to date to reach an agreement with the ccTLDs,
root server operators, or RIRs. Its solution, however, was to commit
the Department of Commerce to work through the GAC to facilitate
‘‘stable agreements’’ between the ccTLD registries and ICANN and
the RIRs and ICANN.94 The Department of Commerce also charged
ICANN to develop ‘‘an effective advisory role’’ for governments
and pledged that the department would ‘‘work within the GAC to
ensure that it serves as an effective voice for governmental input
into ICANN.’’

As a result, the new bylaws privilege the GAC in ways that ensure
its position as a dominant voice in ICANN policy formation. The
GAC has sent a permanent nonvoting liaison to the Board. It may
also send nonvoting liaisons to any other committee or policy organ
in ICANN. The GAC has a representative on the nominating commit-
tee that will select the majority of ICANN’s directors. The Board
must notify the GAC. The GAC may also initiate policy by requesting
that the Board take direct action, thus circumventing the other policy
organs of ICANN. The ICANN Board will presumptively follow the
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GAC’s recommendations, and explain in detail to the GAC where
it cannot. If the ICANN Board feels it cannot act in accordance with
the GAC’s recommendations, the Board has a further obligation to
attempt to resolve the differences. Finally, ICANN explicitly states
that its own action cannot preempt action by individual GAC mem-
ber states.95

Theoretically, this still leaves ICANN as the ultimate arbiter of
DNS policy independent of governments. But the veneer of private
decisionmaking is wearing increasingly thin. The new structure pro-
vides the GAC with an independent route to developing policy
within ICANN without input from any other set of stakeholders
while having input into every other ICANN policy formation
process.

The Coming Crisis: Increased Instability or Full-Fledged
Government Regulation

The situation continues to be inherently unstable. ICANN cannot
compromise on the essential demand of the ccTLDs, the RIRs, and
the root server operators that ICANN insulate them from potential
regulatory control without antagonizing the governments it has
courted for support. It cannot divorce itself from Department of
Commerce’s oversight without antagonizing Congress, and it cannot
unilaterally impose its will on Verisign in accordance with the
expressed consensus of its relevant policy development organs with-
out chancing that Verisign will find the risk of instability preferable
to an intrusive regulatory regime.96

Sadly, ICANN’s past behavior indicates its willingness to put the
stability of the Internet naming system at risk to achieve its political
ends. So far, ICANN and the DNS asset managers have avoided a
catastrophic confrontation. The difficulty with brinkmanship, how-
ever, is that it is possible for the parties to misjudge either the effects
of their actions or the willingness of other parties to take unilateral
action. Although none of the parties desire to split the root, that
could happen if the tension between the DNS asset managers and
ICANN continues to increase.

If ICANN avoids a catastrophic confrontation, it appears most
likely to evolve into an even more explicitly regulatory organization
coming to resemble more and more a traditional government agency
or multinational treaty organization. Such an approach, however,
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seems unlikely to serve the dynamic development of the Internet.
Indeed, as ICANN has marched toward realization of its regulatory
destiny, it has ballooned enormously. ICANN’s 1999 operating bud-
get was $1.5 million. The projected budget for 2002–03 is more than
$6 million. Staff has grown from 15 in 2000 to 27 projected in 2003.97

This is supported by increasing contributions from the domain name
registries and registrars (and, if ICANN succeeds, the RIRs), who
in turn pass this on to name (and number) registrants. In essence,
ICANN is increasingly supported by user fees and taxes, just as
any regulatory agency is. Unfortunately, because ICANN has no
constraints, it can continue to increase the fees it charges registries
without restraint.98

More important, however, ICANN is simply a bad regulator. Its
members, chosen to satisfy criteria of ‘‘representativeness’’ from
various technical and political interests and to reflect geographic
diversity, lack any relevant experience in the public policy issues
they seek to master. As a result, ICANN has behaved in an inconsis-
tent and arbitrary manner, without any of the constraints generally
associated with administrative agencies or multinational treaty
organizations.99

This is reflected in ICANN’s achievements to date. ICANN has
selected new gTLDs in a process strongly reminiscent of the Federal
Communications Commission’s long-discredited ‘‘comparative
hearing’’ method, and ICANN’s negotiation of further regulatory
constraints imposed lengthy delays on the introduction of new
TLDs.100 To introduce retail competition, ICANN developed a
scheme similar to the FCC’s ‘‘unbundled network element’’ policy
(under which competing telecommunications carriers have access
to the networks of their rivals).101 In other words, ICANN recapitu-
lates the FCC but does it badly.

Finally, the rhetoric of privatization that supported ICANN’s for-
mation correctly observed that traditional governance processes take
far too long and allow governments to pursue parochial interests at
the expense of technological development. Unlike a nation-based
telecommunications resource, such as spectrum management, in
which individual countries can experiment with different manage-
ment schemes without impacting neighboring countries, manage-
ment of the DNS of necessity impacts the global Internet.
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A Possible Solution: Reducing ICANN to a Ministerial Function

Even at this stage, it remains possible to privatize the DNS in the
sense of removing intrusive regulatory oversight and insulating it
from government control. This approach is politically least likely
because it faces the opposition not merely of world governments
but of special interests that desire an organization capable of regulat-
ing the global Internet (even if they dislike the way ICANN is struc-
tured). Nevertheless, genuine privatization is a preferable outcome
to a destabilizing event caused by the sudden withdrawal of a DNS
asset manager and the resulting ‘‘split’’ in the root, or to the transfor-
mation of ICANN into a regulatory agency supported by the coercive
power of sovereign states.

In 1997, the U.S. government could have privatized the DNS by
simply allowing the existing government contracts to lapse—possi-
bly establishing a mechanism for routine addition of new top-level
domains first. While Network Solutions would have had a com-
manding lead with .com, .org, and .net, other competitors could have
entered the market without regard to any cumbersome ‘‘official’’
process. Now, the process is more difficult. ICANN has succeeded
in introducing two intrusive regulatory schemes into the DNS. These
rules cannot be simply eliminated without creating considerable
political uproar from the politically powerful stakeholders that man-
aged to create the rules in the first place and from those whose
economic well-being now depends on the existence of those rules.

First, because ICANN declined to create true competition to .com
by allowing the introduction of enough generic TLDs to create an
unconcentrated market, it created a more intrusive mechanism. It
created an artificial split between the retail market and the wholesale
market, maintained the wholesale monopoly, and allowed regulated
competition in the retail market. ICANN required Verisign to
develop an open platform permitting ICANN-certified ‘‘registrars’’
to sell domain names in Verisign’s TLDs to the public. Verisign,
as the ‘‘registry,’’ receives six dollars per name registered by any
‘‘registrar.’’ Although Verisign is permitted to act as both a registry
and a registrar,102 other gTLD registries are not. As ICANN has
approved new gTLDs, it has fixed the wholesale price for the new
registries by contract and perpetuated the registry/registrar split.103

The second mechanism is the Uniform Dispute Resolution Process
(UDRP). All gTLD registrants agree to abide by an arbitration process
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developed by ICANN when a claimant believes it has a right to a
domain name held by another.104 Technically, the UDRP is supposed
to allow trademark holders to challenge names registered or used
in ‘‘bad faith’’ and in which the registrant has no ‘‘legitimate inter-
est.’’105 In practice, however, some UDRP arbitrators have awarded
names to challengers that do not hold trademarks or have found
‘‘bad faith’’ and no legitimate interest under questionable circum-
stances. Given the popularity of the UDRP with politically powerful
organizations dedicated to promoting trademark and intellectual
property interests, eliminating the UDRP is effectively impossible.

ICANN is not necessary, however, to maintaining these two
schemes. The contracts between the registries and registrars remain
binding. Contracts requiring registrants to submit to the UDRP
remain binding. It does not require any ongoing supervision by
ICANN to maintain the contractual regime.

The one issue that requires coordination is the issue that created
the initial rupture within the Internet community that led to the
formation of ICANN in the first place—the introduction of new
gTLDs. There is some debate in the technical community on how
many new TLDs could be added without destabilizing the Internet
(it is argued by some that, at some point, the volume of information
the root servers must process to resolve names becomes sufficiently
large that it creates congestion). All technical experts agree, however,
that the current DNS could support hundreds of top-level domains.106

The current scarcity of gTLDs is entirely artificial. It results from
the opposition from trademark interests who fear an increase in
policing costs, registries that benefit from the lack of alternatives,
and ICANN, which derives much of its regulatory power from the
existing scarcity.

Fortunately, the problem of allocation is a straightforward one
and has been well developed in other contexts. A mechanism under
which some limited number—but large enough to ensure genuine
competition—of TLDs becomes available on a regular basis will
introduce genuine competition and thus replace the need for regula-
tion with a genuinely market-based regime. To the extent consumer
protection is warranted, national governments retain their tradi-
tional powers to act against the registries within their borders.

In an ideal world, ICANN would be reduced to a purely adminis-
trative body responsible for entering changes to the root zone file
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requested by the already designated holders of the relevant data-
bases. On a regular basis, say, every year, this ‘‘ICANN-lite’’ would
announce a filing window for some number of new TLDs, say, 50.
If, at the end of the window, it had received more applications than
available TLDs, it could resolve the matter by auction. Conflicting
applications for the same string, such as multiple applications for
‘‘.web’’ or ‘‘.kids,’’ could also be resolved by auction. The proceeds
of the auction and modest administrative fees would adequately
fund the reduced operations.

The holders of the DNS resources would then be free to act on
their own. ICANN-lite would exercise no authority over the manage-
ment and operation of the name space or IP address space. Sufficient
incentives to cooperate—notably the fear of splitting the root and
the desire of all DNS asset managers to maintain a globally accessible
Internet—exist outside of any coercive contracts. With competition
at a registry level to prevent exploitation of monopoly power, and
consumer protection available at a national level to prevent other
forms of market abuse, the need for an expensive, bureaucratic, and
intrusive regulatory regime vanishes entirely, to the benefit of the
Internet and the public generally.

Conclusion

The defenders of ICANN justified its creation and continued exis-
tence on two grounds: first, that ICANN represented a privatization
of the DNS out of the hands of the U.S. government and an insulation
from government control; second, that it would contribute to the
stability of the Internet by replacing the voluntary coordination of
the pieces of the DNS under uncertain authority with contracts
clearly delineating responsibilities, expectations, and lines of
authority.

None of these justifications has borne the slightest resemblance
to reality. ICANN represented a step away from privatization to a
regulated regime. It has unsettled expectations by disrupting the
long-standing relationships that predated it and thereby destabilized
the previously stable DNS regime. It has increasingly become a
mechanism for government regulation of the DNS. Along the way,
ICANN has introduced a bloated bureaucracy and an intrusive regu-
latory regime into the heart of DNS management.
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As a result, ICANN has come to decisional crossroads. It can
continue in its present course of seeking to impose its will on the
RIRs, ccTLDs, root server operators, and Verisign. That path appears
likely to ultimately cause a rupture within the root itself when
ICANN and one of the parties operating a critical Internet resource
decide to risk splitting the root rather than submit to onerous
demands. Alternatively, ICANN can drop the pretense of being a
private entity and embrace its role as a quasi-government agency or
quasi-multinational treaty organization. That path, however, means
embracing a regulatory regime with potentially far-reaching conse-
quences to the Internet as a whole.

There still remains, however, the road not taken in 1997: the road
of genuine privatization. Although more difficult to achieve now
than before ICANN introduced significant regulation into the DNS,
it remains a viable alternative. Embracing this alternative while elim-
inating ICANN would preserve the DNS and the Internet in its
dynamic and stable state.

ICANN serves as a cautionary tale. Its founders hoped to inoculate
the DNS from regulation by creating a structure outside of a formal
government regime and capable of just enough regulation to satisfy
powerful political interests present at the birth. This intention
seemed preferable from the other alternative, a genuinely unregu-
lated free market. But even a ‘‘little bit of regulation’’ has proved
impossible to contain.

In retrospect, it seems rather naive to believe that governments
wanting to leverage the centralized DNS databases for regulatory
purposes could be neatly ‘‘cabined’’ in an advisory committee or
that industry participants would not seek to game the system for
their own advantage. Nor did making the industry regulator a non-
governmental nonprofit magically eliminate the problems inherent
in industry regulation, as ICANN’s founders had hoped. As others
propose new systems for global regulation of the Internet in the
interest of ‘‘stability,’’ they would do well to question whether the
Internet would be better served by voluntary cooperation in a free
market—despite the ‘‘instability’’ and messiness the free market
brings.
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13. Does Cyberspace Need Antitrust?
Eric P. Crampton and Donald J. Boudreaux

Introduction
Somewhere in Canada, a shopper sat at home and ordered the

latest bestseller from http://www.bn.com. While Canadian antitrust
authorities pondered whether the Chapters chain of booksellers con-
stituted a monopoly, our Internet shopper gave the lie to claims of
monopolization. Early Internet enthusiasts claimed that ‘‘the Internet
interprets censorship as damage and routes around it,’’ meaning
that the distributed nature of the Web makes the policing of it rather
difficult. DARPANET, the precursor to the Internet, was designed
to withstand a nuclear strike against any of its nodes by routing
information around the damage. Economists specializing in indus-
trial organization theory could as easily quip that the Internet inter-
prets local monopolies as arbitrage opportunities for careful shop-
pers, allowing them to route around the higher prices.

While our Canadian shopper waited for her new book to arrive,
the European Commission deliberated whether MCI and WorldCom
should be allowed to merge. Though neither company had a substan-
tial presence in Europe, the Commission was able to ensure that MCI
divested its Internet backbone infrastructure before the companies
could consummate their merger. The Commission noted that the
proposed merger ‘‘between two U.S. telecommunications companies
would have worldwide effects. The Internet is global in nature;
Internet access and service providers, Internet content providers, end-
customers, all demand universal connectivity to the World Wide
Web. . . . The impact of this merger between these two U.S. compa-
nies affected not only U.S. consumers but also inter alia European
Union consumers.’’1

The two examples highlight the double-edged nature of
e-commerce and Internet applications for antitrust. While the
Internet massively increases the size of the relevant market for a host
of transactions, subverting would-be monopolists and encouraging
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worldwide competition, it also increases the jurisdictional scope
of national antitrust authorities. Many countries and the European
Commission use an economic effects rule to determine jurisdiction.
Since a Web site may engage in purely electronic transactions with-
out knowing where its customers are physically located, it may be
subject to the jurisdiction of dozens of antitrust authorities around
the world.

Jurisdiction and extraterritoriality issues are not a new problem in
antitrust enforcement. The 1945 Alcoa decision extended the Sherman
Act’s reach beyond America’s borders to apply to commercial activ-
ity affecting American commerce, regardless of its physical location.
Thus, for example, if prices in the United States are affected by
commerce occurring only in foreign jurisdictions, U.S. antitrust
law applies.

For much of the 20th century, antitrust effectively remained an
American institution as few jurisdictions outside America had sub-
stantive competition laws; extraterritoriality problems were mostly
found in the enforcement of the Sherman Act beyond the borders
of the United States. Today, however, more than 90 countries have
antitrust statutes and more are drafting competition codes;2 together,
more than 86 percent of world trade takes place in jurisdictions
with antitrust statutes.3 In this chapter, we discuss the workings of
international antitrust enforcement, how the Internet affects and is
affected by antitrust legislation, and the challenges that Internet
suppliers and consumers face in the global antitrust environment.

International Antitrust

Although antitrust was not invented in the United States,4 during
most of the 20th century it effectively remained an American institu-
tion. For the first half of the century, the Sherman Act applied only
within American borders,5 but the 1945 Alcoa ruling extended its
reach to foreign conduct affecting American commerce.6 Until the
early 1990s, ‘‘international antitrust’’ largely referred to the problems
associated with extraterritorial enforcement of American antitrust
law against overseas corporate activity.

Alcoa defined the American stance on the jurisdictional limits of
antitrust. In that case, Canadian and European aluminum companies
colluded to restrict aluminum production, limiting the amount of
aluminum ingot that they would export to the United States. Judge
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Learned Hand’s Second Circuit Court ruled that the foreign cartel
was subject to action under the Sherman Act because its activities
both intended and subsequently resulted in substantial negative
effects on American commerce. This ‘‘effects test’’ became enshrined
in American antitrust law over the latter half of the century.7 While
some rulings attempted to inject comity considerations into the
effects test,8 the Supreme Court’s ruling in Hartford Fire9 strongly
limited the application of comity to those cases in which foreign
law conflicts with American law to such an extent that the foreign
company cannot comply with the statutes of both countries. Alcoa’s
effects test remains the determinant of jurisdiction.

Extraterritorial enforcement of the Sherman Act has not gone
without complaint from the foreign jurisdictions affected. Several
countries have put in place blocking legislation to impede American
antitrust enforcement. In addition, ‘‘claw-back’’ legislation allows
foreign defendants in American antitrust cases to seek damages
in their home countries’ courts from the plaintiff in the American
antitrust action.10 However, these types of problems in extraterrito-
rial enforcement are not the main concern of this chapter; they are
now the boilerplate of international business and antitrust
textbooks.11

Of more recent concern is the worldwide proliferation of antitrust
statutes. Assistant Attorney General Charles James quipped in a
recent address that ‘‘antitrust has been one of the United States’
most successful exports.’’12 While countries with McDonald’s restau-
rants still outnumber those with antitrust statutes, James was not
hyperbolizing. As recently as 1973, only 27 countries had adopted
competition codes.13 As of the end of 1996 that number had grown
to 70, 61 percent of which had instituted their codes in the 1990s.14

The most recent figures put the number at more than 90, with 20
more countries in the process of drafting codes.15 Because many
of these countries’ codes also employ an economic effects test to
determine jurisdiction, any given transaction may be subject to scru-
tiny by dozens of antitrust authorities.

The proliferation of antitrust authorities presents far more difficult
problems than those posed by an extraterritorially activist Federal
Trade Commission. Multiple agencies now can and do claim jurisdic-
tion over a variety of corporate activities, most notably over mergers.
More than 60 countries now require or provide for prenotification
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merger filings.16 Consequently, large merging companies sometimes
now need to file such notifications with more than a dozen jurisdic-
tions. The compliance costs for merging companies can be burden-
some, especially in cases in which the relevant antitrust authorities
provide contradictory rulings.17

To minimize friction in the application of antitrust laws, the United
States has pursued bilateral agreements with Australia, Brazil, Can-
ada, Germany, Israel, Japan, Mexico, and, most notably, the Euro-
pean Community.18 At minimum, these agreements provide for noti-
fication and consultation on cases in which the interests of both
parties are involved. Agreements with several jurisdictions, includ-
ing the EC, also include positive comity provisions allowing each
jurisdiction to request that the other enforce its own laws to remedy
activity taking place within its borders.19

By most accounts, cooperation between antitrust authorities is
strong and growing.20 However, no amount of interagency coopera-
tion can prevent conflict when the antitrust agencies of different
jurisdictions have irreconcilable differences regarding the purpose
of antitrust legislation. Two merger cases involving the United States
and the EC serve here as examples: Boeing/McDonnell Douglas and
GE/Honeywell.

In the Boeing/McDonnell Douglas case, the FTC determined that
the merger posed no anticompetitive threats, while the EC objected
to exclusive supply contracts despite efficiency-enhancing character-
istics of those contracts.21 Daniel Gifford and Thomas Sullivan argue
that the EC ruling may constitute an attempt on the part of the EC
to raise Boeing’s costs to provide an advantage to Airbus, the well-
connected and well-subsidized European consortium airplane man-
ufacturer.22 Following EC threats of enforcement action, Boeing aban-
doned its exclusive supply contracts.

Similarly, in GE/Honeywell, strong cooperation between the
Department of Justice and the EC preceded divergent rulings.
Because the merging parties waived confidentiality rights, Justice
and the EC shared all information provided by GE and Honeywell.
Consequently, communication and cooperation between the two
agencies was ‘‘tremendous.’’23 Nevertheless, Justice approved the
merger while the EC disallowed it. While both agencies agreed that
the merged company would offer improved products and lower
prices, Justice deemed the resulting efficiencies to justify the merger
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while the EC worried that those efficiencies would harm the merged
company’s competitors.24 Assistant Attorney General James con-
trasts EC competition law with American law by noting that the
purpose of American antitrust laws ‘‘is not to protect business from
the working of the market; it is to protect the public from the failure
of the market.’’25 Although we disagree with his assessment of Amer-
ican antitrust law,26 the contrast is accurate. Goals other than effi-
ciency underlie much of European competition law.27

Leaving political considerations to one side for the moment, anti-
trust policy is based on economic theory. And economists in different
parts of the world do not fully agree with one another. Karl Aiginger,
an economist from Austria, and his coauthors find that American
economists specializing in industrial organization are more likely
than their European counterparts, for example, to view the behavior
of oligopolists as conforming to Bertrand or Cournot predictions
rather than pure collusion—that is, to restrict output and raise price
not by as much as would a pure monopolist but, rather, in a noncollu-
sive way that reflects each oligopolist’s strategic guess about how
the other oligopolists in its industry will behave.28 Consequently,
American economists are more likely to be skeptical of antitrust
action in oligopolistic markets. European industrial organization
economists disagree systematically with Americans on a wide range
of questions of importance to antitrust policy.29 Theories long since
discarded in the United States remain quite in vogue elsewhere.
While American economists and antitrust authorities now tend to
be skeptical of predatory pricing arguments, their European counter-
parts worry greatly about the use of predatory pricing.30 Fundamen-
tally divergent approaches to antitrust policy can quickly arise from
these differences.

In addition, public choice considerations—viewing government
officials as being just as self-interested as people in the private sec-
tor—lend skepticism to public interest theories of antitrust regula-
tion. Although recent cases like Boeing point to protectionism as a
driving force behind antitrust enforcement actions, the phenomenon
is not at all new. Antitrust legislation might be seen as a substitute
(by ensuring that domestic firms are subject to vigorous competition)
for open international markets,31 but the empirical record does not
bear up that analysis. Instead, antitrust seems to serve as a substitute
for tariffs. Shughart, Silverman, and Tollison find that foreign com-
petition correlates positively with antitrust agency funding in the
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United States.32 In addition, Palim finds that countries adopting
competition codes do not see them as substitutes for international
competition.33 The recent proliferation of antitrust statutes occurred
during a wave of globalization and lower tariffs. This suggests that
antitrust statutes might serve as an additional method of protecting
domestic firms from foreign competition when other methods of
protectionism are waning.34

E-Competition: Antitrust and the Internet
The only difference between economics and e-conomics is a

hyphen. Economic principles hold as strongly in a wired world
as they do in the world of bricks-and-mortar. Mythologies have
developed around the economics of the Internet, some of which see
the Internet as demanding more activist antitrust policy, others of
which argue that the Internet obviates the need for antitrust. We
find the arguments for strengthened antitrust enforcement do not
hold up to serious scrutiny. On balance, economic arguments favor
reduced antitrust activity as a consequence of the Internet. However,
antitrust is a political institution and matters politic seem likely to
favor increased activism.

Cartels Are Restrained in a Global Digital Marketplace
Traditional antitrust concerns surrounding cartels, price signaling,

and other violations of antitrust law can emerge as easily in
e-commerce as in traditional business. However, the Internet can
mitigate some of these problems. Because individual consumers
shopping from home can now quickly access a global marketplace,
cartels and price-fixers must become global in scope to be truly
effective; local cartels cannot extract rents from Internet-savvy con-
sumers that are larger in magnitude than shipping costs from outside
the boundaries of collusion. And as shipping costs fall, the scope
for less-than-global cartelization shrinks—for all a consumer need
do to escape a local cartel’s attempt to charge monopoly prices is
to order the desired merchandise or service from outside of the local
cartel’s geographic area.

Digital Dominance Is Checked by Low Marginal Costs
Economists Richard McKenzie and Dwight Lee raise interesting

caveats for antitrust analysis in the digital world.35 They point out
that market dominance cannot be exploited in digital markets in the
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same way as in the market for physical products. A dominant firm
in ordinary markets can increase prices by restricting output; because
of their inability to exploit similar economies of scale, competitors
cannot simply increase their production to make up the difference.
In digital markets marked by infinitesimal marginal costs of produc-
tion, competitors can quickly and easily increase output to match the
reduction in the dominant firm’s output. Should Microsoft attempt to
exploit its dominant position in the provision of office software,
Corel could quickly reap the benefits by expanding its output; doing
so would cost Corel next to nothing.

Limits of ‘‘Network Effects,’’ ‘‘Tipping,’’ ‘‘Lock-In,’’ and ‘‘Leveraging’’
Some authorities worry that the Internet may pose a new antitrust

concern—the possibility that network effects may lead to the estab-
lishment of global monopolies. Four interrelated economic concepts
drive these arguments favoring strong antitrust vigilance in Internet
markets: network effects, tipping, lock-in, and the leveraging of
monopoly power from one market into others.

Markets in which consumer valuation of a product depends on
the number of other people also using the product are described as
being subject to network effects. A telephone is of little value if no
one else has one; similarly, the Microsoft operating system would
not be as desirable if it only commanded a small percent of the
market. Once the installed client base for a product reaches a certain
size, consumers reason that it will become the standard and the
market ‘‘tips’’ in favor of the dominant product. At that point, the
market becomes ‘‘locked in’’ to the new standard; superior products
may exist, but unless consumers can coordinate to switch to the
alternative product, the existing standard will remain dominant. The
owner of a standard can then ‘‘leverage’’ its existing monopoly to
erode competition in other markets.36

We have reason to be wary of network effects arguments favoring
strong antitrust enforcement activity. Even if a firm’s product has
achieved total market dominance, its market power remains rather
limited. Should the firm seek to exercise market power, it could
encourage entry. Given low marginal costs of distribution once the
fixed costs of development have been paid, a rival can quickly estab-
lish a network by essentially giving away the initial version of its
software and recouping its fixed costs through later sales of
upgrades.37
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The ‘‘leveraging’’ argument is equally suspect. Some critics of
Microsoft have claimed that Microsoft has leveraged its Windows
monopoly into the browser market. By integrating its browser into
the Windows software, Microsoft is alleged to have foreclosed the
market to competitors. Of course, customers preferring Netscape or
other browsers can simply (and frequently at no cost) download
alternate browser software. However, the argument suggests that
customers are simply too lethargic to search out alternatives to the
software already provided with the computer. If we take the lever-
aging argument seriously, we should also worry that Microsoft is
attempting to extend its reach into the market for search engines.
Users mistyping an Internet address in Microsoft’s Internet Explorer
are quickly routed to Microsoft’s own search engine to assist them
in finding their Web site. However, Google is the search engine of
choice on the Internet, not MSN Search. Microsoft provides no links
to Google on its desktop, nor does Internet Explorer automatically
link to Google, but almost 80 percent of Internet searches are con-
ducted using Google’s engines.38 Microsoft exerts as much ‘‘lever-
aging’’ to push customers to its MSN Search product as it does to
push customers to use its browser. Internet Explorer passes the
market test and MSN Search doesn’t; ‘‘leverage’’ doesn’t enter into
the equation.39

Even were we to grant for the moment the argument that network
effects can lead to locked-in monopolistic markets, the question of
remediability quickly comes to the fore. Paul David, the foremost
proponent of ‘‘lock-in’’–based theories of market failure, suggests
comprehensive measures delaying adoption of any technological
standard to ensure that the right path is set upon before path depen-
dence sets in.40 However, it is quite unclear that such delays could
survive cost-benefit analysis. While the benefits are only probabilistic
and depend critically on the delay actually resulting in the adoption
of a more efficient standard, the costs of delay are certain—they
must consist of the discounted value of the network benefits that
would have accrued during the period of delay. And we have no
reason to believe the most efficient standard can be chosen outside
of a market discovery process.41

Precisely because networks and product familiarity are valuable
to consumers, a well-working market will supply these valuable
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aspects. But it is perverse then to conclude that the market has failed
because the successful supplier of a network or of an especially high
degree of comfortable product familiarity could, if it chose, raise its
prices and restrict its output for a time. Of course it could; such
ability is an inevitable consequence of success at pleasing consumers
in these ways. (If a firm were unable, even in the short run, to raise
its price even slightly without losing significant market share, then
this fact would mean that consumers attach no or only minuscule
value to the network or to product familiarity.)

However, ability to raise prices above costs in the short run (and
to increase short-run profits) does not imply that the firm has real
monopoly power. If a firm refrains from exploiting consumers today
with higher prices because this firm worries that doing so would
cause consumers to shift their patronage to other firms tomorrow,
then, in our view, this firm is no monopolist. A genuine monopolist
behaves monopolistically. A firm that doesn’t behave monopolisti-
cally, even though it might be able to do so for a time, is a firm that
is foolish or altruistic or fearful of rivals’ responses.

Government policy need not concern itself with foolish or altruistic
firms; the former write the script of their own doom and the latter
are agents of philanthropy (for as long as their shareholders’ wealth
and goodwill last). Nor should government concern itself with firms
fearful of rivals’ responses, for such firms are competitive, even if
no currently existing competitor is on the scene.

A general principle applies here, which is this: the best evidence
of monopoly power is the actual exercise of monopoly power—most
notably, raising prices and restricting output. Reality provides very
few, if any, actual examples of firms achieving sustained monopoly
power—as evidenced by harm to consumers (rather than to competi-
tors)—without government-enforced barriers to entry. The ratio of
fears of monopolization to actual monopolization is quite high.42

Because history supplies so few examples of the successful private
achievement of monopoly power, a sound rule is to require evidence
of actual price hikes and output restrictions as necessary (although
not sufficient) preconditions to launching antitrust actions.43 Such a
rule will eliminate much of the anti-competitive uses of antitrust that
mar its history without significantly increasing risks to consumers of
suffering exploitation by a monopolist.
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This rule is especially appropriate for the Web and other industries
that enjoy exposure worldwide. The number of actual and potential
competitors is immense, as are competitors’ sources of financing.
All it takes is one among millions of people familiar with the Web
to have a creative idea on how to serve consumers better than the
currently dominant firm is serving consumers. The larger the market,
the larger the pool of creative talent and entrepreneurship available
to keep it competitive and dynamic.

The network features of this market do not necessarily work
against the forces of competition. Of course, it is precisely the diffi-
culty of imagining the massive coordination necessary to replace
one network with another that makes competition in such markets
seem unlikely. But the empirical evidence gathered by Liebowitz
and Margolis shows that competition among actual networks is
remarkably robust.44

Reflection shows that these empirical findings should not be as
surprising as they might at first appear. Competition in network
economies occurs at the level of the network. Precisely because the
gains from becoming the ‘‘dominant’’ network supplier are so large,
the competition to become this supplier will be unusually intense.
Entrepreneurs and investors have every incentive to search for ways
to displace the currently ‘‘dominant’’ firm—and, knowing that, the
currently ‘‘dominant’’ firm has every incentive to keep its prices
and product quality as attractive as possible to consumers.

Of course markets might fail. No entrepreneur in the world might
recognize the potential for profit. Or even if several cash-strapped
entrepreneurs do recognize the potential, every single investor
worldwide might refuse to finance any such ventures. But so, too,
might political and legal processes fail to detect the true state of the
market. Indeed, politicians, bureaucrats, and judges are much less
likely to make sound decisions about such markets than are entrepre-
neurs and investors. The latter specialize in taking the pulse of, and
investing in, specific markets; the former specialize in legal and
political endeavors. Moreover, entrepreneurs and investors put their
own wealth at stake on the actual outcome of their decisions; govern-
ment and judicial functionaries have a much less personal stake in
whatever antitrust decisions they make.45
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Who Rules the Web?

In Alcoa, Judge Hand found as ‘‘settled law’’ that ‘‘any state may
impose liabilities, even upon persons not within its allegiance, for
conduct outside its borders that has consequences within its borders
that the state reprehends, and that these liabilities other states will
ordinarily recognize.’’46 While the ruling certainly facilitated the
prosecution of anti-competitive behavior beyond America’s borders,
it raises a dangerous precedent. There remain few activities that
some state does not reprehend, and all are now a mouse click away
from every jurisdiction in the world. The other papers in this volume
provide excellent resources on the implications of this for free speech
and other important matters.

The consequences of Hand’s decision, and the extension of the
economic effects rule to jurisdictions encompassing the vast majority
of the world’s production and trade, will prove damaging to
e-commerce and to the Internet. Antitrust remains a highly politi-
cized part of economic policy, and history suggests that antitrust
legislation frequently serves to protect domestic firms from foreign
competition. As e-commerce increases global competition, pressure
for increased antitrust activism against foreign firms seems likely
to increase.

The International Competition Policy Advisory Committee
warned against this use of antitrust in its 2000 ‘‘Final Report.’’ As
Committee Co-Chair Rill suggests, ‘‘the threat of seriatim balkaniza-
tion of e-commerce by multiple, inconsistent, and uncoordinated
national regulators threatens economic growth and can be used to
impair competitive entry and expansion.’’47 Guarding against such
state activity has become a matter of increasing concern for the
FTC. Indeed, the FTC has begun urging individual states to remove
protectionist barriers against Internet competition.48 However, such
actions are much more difficult against foreign states. As much as
the United States uses antidumping provisions to protect domestic
interests ranging from logging to steel, foreign jurisdictions can
launch spurious antitrust complaints against American companies
threatening their firms through Internet-based competition.

In many cases, foreign antitrust complaints against e-commerce
firms will be relatively minor. For many small countries, ability to
enforce antitrust remedies against e-commerce firms may be limited
to prohibiting those firms from legally dealing with residents of the
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country. For instance, a small country’s antitrust agency will have
a difficult time enforcing a remedy calling on a foreign Fortune 500
company to divest portions of its business, but it may be able to
shut the firm out of its markets. And, while shutting the firm out
may actually be the goal of such actions, the negative consequences
will largely fall on the imposing jurisdiction. In such cases, antitrust
provides a way of protecting domestic firms from foreign competi-
tion without falling afoul of the General Agreement on Tariffs and
Trade or the World Trade Organization.

More troubling are cases in which the litigating jurisdiction is
capable of enforcing its remedies on firms outside of its borders.
Among jurisdictions with the power to extraterritorially enforce
rulings, the ruling of the most restrictive jurisdiction is likely to
prevail.49 Traditional protectionist mechanisms have been quite lim-
ited by comparison; while countries have been able to impose tariffs
on products crossing the border, they have not been able to force
actual restructuring of industries abroad. While the EC could impose
tariffs on the imports of American aircraft, they could not dictate
the structure of the American aircraft manufacturing industry. The
economic effects rule in international antitrust provides that ability.

Of course, countries will be somewhat constrained in applying
explicitly protectionist extraterritorial remedies. Extraterritorial
enforcement hinges on the agreement of the company’s home
country; absent that cooperation, enforcement action is limited to
preventing the offending firm from selling its wares within the juris-
diction. If cases like Boeing/McDonnell Douglas arise too frequently,
cooperation between the United States and the EC on antitrust
matters will deteriorate considerably and claw-back and blocking
statutes will again become the norm in international antitrust. How-
ever, not all cases involve such prominent and well-connected firms.

Because e-commerce allows local consumers to route around the
rents earned by local monopolies, we can expect firms whose rents
are in danger to lobby strenuously for their protection. If antitrust
authorities employed a pure efficiency standard and if political con-
siderations were never a part of antitrust analysis, this would pose
little threat to the e-commerce firm. Unfortunately, the world is not
nearly so benign.
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What’s to Be Done?

Given antitrust’s long history of abuse, along with an even longer
history of markets proving to be remarkably adept and creative
at protecting consumers from private monopolies, any proposed
antitrust treatment of cyberspace should be examined skeptically.
What forms of international antitrust might be best able to withstand
skeptical examination, given the practical reality that governments
will exercise some form of antitrust scrutiny over cyberspace?

Harmonization is one option, but one that we emphatically
oppose. Harmonization, by its nature, eliminates jurisdictional com-
petition—which would be especially ironic for antitrust. Even with-
out interest-group pressures that might bias antitrust rules away
from protecting consumers and toward protecting politically influ-
ential firms, harmonization’s success requires that the single stan-
dard chosen and applied interjurisdictionally be sound. If it isn’t—
if those who select the standard err when doing so—the lack of
alternative, competing antitrust regimes makes discovering the sin-
gle standard’s weaknesses unlikely.

Multilateral accords among national governments present another
possibility for providing global antitrust regulation. One advantage
of this approach is that much of the institutional structure is already
in place in the form of the WTO. The multilateral trade agreement
put into effect by signatory nations through the WTO can be supple-
mented with a chapter dealing with antitrust issues.

Specifically, we encourage signatory governments to agree to an
origin-based policy of regulation. That is, governments should agree
that the antitrust policy applied in any particular instance is the
policy of that jurisdiction, and only of that jurisdiction, in which the
defendant firm has the greatest substantive presence. The location of
the firm’s headquarters is a good candidate for establishing greatest
substantive presence, although alternative criteria—such as country
of incorporation—are available. The particular criterion chosen for
establishing greatest substantive presence is less important than
adopting a policy that will shield international firms from the uncer-
tainty of being subject to myriad agencies enforcing different, often
conflicting, antitrust policies. Such an approach will maintain juris-
dictional competition among antitrust regimes—a result that anti-
trust enthusiasts should vigorously applaud.
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430



NOTES TO PAGES 195–197

201. See Goldsmith and Sykes, p. 810 (discussing technology that allows Web site
operators to identify the geographical origin of a user’s Internet Protocol address so
that they can tailor content to and comply with different jurisdictions’ regulations).
Goldsmith and Sykes note that this technology is more accurate for national origin
(99 percent) than for state origin (80–90 percent), and that buyers who reside in a
regulating state can access a computer with an address in a nonregulating state. Ibid.,
p. 811 (noting that users can frustrate geographical origin technology through America
Online’s proxy server, Internet anonymizers, and remote telnet and dial up connec-
tions). However, this technology is developing and likely to improve, which would
make jurisdictional choice more effective.

202. See generally Albert O. Hirschmann, Exit, Voice, and Loyalty: Responses to
Decline in Firms, Organizations, and States (Cambridge, Mass.: Harvard University
Press, 1970) (discussing the trade-off between exit and voice).

203. See Kobayashi and Ribstein, ‘‘Contract and Jurisdictional Freedom,’’ p. 344.
204. For evidence of the importance of exit as a potential constraint on state regula-

tion, see Epstein, pp. 162–65 (discussing the use of exit taxes to deter the withdrawal
of automobile insurance companies from New Jersey and Massachusetts). See also
Beatrice E. Garcia, ‘‘Aetna Takes Off Gloves on Car Insurance,’’ Wall Street Journal,
June 7, 1990, p. A4 (reporting Aetna’s challenge of laws in Pennsylvania and Massa-
chusetts that control its exits from these states). For other examples of regulation-
induced exit, see ‘‘California Smashup,’’ Wall Street Journal, November 15, 1988, p. A22
(discussing exit of 40 insurers from California due to Proposition 103 rate rollback);
‘‘Squaring Off Question: Should Washington’s Insurance Commissioner Post Become
a Gubernatorial Appointment?’’ Wall Street Journal, August 16, 2000, p. NW4 (noting
exit of health insurance companies from Washington State due to state policies); and
Stephen Kreider Yoger, ‘‘Political Operator: Insurance Regulator in California Woos
Voters, Bashes Firms,’’ Wall Street Journal, August 10, 1992, p. A1 (discussing with-
drawal of Ohio Casualty Corporation from California Market because of excess regula-
tion and poor underwriting results).

205. See text accompanying notes 227–229 (discussing lawyers’ interests in promot-
ing state competition regarding electronic commerce law). It follows from this analysis
that courts are wrong not to weigh states’ ‘‘interest’’ in the enforcement of contracts
that choose their laws against any interest regulating states may have in the enforce-
ment of their laws. For an example of this analytical error, see note 191.

206. Enforcement of contractual choice of law therefore could result from interest
group pressure, and not necessarily by relying on judges and lawyers who are immune
from those pressures, as Paul Stephan suggests. See Paul B. Stephan III, ‘‘Regulatory
Cooperation and Competition—The Search for Virtue,’’ University of Virginia Work-
ing Paper no. 99–12, June 1999, available at http://papers.ssrn.com/paper.taf?
abstract id�169213.

207. This tension between pro-regulatory and pro-local business interests may
explain Iowa’s waffling regarding enforcement of contractual choice of UCITA. See
note 223.

208. See, for example, Maureen O’Rourke, ‘‘Progressing toward a Uniform Com-
mercial Code for Electronic Commerce or Racing toward Nonuniformity,’’ Berkeley
Technology Law Journal 14 (1999): 635, 656.

209. See Goldsmith, p. 1215; Johnson and Post, pp. 1395–1400 and notes 102–03.
210. See Ted J. Janger, ‘‘The Public Choice of Choice of Law in Software Transac-

tions: Jurisdictional Competition and the Dim Prospects for Uniformity, Brooklyn

431



NOTES TO PAGES 197–201

Journal of International Law 26 (2000): 187, 190–93; William J. Woodward Jr., ‘‘Contrac-
tual Choice of Law: Legislative Choice in an Era of Party Autonomy,’’ Southern
Methodist University Law Review 54 (2001): 697, 739; William J. Woodward Jr., ‘‘ ‘Sale’
of Law and Forum and the Widening Gulf Between ‘Consumer’ and ‘Nonconsumer’
Contracts in the UCC,’’ Washington University Law Quarterly 75 (1997): 243, 244.

211. See Woodward, ‘‘Party Autonomy,’’ p. 741.
212. See Woodward, ‘‘ ‘Sale’ of Law and Forum,’’ p. 257, note 59 (conjuring a

‘‘vision’’ of consumers with shopping carts ‘‘ambling down’’ grocery store aisles).
213. See William Cary, ‘‘Federalism and Corporate Law: Reflections upon Dela-

ware,’’ Yale Law Journal 83 (1974): 663, 666–72.
214. See Ralph K. Winter Jr., ‘‘State Law, Shareholder Protection, and the Theory

of the Corporation,’’ Journal of Legal Studies 6 (1977): 251, 256.
215. See Brower v. Gateway 2000, Inc. 676 N.Y.S.2d 569, 574 (A.D. 1998).
216. See text accompanying note 60; see also Stephan, pp. 40–41.
217. See Mark R. Patterson, ‘‘On the Impossibility of Information Intermediaries,’’

Fordham Law and Economics Research Paper no. 13 (July 2001), at http://
papers.ssrn.com/abstract�276968; see also Woodward, ‘‘Party Autonomy,’’ p. 762
(noting that ‘‘there are no consumer groups or other services that give parties to
form contracts meaningful information through which they can easily compare the
terms of the form contracts’’).

218. One author notes that Gateway continued selling its computers with arbitra-
tion clauses without apparent damage to its reputation even after these clauses were
subject to the widely publicized litigation discussed above. See Woodward, ‘‘Party
Autonomy,’’ p. 762 , note 287. Woodward produces no facts about the effects or
noneffects on Gateway’s sales, and does not explain why a noneffect, if that was the
case, would simply show that consumers were not concerned about the term.

219. See text accompanying note 214.
220. See Patterson. Patterson’s article draws its title from Sanford J. Grossman

and Joseph E. Stiglitz, ‘‘On the Impossibility of Informationally Efficient Markets,’’
American Economic Review 70 (1980): 393, 404 (arguing that capital markets cannot be
strong-form efficient and still offer incentives to produce information that create the
condition of efficiency).

221. See note 197 and accompanying text.
222. Janger, p. 196 (noting that ‘‘jurisdictions that have many licensees and few

licensors, or a strong tradition of consumer protection, will be unlikely to adopt the
location of licensor rule’’).

223. See Iowa Code § 554D.104 (2000). Iowa is, however, reconsidering its resistance
to contractual choice of UCITA. The legislature swiftly repealed the ‘‘bomb shelter’’
provision effective July 1, 2001, explicitly stating that it was considering whether to
adopt UCITA. See 2000 Iowa Acts (78 G.A.) ch. 1189, § 32 (approved May 15, 2000).
The following year it delayed the repeal to 2002. See Iowa Legis., H.F. 569, § 1
(approved April 16, 2001).

224. See Roberta Romano, ‘‘Law as Product: Some Pieces of the Incorporation
Puzzle,’’ Journal of Law, Economics and Organization 1 (1985): 225.

225. See Douglas J. Cumming and Jeffrey G. MacIntosh, ‘‘The Role of Interjurisdic-
tional Competition in Shaping Canadian Corporate Law,’’ International Review of
Law and Economics 20 (2000): 141, 159–60; Susan Rose-Ackerman, ‘‘Risk Taking and
Reelection: Does Federalism Promote Innovation?’’ Journal of Legal Studies 9 (1980):
593, 594 (observing that legislators may be unable to capture benefits from engaging

432



NOTES TO PAGES 201–202

in the competition because other jurisdictions easily can free-ride on their efforts by
copying successful legislation); Henri I. T. Tjiong, ‘‘Breaking the Spell of Regulatory
Competition: Reframing the Problem of Regulatory Exit,’’ Max-Planck Project Group
Preprint no. 2000/13, August 2000, at http://papers.ssrn.com/paper.taf?abstract id�

267744 (arguing that there is no political ‘‘feedback mechanism’’ to translate firm
mobility into optimal regulation).

226. See Rose-Ackerman, p. 605.
227. For fuller discussions of lawyers’ ability and incentives to lobby for efficient

laws, see generally Jonathan R. Macey and Geoffrey P. Miller, ‘‘Toward an Interest-
Group Theory of Delaware Corporate Law,’’ Texas Law Review 65 (1987): 469 (discuss-
ing lawyers’ role in corporate context); Ribstein, ‘‘Delaware Lawyers and Choice of
Law,’’ pp. 1007–12; Larry E. Ribstein, ‘‘Lawyer Licensing and State Law Efficiency,’’
available at http://hal-law.usc.edu/cleo/papers/alea/Ribstein.pdf (April 9, 2001).
A Michigan law firm apparently was active in promoting the new Michigan cybercourt
law, discussed in note 232, including by establishing a Web site providing informa-
tion about the proposed and eventually enacted legislation. See http://www.
michigancybercourt.net.

228. See Carol R. Goforth, ‘‘The Rise of the Limited Liability Company: Evidence
of a Race between the States, But Heading Where?’’ Syracuse Law Review 45 (1995):
1193, 1220–62.

229. See Larry E. Ribstein, ‘‘Statutory Forms for Closely Held Firms: Theories and
Evidence from LLCs,’’ Washington University Law Quarterly 73 (1995): 369, 396–98.

230. For a discussion and application of this theory, see Ronald J. Gilson, ‘‘The
Legal Infrastructure of High Technology Industrial Districts: Silicon Valley, Route
128, and Covenants Not to Compete,’’ New York University Law Review 74 (1999):
575, 588.

231. Ibid., p. 579 (discussing the role of the state’s law on enforcement of noncompe-
tition agreement and its effect on local diffusion of knowledge among skilled workers).

232. See Va. Code Ann. §§ 59.1-501.1 (2001). Virginia has offered other inducements
to Internet firms, including through a long-arm jurisdiction law designed to benefit
local Internet service providers such as AOL. See note 140. See also text accompanying
note 146 (discussing Virginia proposal to permit Web site domestication). Maryland’s
subsequent version of UCITA, which became effective first, modifies UCITA, most
importantly by partially excluding consumers from some provisions as to warranty
modification. See Md. Code Ann., commercial law, § 406(i), (j) (2000). Another example
of active state competition for high-tech business is the new Michigan ‘‘cybercourt’’
law, which provides for streamlined electronic procedures for handling certain types
of cases. See Mich. Comp. Laws §§ 8001-8029. The law ‘‘is meant to attract ‘new
economy’ businesses to Michigan.’’ Anita Ramasastry, ‘‘Michigan’s Cybercourt: Wor-
thy Experiment or Virtual Daydream?’’ February 6, 2002, available at http://
writ.news.findlaw.com/commentary/20020206 ramasastry.html.

233. Among other things, the overall effects of ‘‘legal infrastructure’’ may be com-
plex, because the same features that increase states’ payoffs from becoming centers
of electronic commerce also induce firms to remain in established centers and inhibit
other states from entering the market. See Ribstein, ‘‘Delaware Lawyers and Choice
of Law,’’ pp. 1010–11. This ‘‘lock-in’’ may or may not be an example of the ‘‘network
externalities’’ phenomenon discussed in the next subsection.

234. See UCITA § 209, discussed in Kobayashi and Ribstein, ‘‘Uniformity, Choice
of Law and Software Sales,’’ pp. 265–66.

433



NOTES TO PAGES 202–205

235. For general discussions of network externalities and lock-in, see Joseph Farrell
and Garth Saloner, ‘‘Standardization, Compatibility, and Innovation,’’ Rand Journal
of Economics 16 (1985): 70, 71–72 (characterizing the problem as one of excess inertia);
Michael L. Katz and Carl Shapiro, ‘‘Network Externalities, Competition, and Compati-
bility,’’ American Economic Review (1985): 424; Michael L. Katz and Carl Shapiro,
‘‘Systems Competition and Network Effects,’’ Journal of Economic Perspectives (Spring
1994): 93; Michael L. Katz and Carl Shapiro, ‘‘Technology Adoption in the Presence
of Network Externalities,’’ Journal of Political Economy 94 (1986): 822.

236. See Marcel Kahan and Michael Klausner, ‘‘Path Dependence in Corporate
Contracting: Increasing Returns, Herd Behavior, and Cognitive Biases,’’ Washington
University Law Quarterly 74 (1996): 347, 359–65; Marcel Kahan and Michael Klausner,
‘‘Standardization and Innovation in Corporate Contracting (Or ‘The Economics of
Boilerplate’),’’ Virginia Law Review 83 (1997): 713, 762; Michael Klausner, ‘‘Corpora-
tions, Corporate Law, and Networks of Contracts,’’ Virginia Law Review 81 (1995):
757, 790, 809; Tara J. Wortman, Note, ‘‘Unlocking Lock-In: Limited Liability Compa-
nies and the Key to Underutilization of Close Corporation Statutes,’’ New York Univer-
sity Law Review 70 (1995): 1362, 1374–80.

237. See Klausner, pp. 842–47.
238. For criticisms of the theory as applied to products and services, see S. J.

Liebowitz and Stephen E. Margolis, ‘‘The Fable of the Keys,’’ Journal of Law and
Economics 33 (1990): 1 (arguing that network externalities do not demonstrate whether
the QWERTY keyboard was superior to the Dvorak keyboard, or the VHS videotape
format was inferior to Betamax); see also Stan J. Liebowitz and Stephen E. Margolis,
Winners, Losers and Microsoft: Competition and Antitrust in High Technology (Oakland,
Calif.: Independent Institute, 1999), pp. 135–36 (showing evidence that Microsoft’s
victory in software markets is due to the superiority of their products rather than
network externalities); S. J. Liebowitz and Stephen E. Margolis, ‘‘Network Externality:
An Uncommon Tragedy,’’ Journal of Economic Perspectives 133 (1994): 133. For criticisms
of the application to contracts and statutes, see Clayton P. Gillette, ‘‘Lock-In Effects
in Law and Norms,’’ Boston University Law Review 78 (1998): 813, 826; Mark A. Lemley
and David McGowan, ‘‘Legal Implications of Network Economic Effects,’’ California
Law Review 86 (1998): 479, 562–86.

239. See Larry E. Ribstein and Bruce H. Kobayashi, ‘‘Choice of Form and Network
Externalities,’’ William and Mary Law Review 43 (2001): 79, 81–83.

240. Those advocating federal law questionably assume that this will produce a
better solution than the decentralized state solution. Analogously, commentators have
questioned whether antitrust regulations should be used to alter market outcomes that
resulted in choice of a dominant standard. See Liebowitz and Margolis, ‘‘Winners,
Losers and Microsoft,’’ pp. 266-67. In both cases, government intervention involves
substitution of a federally imposed outcome for a more decentralized one—either
by suppressing potential competition or by inducing competition against a dominant
standard. In both cases, the federal standard may increase costs and reduce efficiency
as compared to the market equilibrium.

241. For a list of recent examples, see Ribstein and Kobayashi, ‘‘State Regulation
of Electronic Commerce,’’ note 269.

242. 15 U.S.C. § 6801.
243. See BNA E-Commerce & Law Report 5 (April 5, 2000): 334, 336; see also HIPAA,

15 C.F.R. pts. 160, 160.202, 203(b) (allowing states to enforce ‘‘more stringent’’ pri-
vacy laws).

434



NOTES TO PAGES 205–206

244. For a recent example of the complexities of the preemption issue, see Geier
v. American Honda Motor Co., Inc., 529 U.S. 861 (2000) (holding that although tort
action for defective design for failure to equip a car with driver’s side airbag was
not precluded by express preemption provision of National Traffic and Motor Vehicle
Safety Act, it was preempted under general preemption principles because it conflicted
with the federal standard requiring driver’s side airbags in some but not all 1987 cars).

245. See Jonathan R. Macey, ‘‘Federal Deference to Local Regulators and the Eco-
nomic Theory of Regulation: Toward a Public-Choice Explanation of Federalism,’’
Virginia Law Review 76 (1990): 265 (arguing that federal legislators have incentives
to refrain from legislating in an area of law if they would lose more support than
they would gain from acting, as where federal regulation would dissipate a substantial
state capital investment in regulation).

246. See Reidenberg, ‘‘Resolving Conflicting International Data Privacy,’’ p. 1357.
247. See generally William A. Niskanen, ‘‘Bureaucrats and Politicians,’’ Journal of

Law and Economics 18 (1975): 617, 635 (discussing overspending by government
bureaus). This problem may be exacerbated by statutes in which multiple agencies
have oversight and enforcement responsibility. See Gramm-Leach-Bliley Act,
15 U.S.C. § 6805 (delegating rulemaking and enforcement authority to the FTC, Trea-
sury Department, Comptroller of the Currency, Federal Reserve, Federal Deposit
Insurance Corporation, the National Credit Union Association, and the Securities
and Exchange Commission).

248. See FTC Press Release, ‘‘FTC Announces Settlement with Bankrupt Web site
Toysmart.com regarding Alleged Privacy Policy Violations,’’ July 21, 2000, available
at http://www.ftc.gov/opa/2000/07/toysmart2.htm (announcing settlement of
charges that Toysmart.com violated Section 5 of the FTC act when it violated its own
privacy policy never to share customer information with third parties). But see Steven
Hetcher, ‘‘The FTC as Internet Privacy Norm Entrepreneur,’’ Vanderbilt Law Review
53 (2000): 2041, 2046 (arguing that the FTC has attempted to guide self-regulatory
efforts through regulation).

249. See Supnick v. Amazon.com, Inc., 2000 WL 1603820, *2 (W.D. Wash. May 18,
2000) (certifying class action based on 18 U.S.C. §§ 2510-2522, relating to interception
of electronic communications, and ibid. § 2701, relating to unlawful access to stored
communications); Stephen F. Ambrose Jr. and Joseph W. Gelb, ‘‘Consumer Privacy
Regulation and Litigation,’’ Business Law 56 (2001): 1157, 1175–77 (2001) (discussing
privacy suits against Intuit and Amazon under various federal and state laws relating
to consumer marketing and other information).

250. See David A. Skeel Jr., ‘‘Rethinking the Line Between Corporate Law and
Corporate Bankruptcy,’’ Texas Law Review 72 (1994): 471, 490 (arguing that federal
law has ‘‘vestigialized’’ state law).

251. See COPPA, 215 U.S.C. § 6501 (1998). Some have suggested that the provisions
of COPPA be expanded to apply to all collection of information. For a discussion of
this issue, see Cate, p. 63.

252. FTC, Children’s Online Privacy Protection Rule, Final Rule, 16 C.F.R. pt. 312,
November 3, 1999.

253. See FTC, ‘‘How to Comply with Children’s Online Privacy Protection Rule,’’
available at http://www.ftc.gov. Individually identifiable information includes
names, e-mail or home addresses, telephone numbers, and any other information (e.g.,
interests or hobbies collected through cookies) when tied to individually identifiable
information. The FTC rule requires those covered by the Act to post prominent links

435



NOTES TO PAGES 206–210

to a notice describing what information will be collected and how it will be used;
requires parental consent, including some method by which parents can review and
request deletion of information collected; and prohibits conditioning use of the Web
site on providing more information than is reasonably necessary. See 16 C.F.R. pt.
312. The parental consent requirement depends on how the Web site will use the
information collected. The most stringent requirements are imposed when a site
wishes to collect and disclose information to third parties, in which event the Web
site must obtain parental consent by telephone contact, presentation of valid credit
card information, e-mail with a digital signature, or a printed copy of the parents’
consent.

254. 16 C.F.R. pt. 312 (noting that failure to collect such information may be used
as evidence of evasion of COPPA by the site).

255. See 15 U.S.C. § 6501 (1998).
256. Ibid., § 6803(a) (1998).
257. See Cate, pp. 33, 53.
258. 12 C.F.R. §§ 40.3(o), 216.3(o), 332.3(o), 573.3(o) (2001).
259. See FTC, Privacy of Consumer Financial Information, Final Rule, 16 C.F.R.

pt. 313, May 24, 2000.
260. See HIPAA, 15 C.F.R. pt. 160.
261. See Cate, p. 54.
262. Ibid. See also text accompanying notes 38–40 (discussing deterrent effect of

disclosure in context of medical research).
263. Pub. L. No. 106-29, 114 Stat. 464 (2000) (codified at 15 U.S.C. §§ 7001-7031).
264. Ibid., § 101(c)(1).
265. See Jane K. Winn, ‘‘Electronic Commerce Law: 2001 Developments,’’ Business

Law 57 (2001): 541, 542 (noting that ‘‘if E-SIGN largely succeeded in closing one can
of worms—namely, the mostly unwarranted degree of concern over the validity of
electronic records and signatures—it opened several more that may prove just as
difficult to resolve’’).

266. See Albert Breton and Pierre Salmon, ‘‘External Effects of Domestic Regula-
tions: Comparing Internal and International Barriers to Trade,’’ International Review
of Law and Economics 21 (2001): 135, 138–43.

267. U.S. Const., Art I, § 8; Art. IV, § 1. For a leading proposal favoring a federal
choice-of-law statute, see Michael H. Gottesman, ‘‘Draining the Dismal Swamp: The
Case for Federal Choice of Law Statutes,’’ Georgia Law Journal 80 (1991): 1.

268. See O’Hara and Ribstein, pp. 1224–25.
269. See 28 U.S.C. § 1738 (2001).
270. Ibid., § 1738c.
271. See Macey, p. 270.
272. See generally Reidenberg, ‘‘Resolving International Data Privacy.’’
273. These are based on the OECD standards discussed in note 79. Currently, U.S.

privacy policies have not been harmonized to conform to the strict European Union
fair information practices. Under a March 2000 privacy accord reached by the EU
and the United States, U.S. firms are immune from legal actions by EU governments
if they meet safe harbor guidelines developed by the U.S. Department of Commerce
in consultation with the EU. See Paul Greenberg, ‘‘U.S. and EU Reach Data Privacy
Accord,’’ March 15, 2000 available at http://www.ecommercetimes.com/perl/story/
2738.html. The Safe Harbor guidelines include elements such as notice, choice, access,

436



NOTES TO PAGES 210–212

security, and enforcement. See http//www.export.gov/safeharbor. U.S. firms wish-
ing to make use of the safe-harbor must self-certify annually to the U.S. Department
of Commerce in writing that they agree to adhere to the safe-harbor requirements,
and must state the requirements in their published privacy policies. Compliance with
the safe-harbor guidelines by U.S. firms is strictly voluntary, and firms may withdraw
their certifications at any time. However, violations of the voluntarily agreed-to safe-
harbor guidelines can be considered to be a deceptive practice, subjecting the firm
to FTC enforcement under Section 5 of the FTC act. Ibid.

274. 18 Pa. C.S.A. § 7330(a).
275. See In the Matter of the Application of D. Michael Fisher, Order Requiring

Internet Service Provider to Remove or Disable Access to Child Pornography, Septem-
ber 12, 2002. According to the Pennsylvania Attorney General, since the law went
into effect on April 22, 2002, Internet service providers have blocked access to more
than 200 child pornography Web sites. See ‘‘Judge to WorldCom: Block Kid Porn,’’
September 18, 2002, available at http://www.wired.com/news/politics/
0,1283,55248,00.html.

276. See Letter of Craig Silliman, September 23, 2002, available at http://politechbot.
com/docs/worldcom.pa.reply.092402.pdf.

277. Significantly, the suit did not involve Yahoo!’s French subsidiary,
www.yahoo.fr. Both of these Web sites, and Yahoo!’s other country-specific Web
sites, can be accessed from computers anywhere in the world.

278. See §R645-1 of the French Criminal Code (prohibiting exhibition of Nazi
propaganda and artifacts for sale).

279. High Court of Paris, May 22, 2000, Interim Court Order No. 00/05308, 00/
05309.

280. Yahoo Auction Guidelines, http://user.auctions.yaho.com/html/guide-
lines.html (visited October 19, 2002).

281. The facts concerning the English suit are drawn from Dow Jones & Co., Inc.
v. Harrods, Limited, 2002 WL 31307163 (S.D.N.Y., Oct. 15, 2002).

282. In a similar action, the Australian High Court upheld a lower court ruling
that allowed Joseph Gutnick, an Austrialian businessman, to sue Dow Jones in Austra-
lia over a story that appeared in the U.S. publication Barron’s and was subsequently
distributed over the Internet. The Australian High Court rejected Dow Jones’s
attempts to move the case to New Jersey and to apply U.S. defamation law. See
‘‘Australia to Hear Web Libel Suit in Landmark Case,’’ Wall Street Journal, December
11, 2002, p. A3.

283. For an article recognizing a distinction between these contacts, although not
emphasizing the contractual element, see Christoph Engel, ‘‘Organizing Co-Existence
in Cyberspace: Content Regulation and Privacy Compared,’’ Max-Planck Project
Group Preprint no. 2002/12, 2002, available at http://papers.ssrn.com/paper.taf?
abstract id�325360 (arguing that international cooperation works better with privacy
than with content regulation because there are fewer actors to control in the for-
mer context).

284. Such a contract may be enforced ‘‘to the extent only that it allows the consumer
to bring proceedings in another court.’’ See Hague Conference on Private International
Law, ‘‘Preliminary Draft Convention on Jurisdiction and Foreign Judgments in Civil
and Commercial Matters,’’ Art. 4, para. 7(3)(b), available at http://www.hcch.net/e/
conventions/draft36e.html (adopted by the Special Commission on October 30, 1999).

437



NOTES TO PAGES 212–215

285. See generally Hilton v. Guyot, 159 U.S. 113, 163-64 (1895) (stating that comity
‘‘is neither a matter of absolute obligation, on the one hand, nor of mere courtesy
and good will, upon the other’’).

286. See Michael Whincop, ‘‘The Recognition Scene: Game Theoretic Issues in
the Recognition of Foreign Judgments,’’ Melbourne University Law Review 23 (1999):
416, 422.

287. See David Pringle, ‘‘Some Worry French Ruling on Yahoo! Work to Deter
Investments in Europe,’’ Wall Street Journal, November 22, 2000, p. B2.

288. Yahoo!, Inc. v. La Ligue contra le Racism et L’Antisemitisme, 145 F. Supp.2d 1168
(N.D. Cal. 2001).

289. 169 F.Supp.2d 1181(N.D. Cal. 2001).
290. The district court’s decision has been appealed. In addition, a French Holocaust

survivors group, angered by Yahoo’s! actions, filed charges in a French criminal court
against former Yahoo! CEO Timothy Koogle. Koogle was charged with ‘‘justifying
a crime against humanity’’ and with the ‘‘exhibition of a uniform, insignia, or emblem
of a person guilty of crimes against humanity.’’ Koogle was tried in absentia. The
second charge was dropped prior to trial, and he was acquitted of the first charge.
See ‘‘French Court Acquits former Yahoo! Boss in Nazi Memorabilia Case,’’ Agence
France Presse, February 11, 2003. Koogle was singled out because there is no criminal
corporate liability under French law. Although Koogle theoretically faced a five-year
prison term and a fine of 46,000 Euros on the first charge, and a fine of 1,500 Euros
on the second, the French prosecutor had called for no punishment to be levied in
case of conviction. In the event of a conviction, France would have had to ask the
United States to extradite Koogle. Such a request would not be granted under U.S.
State Department rules, which require Koogle to have violated a similar U.S. law.
See ‘‘French Prosecution Argues for No Sentence for Former Yahoo! Boss on Trial,’’
Agence France Presse, January 7, 2003.

291. See Dow Jones.
292. The possibility of retaliation was played out in the Laker case, described in

note 293.
293. For an earlier counterpart to Dow Jones, see Laker Airways Limited v. Sabena,

Belgian World Airlines, 731 F.2d 909 (2d Cir. 1984) (affirming a preliminary injunction
permitting prosecution of a U.S. antitrust claim as against English proceedings seeking
to block the U.S. action). The standoff between U.S. antitrust action and English anti-
suit action courts finally ended when the English high court backed down. British
Airways Board v. Laker Airways, Ltd., [1985] A.C. 58. (H.L. (E.)).

294. An example is recent litigation against the owners of the peer-to-peer file
sharing program KaZaa. A U.S. Federal Court in California held that then owner
Sharman Networks, Ltd., based on the Pacific Island of Vanuatu, could be sued in
California. See Metro-Goldwin-Mayer Studios, Inc., v. Grokster, Ltd., 2003 WL 186657
(C.D. Cal 2003). However, any judgment would be ineffective against operations like
KaZaa’s that are based offshore. In addition KaZaa is not illegal everywhere. A
Dutch appeals court ruled that KaZaa is not liable under Dutch law for copyright
infringement committed by its users. See Brian Grow, ‘‘Netherlands Court Ruling
Offers a Haven to File Sharing Services,’’ Wall Street Journal, December 18, 2002.

295. See Macey, pp. 289–90.

438



NOTES TO PAGES 219–224

Chapter 8
This paper is based, in part, on an amicus brief written by the author with Ann

Brick of the ACLU of Northern California in Yahoo!, Inc. v. La Ligue contre le Racisme
et l’Antisemitisme, Case No. 01-17424 (9th Cir.).

1. The Internet is a decentralized, self-maintained networking system that links
computers and computer networks around the world; the World Wide Web is a
publishing forum consisting of millions of individual Web sites that may contain
text, images, illustrations, video, and animation. While recognizing that they are
distinct entities, this paper refers to the Web and the Internet collectively as the
‘‘Internet’’ for the sake of simplicity.

2. See, for example, Reno v. ACLU, 521 U.S. 844 (1997), aff’g, 929 F. Supp. 824 (E.D.
Pa. 1996) (Reno I); Cyberspace Communications, Inc. v. Engler, 238 F.3d 420 (6th Cir.
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